XML It & S35l Catalyst 9800 WLCL| Device
Classifier 2C[0|E

AR

=0
DHCPE 7|8to = Zto|ME B F
17.18 O|FO| QUIE 7|Z2 2 FEI0|HE #F
OQUIE 7|8to= Zat0|oiE ER 17.18

n

22 solst|Ct.

|

gl
Pal
(][]

N

b

A7

S5 XML X|9) 7

0| 2 Mol £ Device Classifier Dynamic XML Support(CIHIO|A EF/ AL S
= ol CHa e P

AL2 35104 Catalyst 9800 WLCOI A C|HIO|A EF/XIE HH|0|E St
AN QT Abg

LT A

Cisco 9800 WLC 7|2 AtE & & x| 2 R0l CHEr x| 4

MNEElEFE 24

Ol EMo HEE OIS AZESR|o] & SFEQ 0] HHMES 7|82 2 §LCt

-« C9800-CL v17.12.4, v17.15.4ES & v17.18.2ES

Ol Mol HE= & 3 #49| C|HtO|AE ECHE BHEE[RELICH Ol EMol AASEl 2 E ClHt
OlAE Z7ISHE(ZIE) Hm|asio|/Me 2 AI’S.*Eli’iQL—lEP S HEII} EHE SO B 2E

FFo| FMHQ B E OI2| SKISHAIZ| HFEfLICE

?.

0x



S

10| 7152 v17.10.18E X|&=L|C}H
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C9800#dir bootflash:dc_profile_dir
Directory of bootflash:/dc_profile_dir/

393224 -rw- 443023 Dec 23 2025 07:14:35 +00:00 dc_embedded_profiles.txt.bkp
393233 -rw- 303835 Dec 23 2025 07:14:35 +00:00 dc_default_profiles.txt
393222 -rw- 443023 Dec 23 2025 07:14:35 +00:00 dc_embedded_profiles.txt
393223 -rw- 1367 Dec 23 2025 07:14:35 +00:00 dc_user_profiles.xm]l

393221 -rw- 303835 Dec 18 2025 07:13:57 +00:00 dc_default_profiles.txt.bkp
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C9800#show wireless client mac-address 74da.38eb.c0lf detail

Client MAC Address : 74da.38eb.c0lf

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:
Device Type : Microsoft-Workstation
Device Name : DESKTOP-R2CH8G5
Protocol Map : 0x000009 (OUI, DHCP)
Device Vendor : MSFT 5.0

Device Protocol : DHCP

Type : 12 19

Data : 13

00000000 00 Oc 00 Of 44 45 53 4b 54 4f 50 2d 52 32 43 48 |....DESKTOP-R2CH|
00000010 38 47 35 |8G5 |

Type : 60 12

Data : Oc

00000000 00 3c 00 08 4d 53 46 54 20 35 2e 30 |.<..MSFT 5.0 |

Type : 55 18

Data : 12

00000000 00 37 00 Oe 01 03 06 Of 1f 21 2b 2c 2e 2f 77 79 |.7....... I+, . /wy|

00000010 f9 fc |.. |

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c0l1f

Device Type: Microsoft-Workstation

Confidence Level: 10

Device Name: DESKTOP-R2CH8G5

Device Vendor: MSFT 5.0
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<?xm version="1.0" encodi ng="UTF-8"?>
<X SE>
<CopyRi ght >Copyri ght (c) 2021-2022 by Cisco Systens, Inc. Al
ri ghts reserved. </ CopyRi ght >
<Ver si on>1. 0</ Ver si on>
<& x>
<Devi ceType>Sanpl e _Profil e_2</ Devi ceType>
<Rul eNane>Sanpl e_Rul e_1</ Rul eNane>
<Rul eQper at or >EE=</Rul eQper at or >
<Rul eCertai ntyMetri c>20</ Rul eCertai ntyMetric>
<ZQol>
<Pr ot ocol >DHCP</ Pr ot ocol >
<TLV- Type>60</ TLV- Type>
<TLV- Val ue- Type>&At&</ TLV- Val ue- Type>
<TLV- Val ue>MSFT</ TLV- Val ue>
</ &Ql>
</ C|HtOo|A>
</ Devi celLi st >
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C9800#more bootflash:dc_user_profiles.xml
<?xml version="1.0" encoding="UTF-8"7>
<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>1.0</Version>

<Device>
<DeviceType>Sample_Profile_2</DeviceType>
<RuTeName>Sample_Rule_1l</RuleName>
<RuTeOperator>0R</RuleOperator>
<RuTeCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protocol>DHCP</Protocol>
<TLV-Type>60</TLV-Type>
<TLV-Value-Type>String</TLV-Value-Type>
<TLV-Value>MSFT</TLV-Value>

</Check>

</Device>

</Devicelist>

ClHiO|A B/ A+ &3

C9800#config t
C9800(config)#device classifier

Ol dd& Zzueo| Chx E3 ofefoll EAIELICEH

Y]

C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID
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C9800#clear wireless client device cache
l--- To clear any classification cache



C9800#show wireless client mac-address 74da.38eb.c0lf detail

Client MAC Address : 74da.38eb.cOlf

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:
Device Type : Sample_Profile_2
Device Name : DESKTOP-R2CH8G5
Protocol Map : 0x000009 (OUI, DHCP)
Device Vendor : MSFT 5.0

Device Protocol : DHCP

Type : 12 19

Data : 13

00000000 00 Oc 00 Of 44 45 53 4b 54 4f 50 2d 52 32 43 48 |....DESKTOP-R2CH|
00000010 38 47 35 |8G5 |

Type : 60 12

Data : Oc

00000000 00 3c 00 08 4d 53 46 54 20 35 2e 30 |.<..MSFT 5.0 |

Type : 55 18

Data : 12

00000000 00 37 00 Oe 01 03 06 Of 1f 21 2b 2c 2e 2f 77 79 |.7....... I+, ./wy|

00000010 f9 fc |.. |

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c0l1f

Device Type: Sample_Profile_2

Confidence Level: 20

Device Name: DESKTOP-R2CH8G5

Device Vendor: MSFT 5.0
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<?xml version="1.0" encoding="UTF-8"?>
<HR =5>
<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>4.3</Version>
<Ex|>
<DeviceType>Test-3</DeviceType>
<RuleName>Cisco-Rule</RuleName>


https://tools.cisco.com/bugsearch/bug/CSCws66837

<RuleOperator>AND</RuleOperator>
<RuleCertaintyMetric>20</RuleCertaintyMetric>
<E0l>
<Protocol>MAC</Protocol>
<TLV-Value-Type>E At ¥</TLV-Value-Type>
<TLV-Value>Edimax</TLV-Value>
</E Q>
</C|H}O|A>
</Devicelist>
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C9800#more bootflash:dc_user_profiles.xml
<?xml version="1.0" encoding="UTF-8"7>
<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc.
<Version>4.3</Version>

<Device>

<DeviceType>Test-3</DeviceType>
<RuTeName>Cisco-Rule</RuleName>
<RuTeOperator>AND</RuleOperator>
<RuTleCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protocol1>MAC</Protocol>
<TLV-Value-Type>String</TLV-Value-Type>
<TLV-Value>Edimax</TLV-Value>

</Check>

</Device>

</DevicelList>

Clutola BF/ AL &dE:

A1l rights reserved.</CopyRight>


https://standards-oui.ieee.org/
https://standards-oui.ieee.org/
https://standards-oui.ieee.org/
https://standards-oui.ieee.org/
https://standards-oui.ieee.org/

C9800#config t
C9800(config)#device classifier
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C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID

Valid Custom Test-3 1 0
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C9800#clear wireless client device cache
l--- To clear any classification cach

C9800#show wireless client mac-address 74da.38eb.c0lf detail

Client MAC Address : 74da.38eb.c01f

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:

Device Type : Test-3

Device Name : EDIMAX TECHNOLOGY CO. LTD.

Protocol Map : 0x000001 (OUI)

Day Zero Classification : EDIMAX TECHNOLOGY CO. LTD.

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c01f

Device Type: Sample_Profile_2

Confidence Level: 20

Device Name: DESKTOP-R2CH8G5

Device Vendor: MSFT 5.0
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<?xml version="1.0" encoding="UTF-8"?>
<HR =5>
<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>4.3</Version>
<& x>
<DeviceType>Test-1</DeviceType>
<RuleName>Cisco-Rule</RuleName>
<RuleOperator>AND</RuleOperator>
<RuleCertaintyMetric>20</RuleCertaintyMetric>
<E0l>
<Protocol>MAC</Protocol>
<TLV-Value-Type>Regex</TLV-Value-Type>
<TLV-Value>74da.38*</TLV-Value>
</Eel>
</C|HFO|A>
</Devicelist>
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C9800#more bootflash:dc_user_profiles.xml


https://tools.cisco.com/bugsearch/bug/CSCws66837

<?xml version="1.0" encoding="UTF-8"?7>
<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc.

<Version>4.3</Version>

<Device>
<DeviceType>Test-1</DeviceType>
<RuTeName>Cisco-Rule</RuleName>
<RuTeOperator>AND</RuleOperator>
<RuTeCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protoco1>MAC</Protocol>
<TLV-Value-Type>Regex</TLV-Value-Type>
<TLV-Value>74da.38%</TLV-Value>
</Check>

</Device>

</Devicelist>
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C9800#config t
C9800(config)#device classifier

O|M| MAME Z2melo| ChS

]

C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID

Valid Custom Test-1 1 0
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A1l rights reserved.</CopyRight>
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C9800#clear wireless client device cache
l--- To clear any classification cache

C9800#show wireless client mac-address 74da.38eb.c01f detail

Client MAC Address : 74da.38eb.cO1f
Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101



Device Classification Information:

Device Type : Test-1

Device Name : EDIMAX TECHNOLOGY CO. LTD.

Protocol Map : 0x000001 (OUI)

Day Zero Classification : EDIMAX TECHNOLOGY CO. LTD.

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c01f

Device Type: Test-1

Confidence Level: 20

Day Zero Classification: EDIMAX TECHNOLOGY CO. LTD.

Device Name: EDIMAX TECHNOLOGY CO. LTD.

CLIOIA:

more bootflash:dc_user_profiles.xml

show device classifier profile type custom
show wireless client mac-address [mac] detail
show device classifier mac-address [mac] detail
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360 View 5 Statisti ATF Statisti

General

User Kame

MNfA

Host MNama
EDIMAX TECHNOLOGY CO. L
TD.
74 I2eb 011
4 ming 31 s@cs
AsimglePSK
Y
Test-1

i- 72 Mbps
20 MH2/20 MHz

BOZ11n - 2.4 GHz Spat

Disabled

Client 3602| Device Type(C|HIO|A £ &)
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hld-2010809796
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request platform soft trace rotate all
delete /force bootflash:tracelogs/*

set platform software trace smd chassis active RO dc-profile noise
set platform software trace smd chassis active RO dc-sub noise

set platform software trace smd chassis active RO dc-sm noise

set platform software trace smd chassis active RO dc-mem noise

set platform software trace smd chassis active RO dc noise


https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

show logging process smd internal start Tast 20 minutes to-file flash:cls_logging.Tlog
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-
quide/b wl 17 18 ca/m device classifier dynamic xml support.html
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_device_classifier_dynamic_xml_support.html
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