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1EtA|. WLCL| GUI(Graphical User Interface)& €11 CONTROLLER(ZHE &) > Interfaces(2/E]
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alial, Saye Configuration ~ Ping Logout Refresh|

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller Interfaces Entries 1 -3 of 3
General
T Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management IPv6 Address
Inventory management 2601 172.: Static Enabled o= =
virtual L) 192.0.2.1 Static Not Supported
== PP ey

i I
Interface Groups Dynamic Disabled [~]



Save Configuration Ping Logout Refresh

Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller Interfaces > New < Back
General Interface Name vlan210
Icons
VLAN Id 210
Inventory
Interfaces

Interface Groups
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Interfaces > Edit < Back

General Information

Interface Name vlan210

MAC Address 80:e8:6f:02:6a:60

Configuration

Guest Lan
Quarantine
Quarantine Vlan Iid 0

NAS-ID none

Physical Information

Port Number

Backup Port

Active Port 0

Enable Dynamic AP Management

Interface Address

VLAN Identifier 210
IP Address ip-addr

Netmask net-mask

Gateway aw

DHCP Information

IPrimarv DHCP Server optional-dhcp I

Secondary DHCP Server

3. WLCHIM LAG(Link Aggregation) 7t & 43t El 2 ZE HS E MEHE = igLCt

2EH7|. WLANs(WLAN) > Create New(MZ BHE7]) > Go(0|S)2 O|S &Lt

MONITOR  WlaMs COMNTROLLER  WIRELESS  SECURITY  MAMAGEMENT COMMANDS  HELF FEEDBACK
WLANS WLANS
b Current Filter: Mone [Change Filter] [Clear Filter] Create Mew .

» Advanced




3EH7. SSID ! ZZ Zlo| 0|§ 2 MEYSH CHS ApplyE S 2|ELICH.
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Type W LA “

Profile Mame profile-name |

S5ID S5ID-name |

CLI:

> config wlan create <id> <profile-name> <ssid-name>

4THA| WLANO| WGB2| |O|E|E VLANS gtEtstL|Ct

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANSs > Edit 'wgb-tst’ < Ba
| Security | QoS | Policy-Mapping | Advanced |

Profile Name wgb-tst

Type WLAN

SsID wgb-tst

Status Enabled

Security Policies [WPA2][Auth({802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All 5
Interface/Interface "
Group(G) vlan210 v

on
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WLANSs WLANSs > Edit "wgb-tst'

* WLANs ] ]
WLANS General Qos | Policy-Mapping | Advanced
» Advanced I Layer 2 I Layer3 | AAA Servers

Disabled &
WPA+WPA2 Parameters
' WPRA Policy
WPAZ Pelicy L
WPA2 Encryption < AES TKIP
DSEN Policy
Authentication Key Management 12
B0Z2.1X Enable
CCKM Enable
| Psx 7 Enable |
FT BO2.1X Enable
FT PSK Enable
PSK Format ASCII &

WPA gtk-randomize State

14 Disable &

6EtA|. WLANO] Aironet IE7F EM3tx|of QUeX| &QlEL|CH 2K gt WGBE 128 &= 9}
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WLANSs > Edit ‘wgb-tst'

General = Security QoS Policy-Mapping | Advanced |

Allow AAA Override Enabled DHCP
Coverage Hole Detection Enabled DHCP !
Enable Session Timeout

Aironet IE #| Enabled DHCP.
Diagnostic Channel 18 Enabled OEAP
Override Interface ACL IPv4 | None IPv6 | None 3 Split T
Layer2 Acl Mone ¥
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>config wgb vlan enable
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WGB# config t
WGB# interface dotllradio 0.210
WGB# encapsulation dotlg 210 native

WGB# interface dotllradio 0.2601
WGB# encapsulation dotlg 2601
WGB# bridge-group 21

WGB# interface dotllradio 0.2602
WGB# encapsulation dotlg 2602
WGB# bridge-group 22

WGB# interface dotllradio 1.210
WGB# encapsulation dotlg 210 native

WGB# interface dotllradio 1.2601
WGB# encapsulation dotlg 2601
WGB# bridge-group 21

WGB# interface dotllradio 1.2602
WGB# encapsulation dotlg 2602
WGB# bridge-group 22

WGB# interface gigabit 0.210
WGB# encapsulation dotlg 210 native

WGB# interface gigabit 0.2601
WGB# encapsulation dotlg 2601
WGB# bridge-group 21

WGB# interface gigabit 0.2602
WGB# encapsulation dotlg 2602
WGB# bridge-group 22
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WGB# config t

WGB# dotll ssid wgb-tst

WGB# vlan 210

WGB# authentication open

WGB# authentication key-management wpa version 2
WGB# infrastructure-ssid

WGB# wpa-psk ascii 0 ciscol23

3CHA|. CAPWAP AP0 21Z85t= Ol A2 E|= QlE{m|o|A 0| SSIDE F7+ghLCt.
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WGB# config t

WGB# interface DotllRadio0

WGB# encryption vlan 210 mode ciphers aes-ccmp
WGB# ssid WGB-tst

WGB# station-role workgroup-bridge

4FHH|. WGB Unified VLAN 7|S 2 &4438t&tL|Ct.

O| BFE AtEstH WGBOIAM VLAN Z2t0|MEE EFlioF st WLCO| 0| €& & U&LICH
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WGB# config t
WGB# workgroup-bridge unified-vlan-client

AQx| A

157 VLANS 4 g&hct

SW# config t
SwW# vlan 210, 2601, 2602

2EHA|. WGB7 HAZAE T EE A MHELICE

SW# config t

SW# interface <interface-id>

SW# switchport mode trunk

SW# switchport trunk native vlan 210

SW# switchport trunk allowed vlan 210, 2601, 2602

3EH7. 2cto|AET E81aQElE QIEH0|AE R F VLANO| EF&fLICH

SW# config t

SW# interface <interface-id>

SW# switchport mode access

SW# switchport access vlan <vlan-id>
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XIS APOM SSID 3! VLAN A%

Root-AP# config t

Root-AP# dotll ssid WGB-tst

Root-AP# vlan 210

Root-AP# authentication open

Root-AP# authentication key-management wpa version 2
Root-AP# infrastructure-ssid

Root-AP# wpa-psk ascii 0 ciscol23

3CH7|. FE AP7I SSIDE EEEIHAESE Ol AHSE QE{mo|A0| SSIDE F7tHEfLICEH

#t1: 0| 04|0d M Root-APE= 2.4GHz QIE{H|O|AE AlE35l0 SSIDE HEEREIFHAEELICE.
Root-AP7} 5GHz QIE{H|0|A S} &7} EREIFHAESHOF 5= B o] A o|MdE
Dot11Radio1 @IE{H| 0| A0 F7}&FL|Ct.

Root-AP# config t

Root-AP# interface DotllRadio0

Root-AP# encryption vlan 210 mode ciphers aes-ccmp
Root-AP# ssid WGB-tst

Root-AP# infrastructure-client

Root-AP# no shut
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WGB# config t

WGB# dotll ssid WGB-tst

WGB# vlan 210

WGB# authentication open

WGB# authentication key-management wpa version 2
WGB# infrastructure-ssid

WGB# wpa-psk ascii 0 ciscol23

3EtAH. CAPWAP APOi| 21435 = O A El= QIE{m|0|A 0] SSIDE F 7+ LICt.

CE St o EHA|0l M= station-role workgroup-bridge 2 A& 3104 APE 21 O & HE|x|2 dF
gFLict.
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A0 F7HEFLICE

WGB# config t

WGB# interface DotllRadio0

WGB# encryption vlan 210 mode ciphers aes-ccmp
WGB# ssid WGB-tst

WGB# station-role workgroup-bridge

WGB# no shut
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Root-AP# config t

Root-AP# dotll ssid WGB-tst

Root-AP# vlan 210

Root-AP# authentication open

Root-AP# authentication key-management wpa version 2
Root-AP# infrastructure-ssid

Root-AP# wpa-psk ascii 0 ciscol23

3EtH. RE APt SSIDE EZEIAESHE Ol A8 QE{H 0|A0 SSIDE FIHefLICH

#r1: 0| 04|0d M Root-AP= 2.4GHz QIE{H| O|AE ALE35l0 SSIDE HEEEIFHAEFLICE.
Root-AP7} 5GHz QIE{m|O|A 9}t &TH HEEIWAESOF 5t= A< O] ZAI|aB|o|MHeE
Dot11Radio1 IE{H| 0| A0 F7}&L|CE.

Root-AP# config t

Root-AP# interface DotllRadio0

Root-AP# encryption vlan 210 mode ciphers aes-ccmp

Root-AP# ssid WGB-tst

Root-AP# infrastructure-client Root-AP# no shut
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-r0|'_|_—| SHEELICH ol BHo| gieH RE AP= ZE ZEI0|HEE U[O|E|E VLANO| & &L
Ct.


http://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/service-set-identifier-ssid/210516-SSIDs-and-VLANs-configuration-on-Autonom.html#anc9
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5t QIE{m|o|A Zm|aelo|M20i EA|E Aot Z&LICh 127 / CAPWAP APOi| @42 El 04
VLANO| /= WGB - WGB I 80|43 E{L} 0] 2L VLAN 210(71&) 2! VLAN 2602(Z 0|2
E VLAN)EZF 7 45tH ElL|ct,

2EH7|. SSID(Service Set Identifier)S A A4gtL|C}.
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WPA2/802.1x2} Zt0| O Ztadst Hot wheHo =
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WGB# config t

WGB# dotll ssid WGB-tst

WGB# vlan 210

WGB# authentication open

WGB# authentication key-management wpa version 2
WGB# infrastructure-ssid

WGB# wpa-psk ascii 0 ciscol23

3EAH. CAPWAP APOi| 21435t = O A2 Zl= QIE{m|0|A0] SSIDE F7}+&FLICt.

EE 5t O] Bt 0l M= station-role workgroup-bridge &2 A& 350 APE ¢ O & HElX 2 dH
grLct.

#3: o] ool A WGB= 2.4GHz RIE{H|O|AE AFE5H0{ CAPWAP APOi| @8 LICt.
WGBE 5GHz QIE{H| 0| A9t e4Zd5Hof o|"_ ZE O| ZAT|1 20|42 Dot11Radio1 QIE{H| 0|
204 F7HELCH

WGB# config t

WGB# interface DotllRadio0

WGB# encryption vlan 210 mode ciphers aes-ccmp
WGB# ssid WGB-tst

WGB# station-role workgroup-bridge

WGB# no shut

4CHAH|. 2210|91E VLANS X|&ghLc}.

WGB# config t
WGB# workgroup-bridge client-vlan 2601

Cte= &lghuc
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WGB# show dotll associations

802.11 Client Stations on DotllRadioO:

SSID [WGB-tst]

MAC Address IP address IPV6 address Device Name
Parent State

00eb.d5ee.da70 200.200.200.4 HE apl600-Parent Root-AP
- Assoc

Root-AP# show dotll associations

802.11 Client Stations on DotllRadioO:

SSID [WGB-tst]

MAC Address IP address IPV6 address Device Name
Parent State

0035.1acl.78c7 206.206.206.2 e WGB-client -
00f6.6316.4258 Assoc

00£6.6316.4258 200.200.200.3 e WGB WGB

self Assoc
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