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https://github.com/CiscoDevNet/sure/tree/main
https://www.cisco.com/c/ko_kr/support/routers/sd-wan/products-release-notes-list.html
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<ffroot>

vManage#

request nns configuration-db backup path /hone/adm n/db_backup

successfully saved the database to /home/admin/db_backup.tar.gz
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df -kh BEZ AFSFLICEH | vShellol M grep RIS =&835tod CIAT S 3 7IE

controller:~$ df -kh | grep boot
/dev/sdal 25G 232M 2.3G 10% /boot

controller:~$

37|7F 200MBELCH & A ZHEED] Yadlo|=& TIgerLct.
37|7F 200MB O|BtQl AL C}S EHAIE =-ELICH

1. 34X {1 0| show software 30| LI P El T QIX| & QlghL|Ct.
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VERSION ACTIVE  DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.11.1 true true false auto 2023-05-02T16:48:45-00:00
20.9.1 false false true user 2023-05-02T19:16:09-00:00
20.8.1 false false false user 2023-05-10T10:57:31-00:00

golgfLct.

2. show software version &0 A A HEO| 7| 2 MHEEIR=XK| = QlEL|ct.

controller# request software set-default 20.11.1
status mkdefault 20.11.1: successful
controller#
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controller# request software remove 20.9.1
status remove 20.9.1: successful

vedge-1# show software
VERSION  ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.11.1 true  true false auto 2023-05-02T16:48:45-00:00

controller#
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-cluster.html#upgrade-vmanage-cluster
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-cluster.html#upgrade-vmanage-cluster
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-cluster.html#upgrade-vmanage-cluster
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-cluster.html#upgrade-vmanage-cluster
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20.3,5(MD)
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20.6.5(MD) vhdanage upgrade image
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Software Upgrade
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Software Upgrade

Backup of data volume is highly recommended before upgrading
viManage.
L) vManage Remote Server Remote Server - vManage
Platform Version
vManage mMe31 b
ol 4322 EAIE W] 2rde| dEE = lgfLCt.

Done - Software Install &3 vmanage 1114 1 vidanage viManage 1.1.1.

[29-Har-2023 21:54:51 UTC] Installing software image

[29-Mar-2823 21:54:52 UTC] Current active partition: 28.3.5

[29-Mar-2023 21:54:52 UTC] Scftware image: vmanage-20.6.3.1-xB6_64.tar.gz

[29-Mar-2823 21:54:52 UTC] Software image download may take upto 68 minutes

[29-Mar-2023 21:54:57 UTC] Downloading http://1.1.1.1:8080/software/package/veanage-20.6.3.1-x86_64.tar.gzideviceld=1.1.1.1
[29-Mar-2023 21:55:26 UTC] Downloaded http://1.1.1.1:8080/seftware/package/vmanage-29.6.3.1-x86_64.tar.gztdeviceld=1.1.1.1
[29-Mar-2023 21:59:25 UTC] Signature verification Suceeded.
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Activate Software

Activating new version of software on vManage requires a reboot, which
will log out all active clients and bring down all control connections

Platform Version

vManage NH3 il I

Activate Cancel
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Set Default Version

Select default software version for all selected devices

Platform Version

20.6.3.1 w

Set Default Cancel

vianage

Staws Message Hostname System P Site 1D Device Type Defaul Version wManage P

1.1.1.1 1 vManage 20.6.3.1 11,11
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Activate Software

| Activating new version of software reguires a reboot |
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Set Default Version

Select default software version for all selected devices

Platform Version

vEdge-x86 S il

Set Default

T

Default Version(7 & HT)E & Q15243 Maintenance(® X| & 2l) > Software Upgrade(4 Z E {04
22 0|=) > Controller2 0|& & L|C}.

= Cisco vManag - Maintenance - Software Upagrade
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Total Rows: 2
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vSmart Controller&

o1 80|EsH7| Mof Yol
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B A 27 AFEO| SREIUEX| HelstlAlL.

A =4

1EHA[. CHA|

e vSmart 71
Status(A |

= Cisco SD-WAN

¢ System Staus

Intrusion Prevantion
URL Firtering

Advanced Malware
Protection

TLS/S5L Dacryplion

Umbrella DNS Re-direct

Coantrad Cannections
System Status
Evants

ACL Logs
Troublashaoting

Real Tima

- vManagel| 2 &

> Real Time

Top Talkars
TLOC
Tunnel
Firewall
Intrusion b t

JRL Falt

o

S/55L Dacryption

Umbrella DNS Re-direct

Contrel Connections
System Status
Events

ACL Logs

Traubleshooting

2CHA|. OMP 1|04

BECoM EXE

west-2 [ 1.1.1.10

Operational State ..

A
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A BIAF

245t olo|E]

EE219| A<, Monitor(Z LIE{&) > Network(HI E2/3) > vSmart > System
Zi XLk,

= &El)E 0|S5t0i CPU X HIZE| AEES
Monitor - Devicas - Davice 360

est-2 | 111000 Site D 4294847757 Device Model: wSmiart
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BAanany 3

vSmarts0i| A Real-Time B& show omp £

Site |D: 4294947757 Dewice Model: vSmart

QKR Summary

1 Search

Administrative State Device Type... Device Role .. OMP Uptim... Routes Recelve

um wamart Blad:17:39 338813

AEf 22l 2l

o

7 Power Supply

d... Routes Installed
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- OMP I|o{ &E 2tS EX| 4EHE LIEtL = 2o CHSiME OIHE = FE HAIEEE 4
EFrLct
- O|&H st2dH Haslo|=& ZI&St7| 2ol Monitor(2LIE{2)) > Logs(21) >

Alarms/Events(Z2/0|HIE)2 0|S35to{ ¢ Z1E =elgfLct.

(et

& crivzsl @ mojer @ minor

Events (41 0000)

~  amp -
reason=ho FOUL; van-dd=4

hagt-name-0007 &R 1. lenani-gliLak

My 71, TIF4 A5 ET FM aTE &1 IGERER] omp ey A major nMP .
ic=0; pelicy=add; vsmart-peer=1.1.1.70

My 71, 174 1557 PU Ino1E &1 ICERER] O Ry & nagnr nkP

3EHA|. vSmart Z4I| 12| 0] A K]

« M vSmart HME X E 50 ZE vSmart ZEED{ 2| A& QI x| o[ME +=TefL

Ch.

- O|z{gt AI|azfo|ME Mo 2 XEsiod daLlol= = EHest 3@ d¥e Sd = U
=2 %I-|_||:|.
= = .

ATHA. Cl2a B2

Aadio|=EE AIEHSHT| Mol vSmarte| ClA T AHE RS HESH0] AFQ' JtsEt
QlIErLICt. ofel £249| /var/volatile/Tog/tmplog@t Z 0| 4AH 100% 2! HA| €20 | A 74LE Ofof| 7+
2 oE|Mo| ZEEt Fo|8 J|2Uct Eeo mwet AEZ|X| EME 23S Yazol= Fol
e 298 302 Xt

OI-J

lo| S8 5tx| &

vSmart# df -h

Filesystem Size Used Avail Use% Mounted on
none 7.6G 4.0K 7.6G 1% /dev
/dev/nvmeOnlpl 7.9G 1.8G 6.0G 23% /boot
/dev/1oop0 139M 139M 0 100% /rootfs.ro
/dev/nvmelnl 20G 7.6G 12G 41% /rootfs.rw
aufs 20G 7.6G 12G  41% /

tmpfs 7.6G 728K 7.6G 1% /run

shm 7.6G 16K 7.6G 1% /dev/shm
tmp 1.0G 16K 1.0G 1% /tmp
tmpTlog 120M 120M 0 100% /var/volatile/Tog/tmplog
svtmp 2.0M 1.2M 876K 58% /etc/sv

vSmart#



ACHA| vSmart 2|AA AR E DL|EE

« vSmart AEE2{2| CPU & M2 2| AFEZE & QlgtL|C.
« vshellol M topandfree -m B2 A&35l04 &

vSmart# vshell
vSmart~$top
vSmart~$ free -m

55t 2E vSmartsoi A OMP & &|o{ &fEl =f 2

« B E vSmartsof A OMP 4!
- show omp L& *E'%'%LT'_ Q1Ip0|E & H|nE QFt A
Sghct.

- Mo ef L EA| KMo ddE AFE5H0q 7HERIEl, 7|EF vSmarts, vBonds !

(@]
i
N

vManage0i| CHEt A0 @14 =7t &=t X| & QIEhLct.

- Runshow control local-properties& A&835t0{ F£71 ZHEE Z2(2 MF HEE =l
Ct.

- Executeshow system status& &3l ZF vSmart0i| "vManaged" & E{7} €7}& 5tH

"Configuration template"O| NoneS 2 MM E|X| et =K| & IghLct.

6Tt ME ol x| &x|e| REM HA
MEZ CIE AIO|E SE0{M 10~157H2| C|HIO|A MEZEE MEHSI T CIS S EolgLct.

- show sdwan omp peergE A&5t0{ Zt C|HO|A0|M 2 E 04 vSmartsoi| CHEF &+ OMP I
{2 0| AU =X| & IFrLCt.

« Executeshow sdwan omp 2 &F2 A#504 eI OMP & EHE AEF LICH

« sdwan bfd AlA42 AlS5t0d 24 BFD MMl 9 T AEIIS & &fLCH.

Cisco & 24 M

dazlo|=ol HrEA| E28 A2 otL|X|Et Ciscodl M= %X o| 2@ & 28 olz{8 Zdx|aeol
D AR E M= HYELICH

OMP 25 ElO|

« AZEQo{ T 20.12.1 0|49l AL OMP &£ Erolma 300X 2 T LICH
- VersionsphereE 20.12.12 &H3t2{™M OMP £/ EIO|HE 602 M E

OMP Graceful Restart E+O|H

« 7|= ElO|HE 12A|7H(43,200%)2 2 HA| vSmart ST 01| Cllo|H Z&Q! Ef'dE R X5t
of SE &L

IPsec 7| M4’d EtO|H



« OMP7} SEE S0 IPsec 7| M= W X|524H IPsec rekey EFO|HE OMP Graceful
Restart EtO|H2| &= HIE F4ELICY.
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O] Et7|0i M vManagesE= M AZEQ0{1E vSmartZ SZ 35t M O|0|X|E M x|EL|CH.

Maintenance(st X| & 2/)>Software Upgrade(A Z E9J|0{ 21184 0|=)>ControllerZ 0|5 504
Upgrade(120|E)E E=/&LCt

Cisco vlv - Maintenance - Software Upgrade

Hostrame Systam 1P Chassis Number Site 1D Davico Mo Roachability ... Current Version Available Versions ... Default Vorsion Availanle Servicos

Software Upgrade H ¥ &0l Ct&ot 20| gLct.

« vManage(vManage) Bl ME{ELIC}.
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Software Upgrade

I D vManage

() Remate Server -

() Remate Server

viManage

O| EtH|0| M vSmarte= M x|E A
EElshL|Ct.

Maintenance(f X| £ 2l)>Software Upgrade(
504 Activate(2&3shHE =g LICt

ATE

Platform Version
vEdge-x86 20.6.3 hd
[ Activate and Reboot
o] Mo 2 EAIE K| 2ol AEfE =QlgfLCt
[13 !Ckﬂi‘h’ ﬂl -20.6.3~; Uééﬂ zideviceldsl.1.1.3
[13-Aps ded.
Sigratur uceese
[13-Apr-2823 $:12:12 UTC) Device: Installed 20.6.3
BEHA|. &3t
L2ZEQ0{ HHMEZ &dststn XA RHE RISt M AZEQ0{2

o1 a2 0|=)>Controller(ZIEE )2 OIS

= Cisco vManage Maintenance - Software Upgrade ')
wan tdge  JEEENTO uMansge  Firmware
Q  searc
Total Row
System | Site 1D Device Mo Reacnability Current Version @ Ve Default Vers bie Se Ug Siy
14 1 St bic 20 20 12 Ap 28:0
] EvBo 5-01 -bed: vEdge Cioud (vBan 0.63 20.3. 206 12 Apr 2023 11:40:00 PM CDT
M2 A EH=|. EI-A-|=|.E 215t | |.
M TS MEfst T M85 E SEIFLICH



Activate Software

Activating new version of software requires a reboot

Platform Version
vEdge-xBE6 I 20.6.3 "

SN 23 ol ZRHAE vSmat® CHAl RSO BLICH TA HE Q1FS R st o 2y
3020| 2 %‘— A& LI

New Active Version

o= xl 2I-O|I%=II-|_| |.

T2 M A7t &2 E|™ Maintenance(F X| # 2l) > Software Upgrade(AZE 90 Fa20|E) >
5to4 M HZI0| #MStE|of /=

Controller(ZAEEZ))Z 0|5

Maintenance - Software Upgrade

= Cisco vManage r -
WAN Edge [

MEA B M A Z EQ|04 O|0]X| &
2IL|CH Mx| It F0f Activate and Reboot(& A3l & RHEE) &
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CEAH. 7|2 AZEQ|0o] A M

42 E9]0{ 0|0|X|E Cisco SD-WAN CH0[£.2] 7|& 0|0/X|2 HEE 4 U&Lict 2ZE o]
7b ClHtOl A9 LIEQIT0IM $ote THZ AHSSHEX| 2013 $ A OIDIXIE VIR 2 MEsts
70l E&Lict

ClHRO[A0M 3 R ™ol +El= B ClHtolAE 7[E2tez MEE o|0[X|2 FFEELC
AZEQ|o{ o|O|X|E 7|2 o|0|X|= dYstE{™ CHE ot Z 0| stilA|2

+ Maintenance($ X| & 2l)>Software Upgrade(A Z E 901 &112{0|=)>Controller(ZAEEH) 2
O|S&LCt.
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= Cisco vManag - Maintenance - Software Upgrade

win Ecpe MESTTTIN vManage  Firmware

Set Default Version

Select default software version for all selected devices

Platform Version

20.6.3 w

Set Default | Cance

ol 4322 EAIE W7 K| Zrde| EfE Eelgf/ct

vEdge-x86




Default Version(7 |2 H&)S

sto|
1 -
a80|E) > Controller(ZAEE 24

Maintenance -

= Ciscov

Software Upgrade

““'IIIII“M”” '

CLIE E35l SD-WAN ZHAEE ¢ago|E

(=2 NE=F

olO|x|& MxIsts SME F 7hRILIC.

ZM 1. HTTP, FTP EE= TFTPE AtS

CLIOIM A~ZEQfo{ O|OIX|E MX|stE{H
1. 2AZEQ o] Yaefo|=7t SSHEXI

M 60E AtO[LCH.

<ttroot>

Viptela#

syst em upgr ade- confirm m nut es

2. AZ EQ|o{E Mx|EfLICH.

<tfroot>

Viptela#

StH= CLIOI A.

—

g Qlst7| I8 AlZh XMEtE

Initiated By: admin  From: 10.21.67.134

I5+24H Maintenance(® k| & 2l) > Software Upgrade(4 Z E. 9|04
)2 O|S&LCt.

MErLICH AlZF2 120



request software install url/vmanage-20.6.3.1-x86_64.tar.gz [reboot]

CtE &Y & stLtz o|O0|x| fIxIE RIE& LI
- O|0|X| U2 2ZH Mo A&LILCH.

/directory-path/

CLIS| XIS 2Hd 7SS AL83dtol Z=ot utY 0|§2 22 & + U&LICH
- O|0|X| ZHUL FTP Aol U&LCH.

ftp://hostname/

« O|O|X| U2 HTTP MEHof /U&LICH.

http://hostname/
- O|0|X| ZUES TFTP Mo Ql&Lct.
tftp://hostname/
MEAXMO 2 MH7} A= VPN AHEXLE X|-E L c
MEES M AZES o] 0|0|X|E &dstst HX[7t 2tz E|H C|HIO|AE MFEEfLICH

3. 2B Al R S40| LR E|X| o2 B M AZE o] 0|0|X|E EHE6IH AIS2 2 QA
E:

<tfroot>
Viptela#

request software activate

>
32

ad0l= Bl AlZE MEH(ZI=dt 128) Lol AZEQfof MX[7t H3XHo 2 2=

748
2 L|Ct,

4
x| &0l
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<tfroot>
Viptela#

request software upgrade-confirm
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otZrL|ct.

=M 2: vManage GUI0i| A

st
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Ol EtAl0l M OlO|X|E vManage ElZX|EEI0| YZE

LTE

Software Download( S0 Ct2 2 E)2 0[5 35t0{ vManage

Z2CSHLC}.

Software Download

AN Software Update- 2006.3.1(MDO)

I I Soft De 50 TE B
SD-WAN
vpad A Crilapse . Release 20.6.3.1 MD
A& My Naotifcations

Suggested Releass b

ATTN: Bel

= U&LICH

& ~ZE o] X o|O|X|E Ct2

and Documentation

: Release Nates for 20.6.3

refer Cisco SD-WAN Controller Compatibility Matrix and Server Recommendations page:

20.3 5(MD) py il
Latest Release oy
20.3.7(MD) File Information Release Date Sire
20.6.5(MD) whanage upgrade image 37 -Jul- 1022 3050.79 MB B
m 20,63, 1-x86_64 tar.gz
20.10.1(ED) Ak,
20.9,2.1(ED)
Software Download(&ZE Q|0 LR ZE)E 0|S504 vBond & vSmart2| A Z E9fo{ H{Z1 0|0|X|

E 2= gt

Software Download

I
A

Do 5 Ho: R Saft o | =D ] WAN Software Lipdate L: f{ J
O, Search. SD \Il'lnllﬁerN
[npuna o Release 20.6.3 MD
& My Natification
20.6.5(M0)
20,710, 1(ED)
20.9.2.1(ED Fille Infarmation Release Date Sire
Al Reol s vSmart, vEdge Cloud, vEdge 5000, 15R1100 serles and vBond 18-Apr-2022 162.54 MB R |
All Releass
20.10 >
20,9 >
18-Apr-3023 3080, 74 MB LY .
208 > tar gz
20.7 >
206 b

E o

A olOlxIE ¥

K ZA) > Software Images(AZE

= =T

2E3t2dH F H 70l A Maintenance( k| £ 2l) > Software Repository(4A X E.9]|0
2Jlo4 o|O|X)Z 0|53t Add New Software(A

AZES o] F

7HE &8t CI2 Eeia H E& S Mol M vManage(vEE))E %}


https://software.cisco.com/download/home/286320995/type/286321394/release/20.6.3.1
https://software.cisco.com/download/home/286320995/type/286321394/release/20.6.3

Cisco vManage

£ MAINTENANCE | SOFTWARE REPOSITORY

Software Images

Note: Software version is

© Add New Software =

Remote Server

il with specified controller version or less

.
Maintenance > Remote Server - vManage |y

Software xB6_64 sofltware

Software Repository

Total Rows: 1

i Upload Image {Total:2)

vimanage-20.6.3,1-x86_&4 lar.gz

298 GB

viplela-20,6,3-x85_64 tar.gz
162,54 MB

Drag and Drop File

or

[e—]

O|0|X|E MEE + AU=X| & QlstE{H Software Repository(&~ L E

pl I

Images(£&Z E Q|01 O|0|X[)2 O[S & LCt.

Cisco vManage

€8 MAINTENANCE | SOFTWARE REPOSITORY Saftwers nsges splonded sccersfully °

Mote: Software version ks compatibi

© Add New Software =

with specified controller version or less

Qo] AEA) > Software

(o]=

Total Rows: 3

Seftware Repository

[vipteta-20.

vManage:
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Cisco vManage

£ MAINTENANCE | SOFTWARE UPGRADE

WAM Edge  Controller

©0e

Device Group  * = Q Search Options Total Rows: 1

Software Upgrade
vBond:
Upgrade(&180|E)E =g LCt
= Cisco vManage t I pe Maintenance - Software Upgrade ™ ® O

O Search

1 Rows Selocted

Tatal Raws: 2

[ Hesmame System 1P Chassis Number Site 1D ... Device Model REBChBAIY .. Currant VrSion ... Avsilable Versions .. Default Version .. Available Services .. Up Since

1 @ vsman 1.1.1.3 Ta1d6eg5-d0fE-41a7-8410... 1 wEmart reschable 20.35 2035 o 29 Mar 2023 12:07:00 F
¥vBondDR  1.1.1.2 eBeboant-01ce-4131-bed2-... 1 vEdge Cloud (vB... reachable 20.35 0.35 ] 29 Mar 2023 11:53:00

vSmart:

Upgrade((1d|0|E)E S=IgLCt

= Cisco vMana t 3 - Maintenance - Software Upgrade

wian Esge  |MESIENTTUN wMansge  Famware

Teinl Rows: 2

Hostrame System IP Ghasss Numbor Site 1D Davice Mode! Reachability Currand Verslon dwya fable Versony Betault Vorsion Avallable Services Up Since
) vsmart 1113 Pa\dbcSS-d0dd-41a7 - 8d10. 1 vEmart reachabie 2035 2035 a 29 Mar 2023 12:07:00 PM C5T
& 3 vBondDR 1.1.0.2 obcheaot-01cc- 431 -bod 2. 1 vibdge Cloud (vl roachabie 206.3 .35 20,63 i] 29 Mar 2023 5:07:00 PM CST

Software Upgrade E ] &0l M CtZot 2ol g Lct
« vManage(vManage) Bl ME{ELIC}.
- HM EECIR SS0A daslol=g o|0|X| TS MEHEFL|CH
- daglol=& E2IFLICH

vManage:



Software Upgrade
Backup of data volume is highly recommended before upgrading
viManage.
i vManage Remote Server Remote Server - vManage
Platform Version
vManage M6 w
Upgrade Cancel

vBond & vSmart2| 4<
*
Software Upgrade
0 vManage [::I Remote Server
C} Remote Server - viManage
Platform Version
vEdge-x86 20.6.3 w
[] Activate and Reboot
sHOIgfLIC

gust
1E E24of Mx|E AZEQ|of O|OIXIE

2EHA.

MX|7F R |

<#root>
vmanage#
show sof t ware

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP
20.3.5 true true - - 2023-02-01T22:25:24-00:00

20.6.3.1



false false false - -

<{froot>
vbond#

show sof t ware

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.3.5 true true - - 2022-10-01T00:30:40-00:00
20.6.3

false false false - -

<#root>
vsmart#

show sof t war e

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.3.5 true true - - 2022-10-01T00:31:34-00:00
20.6.3

false false false - -

N 33 oloixiE B ststaip HEBEioIM The BS MsHIAZE B, B Bl
vManage, & 2% vBond, Al 'H™{| vSmart).

<#root>
vmanage#

request software activate ?

Description: Display software versions
Possible completions:

20.3.5

20.6.3.1

clean Clean activation

now Activate software version
vmanage#

request software activate 20.6.3.1



This will reboot the node with the activated version.
Are you sure you want to proceed? [yes,NO]

yes

Broadcast message from root@vmanage (console) (Tue Feb 28 01:01:04 2023):

Tue Feb 28 01:01:04 UTC 2023: The system is going down for reboot NOW!

<{froot>
vbond#

request software activate ?

Description: Display software versions
Possible completions:

20.3.5

20.6.3

clean Clean activation

now Activate software version

vbond#

request software activate 20.6.3

This will reboot the node with the activated version.
Are you sure you want to proceed? [yes,NO]

yes

Broadcast message from root@vbond (console) (Tue Feb 28 01:05:59 2023):

Tue Feb 28 01:05:59 UTC 2023: The system is going down for reboot NOW!

<#root>
vsmart#

request software activate ?

Description: Display software versions
Possible completions:

20.3.5

20.6.3

clean Clean activation

now Activate software version

vsmart#

request software activate 20.6.3

This will reboot the node with the activated version.



Are you sure you want to proceed? [yes,NO]

yes

Broadcast message from root@vsmart (console) (Tue Feb 28 01:13:44 2023):

Tue Feb 28 01:13:44 UTC 2023: The system is going down for reboot NOW!

N #n HE=E A O|OIRIE HAE ST RHHKO R RYSEISHLICH

M AZE Qo HEO| E S EIREX| FlstedH CHE BHFS A-FLICH

<#froot>

vmanage#

show ver si on

20.6.3.1
vmanage#

show sof t ware

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.3.5 false true true - 2023-02-01T22:25:24-00:00
20.6.3.1 true

false false auto 2023-02-28T01:05:14-00:00

<#root>
vbond#

show ver si on

20.6.3
vbond#

show sof t war e

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.3.5 false true true - 2022-10-01T00:30:40-00:00
20.6.3 true

false false - 2023-02-28T01:09:05-00:00



<#root>
vsmart#

show ver si on

20.6.3
vsmart#

show sof tware

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.3.5 false true true - 2022-10-01T00:31:34-00:00
20.6.3 true

false false - 2023-02-28T01:16:36-00:00

3EAH. 7|2 AZEQ|o HH ™Y

2ZEQ|oq o|O|X|E Cisco SD-WAN C|HIO|A 2| 7|2 o|0|X[Z2 MHE + U&LICH AZE 9o
7t ClHtO|A 8 HIERIZ UM HetE CHE A Sot=X| &g = M o|0[X|& 7|22 ez dHste
ol E&LCH

L

ClHiO[A0M 3 R0l +El= B ClHtolAE 7[E2tez MEE o|0[X|2 FFE LT

~ & 1: vManageZt AHERE[M O|M HTO| REHEIEE M HAME 72422 M™st= Aol
Z&LICt o|2 Qlal LIo|EHHO|A T &4 E = JU&LICH = E2|A0M O E2[AZ CH
J0|EE|E HER vManagedl M X[ E|X| et &L},

N 2T 0l ZEHANME HEZR] RIEEIS L85 K| & LICH

AZES o HXIE V|Edtez HdYsteiH HEEH M Cheg BES ddgfLch

<#root>
vmanage#

request software set-default ?

Possible completions:

20.3.5

20.6.3.1

cancel Cancel this operation
start-at Schedule start.

| Output modifiers



<cr>
vmanage#

request software set-default 20.6.3.1

status mkdefault 20.6.3.1: successful

<{froot>
vbond#

request software set-default ?

Possible completions:

20.3.5

20.6.3

cancel Cancel this operation
start-at Schedule start.

| Output modifiers

<cr>

vbond#

request software set-default 20.6.3

status mkdefault 20.6.3: successful

<#root>
vsmart#

request software set-default ?

Possible completions:

20.3.5

20.6.3

cancel Cancel this operation
start-at Schedule start.

| Output modifiers

<cr>

vsmart#

request software set-default 20.6.3

status mkdefault 20.6.3: successful

M 712 ol HEEE]o dHE[o

<tfroot>

vmanage#
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show sof t war e

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.3.5 false false true - 2023-02-01T22:25:24-00:00
20.6.3.1 true

true

false auto 2023-02-28T01:05:14-00:00

<tfroot>
vbond#

show sof t war e

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.3.5 false false true - 2022-10-01T00:30:40-00:00
20.6.3 true

true

false - 2023-02-28T01:09:05-00:00

<#root>
vsmart#

show sof t ware

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.3.5 false false true - 2022-10-01T00:31:34-00:00
20.6.3 true

true

false - 2023-02-28T01:16:36-00:00
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show sd-wan control connections
show sd-wan bfd sessions
. 2H2E ol
show 1ip route
show ip route vrf <vrf_id>
show sd-wan omp routes vpn <vpn_id>
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<ffroot>

vSmart#

request software activate

vBond#

request software activate

vManage &84 7| =
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<#root>
vmanage#

request nns application-server status

NMS application server
EnabTled: true  <<<<<<<<<<< "false"
Status: running PID:26470 for 22279s  <<<<<<<<<< "not running"

app-server ArE{l7} Enabled(& A43}HE)E false2 E A8t Status(2rEH)7F Running(&l& &)0]| ot
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<tfroot>



vmanage#

request nns application-server

2. BE nms AMH|A Q| AEfE =I5t

<#root>
vmanage#

request nnms all status

NMS service proxy

Enabled: true

Status: running PID:22194 for
NMS service proxy rate limit
Enabled: true

Status: running PID:24076 for
NMS application server
Enabled: true

Status: running PID:26470 for
NMS configuration database
Enabled: true

Status: running PID:25030 for
NMS coordination server
Enabled: true

Status: running PID:23918 for
NMS messaging server

Enabled: true

Status: running PID:23386 for
NMS statistics database
Enabled: true

Status: running PID:23284 for
NMS data collection agent
Enabled: true

Status: running PID:21708 for
NMS CloudAgent v2

Enabled: true

Status: running PID:25431 for
NMS cloud agent

Enabled: true

Status: running PID:21731 for
NMS SDAVC server

Enabled: false

Status: not running

NMS SDAVC proxy

Enabled: true

Status: running PID:21780 for

3. TCP SH=EMo|a 7} 22|

<{froot>

vmanage#

restart

22774s

22795s

22638s

22697s

22741s

22795s

22741s

22746s

22704s

22747s

22747s
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request nns all diagnostics

NMS service server

Checking cluster connectivity...

Pinging server on localhost:8443...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2023-02-28 01:48 UTC
SENT (0.0023s) Starting TCP Handshake > localhost:8443 (127.0.0.1:8443)

RCVD (0.0023s) Handshake with Tocalhost:8443 (127.0.0.1:8443) completed

SENT (1.0036s) Starting TCP Handshake > localhost:8443 (127.0.0.1:8443)

RCVD (1.0036s) Handshake with Tocalhost:8443 (127.0.0.1:8443) completed

SENT (2.0051s) Starting TCP Handshake > localhost:8443 (127.0.0.1:8443)

RCVD (2.0051s) Handshake with Tocalhost:8443 (127.0.0.1:8443) completed

Max rtt: 0.039ms | Min rtt: 0.029ms | Avg rtt: 0.035ms

TCP connection attenpts: 3 | Successful connections: 3 | Failed: 0 (0.00%

Nping done: 1 IP address pinged in 2.01 seconds
WARNING: Reverse DNS lookup on localhost timed out after 2 seconds

Checking server Tocalhost...
Server network connections

tcp 0 0 127.0.0.1:37533 127.0.0.1:8443 TIME_WAIT -

tcp 0 0 127.0.0.1:40364 127.0.0.1:8443 ESTABLISHED 1614/python3
tcp 0 0 127.0.0.1:46626 127.0.0.1:8443 ESTABLISHED 1615/python3
tcp 0 0 127.0.0.1:46606 127.0.0.1:8443 ESTABLISHED 1617/python3
tcp 0 0 127.0.0.1:46654 127.0.0.1:8443 ESTABLISHED 21708/python3
tcp 0 0 127.0.0.1:36835 127.0.0.1:8443 TIME_WAIT -

tcp 0 0 127.0.0.1:46590 127.0.0.1:8443 ESTABLISHED 1616/python3
tcp 0 0 127.0.0.1:46255 127.0.0.1:8443 TIME_WAIT -

tcpb 0 O :::8443 :::* LISTEN 23643/envoy

tcp6 0 0 127.0.0.1:8443 127.0.0.1:46606 ESTABLISHED 23643/envoy
tcp6 0 0 127.0.0.1:8443 127.0.0.1:46654 ESTABLISHED 23643/envoy
tcp6 0 0 127.0.0.1:8443 127.0.0.1:46626 ESTABLISHED 23643/envoy
tcp6 0 0 127.0.0.1:8443 127.0.0.1:40364 ESTABLISHED 23643/envoy
tcp6 0 0 127.0.0.1:8443 127.0.0.1:46590 ESTABLISHED 23643/envoy

NMS application server

Checking cluster connectivity...

Pinging server 0 on Tocalhost:8443...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2023-02-28 01:48 UTC
SENT (0.0023s) Starting TCP Handshake > localhost:8443 (127.0.0.1:8443)

RCVD (0.0023s) Handshake with Tocalhost:8443 (127.0.0.1:8443) completed

SENT (1.0037s) Starting TCP Handshake > localhost:8443 (127.0.0.1:8443)

RCVD (1.0037s) Handshake with Tocalhost:8443 (127.0.0.1:8443) completed

SENT (2.0050s) Starting TCP Handshake > localhost:8443 (127.0.0.1:8443)

RCVD (2.0050s) Handshake with Tocalhost:8443 (127.0.0.1:8443) completed

Max rtt: 0.042ms | Min rtt: 0.031ms | Avg rtt: 0.035ms

TCP connection attenpts: 3 | Successful connections: 3 | Failed: 0 (0.00%

Nping done: 1 IP address pinged in 2.01 seconds

Disk I/0 statistics for vManage storage

avg-cpu: %user %nice %system %iowait %steal %idle
1.59 0.05 0.63 0.11 0.00 97.62

Device tps kB_read/s kB_wrtn/s kB_dscd/s kB_read kB_wrtn kB_dscd



NMS configuration database

Checking cluster connectivity...

Pinging server 0 on localhost:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2023-02-28 01:48 UTC
SENT (0.0023s) Starting TCP Handshake > Tocalhost:7474 (127.0.0.1:7474)
RCVD (0.0023s) Handshake with Tocalhost:7474 (127.0.0.1:7474) completed
SENT (1.0036s) Starting TCP Handshake > Tocalhost:7687 (127.0.0.1:7687)
RCVD (1.0037s) Handshake with Tocalhost:7687 (127.0.0.1:7687) completed
SENT (2.0050s) Starting TCP Handshake > Tocalhost:7474 (127.0.0.1:7474)
RCVD (2.0050s) Handshake with Tocalhost:7474 (127.0.0.1:7474) completed
SENT (3.0063s) Starting TCP Handshake > Tocalhost:7687 (127.0.0.1:7687)
RCVD (3.0064s) Handshake with Tocalhost:7687 (127.0.0.1:7687) completed
SENT (4.0077s) Starting TCP Handshake > Tocalhost:7474 (127.0.0.1:7474)
RCVD (4.0078s) Handshake with Tocalhost:7474 (127.0.0.1:7474) completed
SENT (5.0090s) Starting TCP Handshake > Tocalhost:7687 (127.0.0.1:7687)
RCVD (5.0091s) Handshake with Tocalhost:7687 (127.0.0.1:7687) completed

Max rtt: 0.061lms | Min rtt: 0.029ms | Avg rtt: 0.038ms

TCP connection attenpts: 6 | Successful connections: 6 | Failed: 0 (0.00%

Nping done: 1 IP address pinged in 5.01 seconds

Connecting to localhost...

o o o
| type | row | attributes[row]["value"] |

o o
| "StoreSizes" | "TotalStoreSize" | 554253748 |

| "PageCache" | "Flush"™ | 19834 |

| "PageCache" | "EvictionExceptions" | 0 |

| "PageCache" | "UsageRatio" | 0.001564921426952844 |

| "PageCache" | "Eviction" | 0 |

| "PageCache" | "HitRatio" | 1.0 |

| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 907 |

| "ID Allocations" | "NumberOfPropertyIdsInUse" | 15934 |

| "ID Allocations” | "NumberOfNodeIdsInUse" | 891 |

| "ID Allocations" | "NumberOfRelationshipTypeldsInUse" | 27 |

| "Transactions" | "LastCommittedTxId" | 415490 |

| "Transactions" | "NumberOfOpenTransactions" | 1 |

| "Transactions" | "NumberOfOpenedTransactions" | 36268 |

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 5 |

| "Transactions" | "NumberOfCommittedTransactions" | 31642 |

o o o

15 rows available after 644 ms, consumed after another 20 ms

Completed

Disk space used by configuration-db

961M .

NMS statistics database

Checking cluster connectivity...

Pinging server 0 on localhost:9300,9200...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2023-02-28 01:48 UTC
SENT (0.0022s) Starting TCP Handshake > localhost:9200 (127.0.0.1:9200)
RCVD (0.0023s) Handshake with Tocalhost:9200 (127.0.0.1:9200) completed
SENT (1.0036s) Starting TCP Handshake > localhost:9300 (127.0.0.1:9300)
RCVD (1.0037s) Handshake with Tocalhost:9300 (127.0.0.1:9300) completed
SENT (2.0050s) Starting TCP Handshake > localhost:9200 (127.0.0.1:9200)
RCVD (2.0050s) Handshake with Tocalhost:9200 (127.0.0.1:9200) completed
SENT (3.0055s) Starting TCP Handshake > localhost:9300 (127.0.0.1:9300)
RCVD (3.0055s) Handshake with Tocalhost:9300 (127.0.0.1:9300) completed
SENT (4.0068s) Starting TCP Handshake > localhost:9200 (127.0.0.1:9200)



RCVD (4.0068s) Handshake with Tocalhost:9200 (127.0.0.1:9200) completed
SENT (5.0080s) Starting TCP Handshake > localhost:9300 (127.0.0.1:9300)
RCVD (5.0081s) Handshake with Tocalhost:9300 (127.0.0.1:9300) completed

Max rtt: 0.043ms | Min rtt: 0.022ms | Avg rtt: 0.029ms

TCP connection attenpts: 6 | Successful connections: 6 | Failed: 0 (0.00%

Nping done: 1 IP address pinged in 5.01 seconds

Connecting to server Tlocalhost

Overall cluster health state

Total number of shards: 35

Total number of nodes: 1

Average shards per node: 35

Primary shard allocation of 35 is within 20% of expected average 35
Cluster status: healthy (green)

Cluster shard state

There are no unassigned shards

Cluster index statistics

health status index uuid pri rep docs.count docs.deleted store.size pri.store.size

green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green
green

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

trackerstatistics_2023_02_27t19_39_42 S-2Zq9MMRN-apsr562z-zw 1 0 0 O 261b 261b
sulstatistics_2023_01_11t21_21_16 BmnHn29dSFeGKjayJHz6aQ 1 0 0 O 261b 261b
deviceconfiguration_2023_01_11t21_21_24 0qF86WgoSTm3ysve6e_hnw 1 0 5 0 57.3kb 57.3kb
deviceevents_2023_01_11t21 21_23 1rOapbVwR_ipH1PvcWbhVg 1 0 406 O 153.4kb 153.4kb
alarm_2023_01_11t21_21_20 mY4hmLf8ScalL32cD_Jzlzw 1 0 73 3 203.2kb 203.2kb
umbrel1a_2023_01_11t21 21 21 OAEhzEOwTaiwbvgE2m9e_g 1 0 O 0 261b 261b
sleofflinereport_2023_01_11t21_21 19 jOALD8s6SgW_ostXCGkSKLA 1 0 0 O 261b 261b
deviceevents_2023_02_27t19_39_57 kKT6LOFRSaSQ45YIg_BW8Q 1 0 133 0 75.2kb 75.2kb
ejoltestatistics_2023_02_27t19_39_50 mSI3dVEISeKa4HVaDAUcCQA 1 0 0 0 261b 261b
utddaqgioxstatistics_2023_01_11t21_21_21 Uw52J0TMRo2awOW2ZfBF-w 1 0 0 O 261b 261b
fwal1_2023_01_11t21_21_20 ImSKES5UQ_m50NA3xXE916A 1 0 0 O 261b 261b
approutestatsstatistics_routing_summary_2023_02_28t00_54 8cTHcjROSMaf7gLaqpOztg 1 0 0 O 261b
apphostingstatistics_2023_01_11t21_21_24 FOCnoCsBSIGLsFID50PB9g 1 0 0 0 261b 261b
ur1f_2023_01_11t21_21 24 541JR9PjRI2F5VCAnnu_qQ 1 0 0 O 261b 261b
bridgemacstatistics_2023_01_11t21_21_17 B_Za3o1fTU-shOcmVpI5AA 1 0 0 0 261b 261b
wlancTientinfostatistics_2023_01_11t21 21 19 QwW3fxugaScm5girepuTUEA 1 0 0 0 261b 261b
devicesystemstatusstatistics_2023_01_11t21_21_23 OeyHAP6uTH2KukP-eTgqZow 1 0 90067 0 36.8mb 3
nwpi_2023_01_11t21_21_ 22 pOohA5eAS4-mUo2V5CUAew 1 0 0 O 261b 261b
vnfstatistics_2023_01_11t21_21_24 ZFoka_AORoen37PNrxVTGg 1 0 0 O 261b 261b

device-tag-vl 8L9UIFgGTkCkUct2KcDHyQ 1 0 6 O 3.4kb 3.4kb

artstatistics_2023_01_11t21_21_22 ziMT4UixSMCV116W2PsoaQ 1 0 0 0 261b 261b
dpistatistics_application_summary_2023_02_28t00_54 OtYhwgXIRkepGlgVoWLiEQ 1 0 O O 261b 261b
bridgeinterfacestatistics_2023_01_11t21_21_22 gk7AuPzUTgasOxMOGODtSA 1 0 0 O 261b 261b
speedtest_2023_01_11t21_21_22 MdR4FUFTROKgBYXmhXDR-w 1 0 0 0 261b 261b
aggregatedappsdpistatistics_2023_01_11t21_21_24 g4y-eKkI1TL-PHwwRvKmiyQ 1 0 0 O 261b 261b
ipsalert_2023_01_11t21_21 21 13L6NhB6Sha31mp0UZBgig 1 0 0 O 261b 261b
flowlogstatistics_2023_01_11t21_21 20 F9uuICzfS6Cq8GcGkUOWTA 1 0 0 O 261b 261b
nwpiflowraw_2023_01_11t21 21 22 FdIv-sjwQGiqOYPVh2-alw 1 0 0 0 261b 261b
auditlog_2023_01_11t21_21_21 LLsBmyAjRWiIJiDYKEBVqg 1 0 407 0 447.7kb 447.7kb
interfacestatistics_2023_01_11t21_21_23 u8LXrT8qTcmeeeIFSo3hOw 1 0 0 0 261b 261b
approutestatsstatistics_transport_summary_2023_02_28t00_54 g6V1]_ByS8-6PfHI_1Rkmg 1 0 0 O 26
gosstatistics_2023_01_11t21 21_16 Yr6x2NsYTC2c908KUgh9ZA 1 0 0 0 261b 261b
approutestatsstatistics_2023_01_11t21_21_18 OIWGMGvoSSO-xZUd-ajI-g 1 0 0 O 261b 261b
cloudxstatistics_2023_02_27t19_40_01 tAx45uDeQ0Gz5XnAUafpyg 1 0 0 0 261b 261b
dpistatistics_2023_02_27t19_39_54 yTkRk7XRSA2tTeRmDM--Dg 1 0 0 0 261b 261b



NMS coordination server

Checking cluster connectivity...

Pinging server 0 on localhost:2181...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2023-02-28 01:48 UTC
SENT (0.0021s) Starting TCP Handshake > Tocalhost:2181 (127.0.0.1:2181)

RCVD (0.0021s) Handshake with Tocalhost:2181 (127.0.0.1:2181) completed

SENT (1.0033s) Starting TCP Handshake > Tocalhost:2181 (127.0.0.1:2181)

RCVD (1.0033s) Handshake with Tocalhost:2181 (127.0.0.1:2181) completed

SENT (2.0047s) Starting TCP Handshake > Tocalhost:2181 (127.0.0.1:2181)

RCVD (2.0047s) Handshake with Tocalhost:2181 (127.0.0.1:2181) completed

Max rtt: 0.039ms | Min rtt: 0.032ms | Avg rtt: 0.035ms

TCP connection attenpts: 3 | Successful connections: 3 | Failed: 0 (0.00%

Nping done: 1 IP address pinged in 2.00 seconds
WARNING: Reverse DNS lookup on localhost timed out after 2 seconds

Checking server localhost...
Server network connections

tcp 0 0 127.0.0.1:2181 0.0.0.0:* LISTEN 23864/docker-proxy

tcp 0 0 127.0.0.1:34397 127.0.0.1:2181 TIME_WAIT -

tcp 0 0 127.0.0.1:2181 127.0.0.1:47388 ESTABLISHED 23864/docker-proxy
tcp 0 0 127.0.0.1:40733 127.0.0.1:2181 TIME_WAIT -

tcp 0 0 127.0.0.1:45953 127.0.0.1:2181 TIME_WAIT -

tcp6 0 0 127.0.0.1:47388 127.0.0.1:2181 ESTABLISHED 26470/java
NMS container manager is disabled
NMS SDAVC server is disabled
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/system-overview.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/system-overview.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/m-troubleshoot-cisco-sd-wan-solution.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/m-troubleshoot-cisco-sd-wan-solution.html
https://www.cisco.com/c/ko_kr/support/docs/routers/sd-wan/217961-upgrade-sd-wan-cedge-router-with-the-use.html
https://www.cisco.com/c/ko_kr/support/docs/routers/sd-wan/217961-upgrade-sd-wan-cedge-router-with-the-use.html
https://www.cisco.com/c/ko_kr/support/docs/routers/sd-wan/220224-sd-wan-upgrade-cedge-devices-from-vman.html
https://www.cisco.com/c/ko_kr/support/docs/routers/sd-wan/220224-sd-wan-upgrade-cedge-devices-from-vman.html
https://www.cisco.com/c/ko_kr/support/docs/routers/vedge-router/221057-upgrade-sd-wan-vedge-routers.html
https://www.cisco.com/c/ko_kr/support/docs/routers/vedge-router/221057-upgrade-sd-wan-vedge-routers.html
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