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Log Analyzer

e detection

Multi-product end-to-end flow
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Log overview
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ClsCo

Call leg info Ladder diagram Signalling

SIP - outgoing

[+] Use for signaling and ladder

General information

SIP call leg type Call

From sipp@10.4.12.116

To 45678@10.4.12.151

Signaling source 10.4.12.116 : 5060

Signaling destination 10.4.12.151 : 5060

CallID 2884A6D-454D11EF-BOOBBA2E-81F90952@10.4.12.116
Call leg conr 2024-07-19 21:30:52 UTC

SIP - incoming

General information

SIP call leg type Call
From sipp@10.4.12.151:5061
To 45678@10.4.12.116:5060
10.4.12,151 ; 5061
stination 10.4.12.116 : 5060

Call ID 1-9880@10.4.12.151

[“] Use for signaling and ladder
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Ladder tags management

Applied tags

There are no tags applied. Select from existing cnes or created new one

Add existing tag

There are no tags created yet. Create new one below.

Add custom tag
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cisco | pg Analyzer

Call

Call leg info Ladder diagram Signalling

[] Allow horizontal scroll B Download ladder

a»r 10.4.12.151
10.4.12.151

INVITE (1 INVITE)

> 10.4.12.116
10.4.12.116

21:30:52.900

SDP v.2353687637 «

INVITE (107 INVITE)

Y

21:30:52.907

o

SDP v.5656 o

100 TRYING (1 INVITE)

21:30:52.907

T80 RINGING (107 INVITE

21:30:52.908

200 0K (101 INVITE)

21:30:52.909

SDP v.2353687637 «

ACK (1017 ACK)

21:30:52.910

"k

180 RINGING (1 INVITE)

'

21:30:52.91

200 OK (1 INVITE)

21:30:52.916

Y Y
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Message

I CUBE_logs.txt

Message body

BYE sip:10.4.12.151:5060;transport=UDP SIP/2.0

Via: SIP/2.0/UDP 10.4,12.116:5060;branch=z9hG4bK17E4FD
From: "sipp " <sip:sipp@10.4.12.116>tag=A4BA9783-192B

To: <sip:45678@10.4.12.151>;tag=95055IPpTag01132

Date: Fri, 19 Jul 2024 21:30:52 GMT

Call-ID: 2884A6D-454D11EF-BO0OBBAZE-81F90952@10.4.12.116
User-Agent: Cisco-SIPGateway/I05-17.6.1a

Max-Forwards: 70

P-Asserted-Identity: "sipp " <sip:sipp@10.4.12.116>

Timestamp: 1721424652

CSeq: 102 BYE

Reason: Q.850;cause=16

Session-1D: 8148df0cc80d5cdd8e1cef5f36445d60;remote=d865788014d352b38b6aab0a34948979
Content-Length: 0
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Ladder tags management
Applied tags
D Description Visual Action
10.4.12.151 Service Provider [ ] I
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clsco  Log Analyzer o O A A L
Call
Call leg info Laddsr diagram Signalling
Allow horizontal scroll Download ladder Legend: M Service Provider
4 10.4.12.151 4 10.4.12.116
10.4.12.151 10.4.12.116
: INVITE (1 INVITE) _:
21:3052.900 : SDP v.2353687637 4 g
:‘ INVITE (101 INVITE) @ '
21:30:52.907 = SDP v.5656 .
:‘ 100 TRYING (1 INVITE) '
21:30:52.907 = .
: 180 RINGING (101 INVITE) @ _:
21:30:52.908 . .
: 200 0K (101 INVITE)@ _:
21:30:52.909 : SDP v.2353687637 4 "
: ACK (101 ACK)® '
21:30:52.910 .:' .
:‘ 180 RINGING (1 INVITE) :
21:30:52.91 - .
: 200 0K (1 INVITE) :
21:30:52.916 “ ,
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cisce  Log Analyzer

Call

Call leg info Ladder diagram Signalling
Allow horizontal scroll Download ladder Legend: M Voice Codec G711Tulaw
Ak 10.4.12.151 4P 10.4.12.116
10.4.12.151 10.4.12.116

: INVITE (1 INVITE) ._:
21:30°52.900 - SDP v.2353687637 4 i

:‘ INVITE (107 INVITE)@ :
21:30:52.907 = SDP v.5656 4 .

:‘ 100 TRYING (1 INVITE) :
21:30:52.907 = .

: 180 RINGING (101 INVITE)@ ._:
21:30:52.908 . i

: 200 0K (101 INVITE)@ _h:
21:30:52.909 - SDP v.2353687637 g

: ACK (101 ACK)@ j
21:30:52.910 .: .

:‘ 180 RINGING (1 INVITE) :
21:30:52.911 - .
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Call

‘Gall beg info Laddar diagram Signaling

Time (UTC) Imsstening legs Outgoing legs Sequence Seurce Destinatian Mestage

2024-07-19 21:3052 € Ivite S0 v2353 1 INVITE 10.4.12151-5061 10.4.12.116:5060 INVITE sip 45678@10.4.12.116:5060 SIP/2.0
2024-07-19 21:3052 + Invite SDP V3856 4 101 INVITE 10.4.12.116:5060 10.4.12.151:5060 INVITE 5ip:45678@10.4.12.151:5060 SIP/2.0
2024-07-19 21:3052 = 100 Trying 1 INVITE 10.4.12.116:5060 10.4.12.151:5061 SIP2.0.100 Tying

2024-07-19 21:3052 -+ 180 Ringing 101 INVITE 10.4.12.151:5060 10412, 116:5060 SIP(2.0 180 Ringing

2024-07-12 21:30052 =+ 200K SDP 2353687637 4 101 INVITE 19.4.12.151:5060 10.4.12.116:5060 SIP[2.0 200 08

2024-07-19 21:3052 © Ack 101 ACK. 10.4.12.116:5060 10.4.12.151:5060 ACK £ip:10.4,12.151:5060; transport =UDP SIF/Z.0
2024-07-19 21:30052 -+ 180 Ringing 1 INVITE 10.4.12.116:5060 10.4.12.151:5061 SIP/2.0 180 Ringing

2024-07-19 213052 -+ 000K SOPvI2IE o 1 INVITE 10.4.12.116:5060 10.4.12,151:5061 SIPf2.0 200 0K

2024-07-19 21:3052 € Ack 1 ACK 10.4.12.151:5061 10.4.12.116:5060 ACK s 4S67B@10.4.12.116:5060 SIP12.0
2024-07-19 21:30:52 & Bye 2BYE 10.4.12.151:5081 10.4.12.116:5060 BYE sip:4S678@10.4.12.116:5060 SIB/2.0
2024-07-19 213052  Bye 102 BYE 10.4.12.116:5060 10.4.12.151:5060 BYE sip:10.4.12 151-5060 transport=UDP SIR/2.0
2024-07-12 21:30052 = 20008 2BYE 19,412 V165060 10.4.12,157:5061 SIP[2.0 200 Ok

2024-07-19 21:3052 - 200 0K 102 BYE 10.4.12.151:5060 10.4.12.116:5060 SI2.0 200 0K

RO EM7IMSE



Message
i CUBE_logstn

Message body

BYE sip:10.4.12.151:5060;ransporte UDP SIP/2.0

Via: SIPf2.0/UDP 10.4.12.11 65060 branch=23nGABK 1 TEAFD
From: *sipp * <sip:sipp@10.4.12.116>;tag=A4BAS783-1928

To: <sip45678@10.4.12.151>/1ag=950551PpTag0 1132

Date: Fri. 19 Jul 2024 21:30:52 GMT

Call-ID: 2884A6D-45401 1EF-BO0BBAZE-S1FO0H52@10.4.12.116
User-Agent: Cisco-SIPGatewayI0S-17.6.1a

Max-Forwards: 70

P-Asserted-kenfity: "sipp * <sipsipp@10.4.12.116=

Timestarng: 1721424652

CSaq- 102 BYE

Reason: 0850 cause=16

Session-10: 8148df0ccB0d5codbe 1cal5f364 45d60 remate » 48657 BE01 40352 b38060aB0a34 946979
Content-Length: 0
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Collaboration Solutions Analyzer
Log Analyzer

ﬁ cisco

1l CUBE_logs.txt

Home w
®
- Log overview
Log Callz
Analyzer
T Q, Search
Upioad
fies
A FromDN/URI ToDN/URlI Callld SIP Call-id Peer Call-ld GUID Call initiated (UTC)  Call end (UTC) Log duration (sec)
Diagnostcs
nl . N ) 02876 i
L1} _ ) 5524  1-9880@10.4.12.1 ) ) 2024-07-1921:3 2024-07-19 2
sipp 45678 B 552448 03180 = S 0 seconds
Analysis 47 = ! .52 1:30:52
05
2884A6D-454D11E 02876
: 5524 o0 e ;. VeSS 0024-07-1921:3  2024-07-192
sipp 45678 F-BOOBBAZE-81F9 552447 03180 0 seconds
48 i 52 1:30:52
0852@10.4.12.116 05
1-2 of 2 .
20 27| FE &
alil Collaboration Sclutions Analyzer
clsco ® ute B Report Problem

Log Analyzer

Diagnostic overview

Issues found No issue Not applicable Missing information Potential problem

Q. Search
+/ No issues were found.

Result Category ~
+ Call (8)
+ MRA (0}
v Cenfiguration (0)

Click on any of the below to see details or continue to analysis.

Defects only

Log Analyzer TIEH 712
CUBE THZ! Z1&

b e .
& utc B Report Problem

Disconnect reason

Q

Showing 10 -

- ? ¥

You can still view the diagnostic signatures that were run but did not find any issue by selecting different result type tabs above.
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Log Analyzer £ 2 pcap _._E pcaping It Y &4 &2 MEle &= U= Packet Capture
AnalyzerZ2 JHME|0] SEM £HE MM Y HERZ SHol 22 MBELCt

IHZ] 4% I} U2 CUBE 21 n U S WHo 2 217 EAM7
L30| PCAPE ZAXE|L|C}.

Eof| ed==5lof gFL|Ct XM=
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Automatic issue detection

Filename Product type Run
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- RTP 2EZ

&=l 42 'RTP streams' Qof|l EAIZ|T HEQT 24
%L*E!LI Ct. SRTP AEZl|o _<a|:|2 HE2 C|ZYEXR| et&LCt

RTP streams QoM AM|MHES MEHSHH SHE 24Z0] CHEF RTP AE& &
b b A

M H7t EAIELICH AEZO
HEI Z7do| PSS B B Packet Loss(IHA! £ 4l) D7 = et

ZFAH 2o 2 E A|E|L|C}

Collaberation Solutions Analyzer
o : ! ul CUBE_Packet_Capture.peap (D UTC B report Problem " 7
Log Analyzer
System information
Log overview
RTP streams TCP/UDP Streams
€, Search
src IP Src port Dost IP Drest port Payload type SSRC Packet count Packet loss Jitter (mean/max) Info
721811058 8456 14.50.214.57 22682 : Tade 273 0% 0 msf0.01 ms
14.50.214.57 22682 172.18.110.58 B4SE ! 97050219 269 0% 0ms /0.01 ms

221 2447| PCAP 24

RTP E22 4= A &4 90| = EIAE 1}
Packet Loss Summary(IH%! &4 @ 9f) HES 228|604 ntY S CIREEELICEH



oration Solutions Analyzer

1l CUBE_Packet_Capturepcap (&) UTC teport Problem L | 9
|")l .n’u |y?€| " B i i

RTP Stream

RTP Stream statistics

Packet interval time
& Packet loss

.........

21 47| PCAP RTP &
TCP/UDP AE 29| A2 X E MMo| of0| EAIELICE

System information

Log overview

RTP streams TCP/UDP Streams

<, Search

Protecol Src IP Sre port Dest IP Dest port Packet count 2-way communication OCSP
upe 1721811058 49782 172.18.110.48 S060 4 o

upe 17216 o

upP 172.18.110.59 327171 172.18.110.1 5060 ] o

21 247| PCAP TCP UDP 2E 2]

SIP =20t E|AE(SPT)

SIP(Session Initiation Protocol) Z2E2 MZ CtE C|HIO|A 7ho| S8t EE 7| flsH =&l
£ &4 SIP HAIXIE -5 O AFSELICE 'SIP Z2E HAE =78 AF835H 242 elol=
gEol BiZS7| Tol| S AEE = JU&LICH

SIP Profile £2 372 Moz FHELICH

« SIP Profile Rules(SIP Z£2 & #&)) - HAES SIP Z 2 E -T-n”'i.% Al = e Fuch

- TEI2 M8 SIP HAIX| - 722 M8 SIP HAIXIE 20 &.
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« DHEHM - =YE SIP SIC EE= SDP 282 F HAIX| oM Tt Me 2 24X EAIELICH

- 54 &* - $ ! SIP &I == SDP 2 & 2 Modified SIP HIAIX| Z0tolMEH sMo 2 ZH
E AL,

- WM - X7{E SIP &C| 2= SDP =& 2 #ed SIP HIAIX| Zotof MEH WztMo = X &
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SIP Profile Ruleg Load a Prebuilt Rule Sot SIP Message To Test Rules On e ple SIP M,

Ipl1HQIp e s rscrirad. SIP Haaders/S08 Bo

$~;: Hﬂp

Peer SIP Message To Copy From
T o N i T e e e P T e T nput Halp: R R -
Syntax Help: SIP Profile Conl A !

Input Help: Regular

Now Test Run Test

O| E2 HIAEE ZtASE = UTH A FFE ol E MSELICH ZF ol M 2{of= 0|28t of
E MEE = = 88 Z2 18 4RI A&

1. Load a Prebuilt Rule Set(At& &M El 72 M E 2E)E 22/5t 1 Add: SIP Header(F 7t
SIP SIC) & MEfELICE.

= L-"1-d

2. Load a Sample SIP Message(Z SIP HA|X| ZE)E 22l§t 1
SDP)(INVITE(SDP 812))& MEigrL|Ct.

3. HAEE Adlsici™ sM EAE Al HES MEHELICH

INVITE (No



el Collaboration Solutions Analyzer

SIP Profile Rules e

rule 108 request &NY sip-hesder Diversion Add ~“Diversion: <sip:B675305@cisco.coms”

Add: SIP Header

Input Help: copylist, voice Service voip, dial-peer. tenant, or other voice configurations ane not required
‘Syntax Help: SIP Profie Config Guide, SIP Copylist Conig Guide

B Report Problem -

SIP Message To Test Rules On ™

IWGITE sip:B6T5300§192. 168
wia: 5IP/2.8/TCP 192.168.19,19:5868; branch-zohiabr 16242110
SIP/2.8/U0P 102.158.10. 925068 branch 2579

RGALKH A28,
" €31pi123a56TARGISE, 168, 19. 10 ; Tag ~dEDFRODS - LA
To: s:!n.sn?ssa;s:lsz 168,11,18>
€all-ID: DFE43521-335811EF-B5788A40. SBTEBADBRIDR 162.10.18

Session-10: IdIS0AR001050M0DM0 I Tel 266¢ 160 renat e IbE 541 001050000064 164 365408

Cisco-Guids H622027175-0880051023-2238508512 1803407283

£34q: 101 IWITE

Allen: INVITE, COTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, MOTIFY, INFO, REGISTER
#1low-Events: telephone-

Supported: 180rel,timer, resource.priority roplaces

Supported:

Require: timer

Subject: SIP Profile Test

Session: Media

user-dgent: Clsco-SIPGTewny/105-17.14.1a

Date: Thu, 27 Jun 1923 B@:268:87 GMT

Timestamp: 1710447687

Expires: 188

Min-SE: 1508

Sesslon-Explres: 1888 refreshar-yag

Max-Forgards: 6%

Contact: <sip:1111111111§192 168,18, 18:5648; transport=teps

Diversion 2132332238192 168.10. 885 jprivacy=off; reason-unconditional counter

Bamara Maari The "FallaaTh Gima” cofaidFIT33ITIIBIMY 160 48 180 anatuasal | Eanses

INVITE (No SDF)

1B 5060 SIP/Z. 8

sCrgansng
P

Input Helip: SIP Request URI or Status Line aiways reguired. SIP Headers/SDP Body optional undess testing them. CSEQ required i

“method” used in response rule.
Syntox Helpc LANA SIP Parameters, IANA SDP Parameters

Peer SIP Message To Copy From =

Input Help: Fegular “copy” rukes will use the other S5 Message; not this input

Input Help: Regular “cogy” rukes vl use the other S5 Message: not this input

]

SIP Z2utY AtH 7

O| EF=EIAE ZDQ 87 M stHE E

=HEl SIP HIAIX]

ADDED (GREEN) Diversion:

Collaboration Solutions Analyzer

<sip:8675309@cisco.com

B Repot Problem -

COriginal SIP Message:

1 EWWETE sip:dSTAMNREION. 16501, 10:5860 2103 4

3 ¥ “CallerT0_Mame™ ¢ni, Fo192. 168,10, g ~CAD
4 Tor ¢sdpra£75303§152.168.11.10>

* Call-10: DPE4IS1L-1ISLLLEF-85780A40- SETERAREISD. LEB. 10,10

& Sesslon-1D: ¥

7 Clseo-Guid: JEXRAITITS-DBEAGS1021- 1114288511 - MA0DLET4ED

£ Cieq: 201 DWITE

-

Alleu: INVITE, OPTIONS, BYE, CAMCEL, ACK, PRACK, UPDAT
Allow-Events: telephone-event,kpal, dislog

11 Supported: 108cel.timer, rercurcespriority, replaces, sdp-anat
12 Require: timer

13 Subject: SIF Profile Test

14 Session: Medla

15 Wser-Agents Cisco-SIPGatewdy/T05-17. 1410

16 Date: Tha, 27 Jun 2024 00:20:07 GV

17 Timestawp: 1719447607

18 Explres: 180

19 MEn-SE: 1880

. REFER, SUBSCRISE, WOTIFY, INFO, REGISTER

B

Serzlon-fxpires: 1809; refresher=usc

Fa-Formards: 68

Contacks <sipil11011RL11152, 168, 19, 11 5068; transportsteps

21 Dlversions <3ipi2312322223§192,168.18. 100 pr Dracy=aff; ressoneuncondi tenal ; counter=1; screeneng
3 Remote-Paety 10! “CallerlD Nase" <sip:13333333333192.168. 10. 105 party-calLing; sereen-nozpe Lvacy-otf
P-dszerted-Tdentityr ~CallerDD Mame™ <sipi4ddsdssadaf1od, 168,10, 100

PoPreferred: dentity: "CallerlD Mame™ <slp:S9555555558102. 16510180

Custoatieader ! “CallerID Mise™ <3lpa77777777770102. 168, 10, 105

38 Accept: spplicationisdp

1 Content:Dispasition: sessismihandlingarequired

0 Content-length; @

wlar SIPF2.00TCP 192.108.1 U109, SIFFL0AUDP 192,168, 19, 9; 5060 kranche ;5hGbNINNIETY

Modified SIP Message:

IWVITE glp:BETEIOOEIHZ. 144, 11. 109080 ST/2.0

allerio_Wame® 123456799192, 164,10, 19:
Tor <siprBeTsIefI02. 168, 11,105

€all-10; D7E4¥511-3351116F - B57E0A40-GETERCAF1Z . 168, 10,10

[ Tel 2660164} Penanes1b0E4n1 b DSOMRN0EL165160408

7 Cisca-Guld: 3611027175 @B60951011- 12BEFTED 1801457483

& Coeqs 100 TMVITE

9 Allew: IWITE, OPTIONS, BYE, CANCEL, ACE, PRACK, LPDATE, REFER, SUBSCRTAE, MOTIFY, INFO, REGISTER
10| Allow-Events: telephone-event, kpal dislog

Supported: 108rel,timer,resource-prliority, replaces, sdp-anat

Require: timer

Subject: 5IF Profile Test

Sessiont Hedia

User-dgenti Cisco-SIPGateway/I05-17.14.18

Daze: Thu, 37 Jun 2034 Sb:20:07 QT

Tisestamp! 1713447607

Expires: 189

Hin.gE: t808

ag=LOr0008- (40

PR

Session-xpires: 1800 refresherssac

Hax-Forwards: &

Contects ¢sipiB111L11110§452, 168,00, 1a-m-,xr-nmr1-upy

Dversion: < 2233 164,10, 185 pr vy fonal; counterslzsireensna
14 Resste-Party-100 "CallerlD Nase™ <sip13333333333§192, 16.10. 103 party-callingssceeensasipe lunyastt
15 | P-dsgerted-Tdentity: “CallerID Mome® csiprdfadssidsaflol. 165, 10,193

2 Pobreferved:Tdentiny: "CallerlD Nase™ <3ipr3SSS5S55S58102, 168,10, 10

17 Custeaeader: “Callerln Naae™ 35p:77777770770102. 164, 10,105

Azenpt: applicstion/edn

2 Conest-Dlapasition: sesilon;hasdlingsrequired

0T <x1p: HA TS S0 s 0. com>

31| Content-Length: @

¥

Logs:
Actien Before After Rule
A2 Blwerslon: <alp:BETSMOEcisco. coms

OS2 +8/F7WNH =

= E Ao ofLct.

rule 188 request AN sip-hesder Biversion Add "Blwersion: calp:BETi3edgcinca.com™

vis: SIP/2,0/TCF 192,168,150, 18: 5068 branche: ShOSHE1 6242110, STP/2.0/L0F 192, 148. 10, 9: 5060 s branche Shi bEMa25 75



Kl
1

SIP 2%

rule 100 request ANY sip-header Diversion Add "Diversion: <sip:8675309@cisco.com>"
rule 200 request ANY sip-header P-Asserted-Identity modify "sip:4444444444@" "sip:5555555555@"
rule 300 request ANY sip-header P-Preferred-Identity remove

T2Ig HAEF Sip HAIX|

INVITE sip:8675309@192.168.11.10:5060 SIP/2.0

Via: SIP/2.0/TCP 192.168.10.10:5060;branch=z9hG4bK16242110

Via: SIP/2.0/UDP 192.168.10.9:5060;branch=z9hG4bK00002579

From: "CallerID_Name" <sip:123456789@192.168.10.10>;tag=4EDFODD8-CAQ

To: <sip:8675309@192.168.11.10>

Call1-ID: D7E43511-335111EF-8578BA40-6B7EBADB@192.168.10.10

Session-ID: 2d390a8000105000a000247e1266c26d; remote=3b954a1e00105000a0006c416a369498
Cisco-Guid: 3622027175-0860951023-2238888512-1803467483

Cseq: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event,kpml,dialog

Supported: 100rel,timer,resource-priority,replaces

Supported: sdp-anat

Require: timer

Subject: SIP Profile Test

Session: Media

User-Agent: Cisco-SIPGateway/I0S-17.14.1a

Date: Thu, 27 Jun 2024 00:20:07 GMT

Timestamp: 1719447607

Expires: 180

Min-SE: 1800

Session-Expires: 1800;refresher=uac

Max-Forwards: 69

Contact: <sip:1111111111@192.168.10.10:5060;transport=tcp>

Diversion: <sip:2222222222@192.168.10.10>;privacy=o0ff;reason=unconditional;counter=1;screen=no
Remote-Party-ID: "CallerID_Name"™ <sip:3333333333@192.168.10.10>;party=calling;screen=no;privacy=off
P-Asserted-Identity: "CallerID_Name" <sip:4444444444@192.168.10.10>
P-Preferred-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>

CustomHeader: "CallerID_Name" <sip:7777777777@192.168.10.10>

Accept: application/sdp

Content-Disposition: session;handling=required

Content-Length: 0



‘Lsee  Collaboration Solutions Analyzer

SIP Profile Rules

Load a Prebuill Rule Set

rule 180 request ANV sip-header Diversion Add “Diversion: <s1p:8675389gcisco.com”
rule 30 request A sip-header P-hsserted-Tdentity sedify "sipid44d48444487 "sip: 55555555555
rule 380 request ANY sip-header P-Preferred.Identity resove

L, VOIOR Seqvice woip, didl-peer, be
e Config Guide, SIP Copylst Cor

VNG CONBIQUPAtIoNS ane ot requined

SIP PROFILE Modify Add Remove 0

ZAnE E2{MH Run Test(EIAE AFHE 2

212l SIP H|A| K|

B Repon Problem - 7

SIP Message To Test Rules Qn Load @ sample SIP Message
INVITE sip:8675309§192.168.11.10:5060 SIP/2.0
Vie: SIP/L.O/TCPR 192,168,108, 10: 5860 branch-z0h
H hGAbKIOOD 2579
allerlD lamg™ ©51pz123456769@192. 168.10. 10> ; tag=4EDFE00E - CAR
575100102, 168, 11, 18>
!l-li':ll-2l':lllLF-SSJSBMB-oB-":BJD;i'.QJ.]65.1!.19
=I0: 20392a800010500080824701 2660264, remote=3b954al00@10500240006C 4162369408
Cisco-Ggid: IGI20ITIT5-0B68951023- 2250088512 - 1803467483
ES_:_CG'. 181 INVITE
Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, MOTIFY, INFD, REGISTER
Allew-Events: telephone-gygnt kpal diglop
d: 188rel, timer, résource-priority, replaces
sda..‘lr‘a:
imer
t: 51 Profile Test
Session: Media
User-Agent: Cisco-5lRGateway/105-17.14.1a
Date: Thu, 27 Jun 2024 02007 GMT
Timestamp: 1719447687
Explres: 180
Min-SE; 1809
Session-Expires: 1Eee;re‘resher.wg
Max - Fors ds! &0
Contact J
Diversion: <sip:

GAEE1 6242110

111111 1§12 . 16
3223223220192
~raiianTn

8. 18
168

ounters1;screens=no
P

Input Help: SIP Rl o Status Ling 3 quired, SIP Headers/SDP Body
“method” used in respx {F)
Syntax Help: 434 51 ters, LANA SDP Parameters

Peer SIP Message To Copy From *

Input Help: Regular “copy” nues will use the other SIP Message: not this input

Input Help: Regular “copy™ rules will use the other SIP Message; r

MODIFIED (BLUE) - P-Asserted-Identity: "CallerID_Name"

4444444444@192.168.10.10>

REMOVED (RED) - P-Preferred-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>

XM=l SIP HIAIX|

MODIFIED (BLUE) - P-Asserted-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>
ADDED (GREEN) - Diversion: <sip:8675309@cisco.com>

d Show Pear Copy Input



192,168, 18,51 5060 brancheFhGAbKDMNISTS z v

= FhGADK 16242118, 51

28 Le 0L DSO00RENNES 4168 1EI 508

8, SUBLCRINE,

waTiFY, NP, AEH

Supported: 1
3 Requirer timer
1 Subject: SIP Profl
1 Sesslen: Media

L Test

ort=topr
vacy=off jreasonsen
133234192, 164, 10. 10

Blversion; <s:
4 esate-Party 10

FuPreferred- Tde

$en; handl ingereguired

Content-Length: @

Logs:
Actlion Before After
L) Diversion: <5
HODLFY Prasserted: Ideatity: “CallerID Meme™ «35ip144834884441592 165,00, 107 P-asserted- 18 "CallerID _Name™ «slp!5555555555§191.
REFONE P-Preferred-Tdentity: “CallerID Mame™ <3ip:3555555555§192.168.10.10

SIP PROFILE Modify Add Remove 0 2

z2d =

>

P

S5 SIP

CIHFO|A 7} = A15HE =41 S0l M & &l SICH(SIP copylist) 2 2EIXE SAetE 4
HE AMBE = Y&t

o = ME: £4ISIPHAIX| — > CUBE — > &%

SALE SIP HIAIX]

7<|° X-IQoI-
_|E 1o =

TLI01 SIP M| A|X] -
E% SIP HAIX| -

Peer SIP Message To Copy From AMl/M& &
grLich o] MME &=7|24™ Hide Peer Copy

3} 5t242 Show Peer Copy Input
Input(I|o{ = A} 2124

163,10, 182

Modified SIP Message:

, LPDATE, BEFER, LUBSCATRE, MOFIFY,

mule

sip-header Diversion add “Diversion;

rale 100 request an

rule 200 request ANF sip-hesder PrAsserted-Tdentity modify ~si

rele 300 request ANV slp-hesder P-Preferred-Tdentity remove

Z| SIP HIAIK|

SIP HIA|X].

=717

P 192,168.18.91

S branche

by, REGIETE

- 7 i

TIhGADERINIZSTS

coms™

~5ip2555555555 58

A5
QigLict



Collaboration Solutions Analyzer ® utc B Report Probie - 7 o

SIP Profile Rules e Load a Prebuilt Rule Set - SIP Message To Test Rules On reauired Load a sample SIP Message -

Syntax Help: IANA SIP Parameters, ANA SDP Paramaters

Peer SIP Message To Copy From

Input Heldp: copylist, voic
Syntax Help: 5IP Profile

SIP ZZ2E 7| AE

Dl

CtE2 SIP &, sl & =HEl SIP HlAIX|2] off ALt

SiP Z2L 75

request INVITE peer-header sip To copy “sip:(.*)@” u0l
request INVITE sip-header SIP-Req-URI modify “sip:(.*)@” sip:\u0l@

TEg MY SIP HAIKIQLIC

Sent:

INVITE sip:235678@10.16.0.5:5060 SIP/2.0

Via: SIP/2.0/UDP 192.0.2.0:5060;branch=z9hG4bKA7155C

From: "Cisco" <sip:1234@10.16.0.3>;tag=B125CE72-1184

To: <sip:5678@10.16.0.5>

Call1-ID: 783557DF-193811EF-A4C1B962-D5D3EC18@192.0.2.0
Supported: 100rel,timer,resource-priority,replaces,sdp-anat
Min-SE: 1800

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 1716577979

Contact: <sip:1234@192.0.2.0:5060>

Expires: 180

AlTow-Events: telephone-event

Max-Forwards: 68

P-Asserted-Identity: "Cisco" <sip:9876@192.0.2.0>
Session-ID: 1629a67700105000a000d9a7fe; remote=00000000000000000000000000000000
Session-Expires: 1800

Content-Type: application/sdp

Content-Disposition: session;handling=required
Content-Length: 243



v=0

0=CiscoSystemsSIP-GW-UserAgent 3601 9082 IN IP4 192.0.2.0
s=SIP Call

c=IN IP4 192.0.2.0

t=0 0

m=audio 8402 RTP/AVP 0 101

c=IN IP4 192.0.2.0

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

EALE SIP HIAIK]

Received:

INVITE sip:235678@10.15.0.2:5060 SIP/2.0

Via: SIP/2.0/UDP 10.14.0.1:5060;branch=z9hG4bK16927e56b400c78

From: "Cisco" <sip:1234@10.14.0.1>;tag=156812752~757956d9-2b62-4ab0-b5c2-6b19710635db-53693198
To: <sip:5678@10.15.0.2>

Cal1-ID: a0f63500-1f013804-1344e15-16000€0a@10.14.0.1

Supported: 100rel,timer,resource-priority,replaces

Min-SE: 1800

User-Agent: Cisco-CUCM12.5

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
CSeq: 101 INVITE

Expires: 180

Allow-Events: presence, kpml

Supported: X-cisco-srtp-fallback,X-cisco-original-called

Call-Info: <sip:10.14.0.1:5060>;method="NOTIFY;Event=telephone-event;Duration=500"
Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Session-ID: 1629a67700105000885a92d9a7fe; remote=00000000000000000000000000000000
Cisco-Guid: 2700489984-0000065536-0000126777-1234102346

Session-Expires: 1800

P-Asserted-Identity: "Cisco" <sip:1234@10.14.0.1>

Remote-Party-ID: "Cisco" <sip:1234@10.14.0.1>;party=calling;screen=yes;privacy=off
Contact: <sip:1234@10.14.0.1:5060>;+u.sip!devicename.ccm.cisco.com="SEP885A92D9A7FE"
Max-Forwards: 69

Content-Length: 0



wen Collaboration Solutions Analyzer B Report Probiom o o oo

SIP Profile Rules = Load a Prebuts Aule Set - SIP Message To Test Rules On = Load a samplo SO Message -

request TWITE peer-header sip To copy "sipz{.}&™ wll
request IWITE sip-hesder SIP-feq-URl modify “sisi(,*)@" sipsudlg

e SBRESLEATISSE
ag-BI25CET2-1184

5% )
11EF-A4C1B562- DS0MEC1B16T

MSEIRT, D, 2. 0= 5000
Telephene-event
&8

“Cisco” cslpiobTeslsd. o 1.0y
fe;remot

oplication/ s
sepEl T enutres

Content-Lengthr 243

-t
GeEdentys teas ST GueUrerigesr 3600 9852 TN 1P 192.8.2.0
= BF G

s s S Hasaern O Basy optansl wess Watag W CIEC res

Bt Hela: S8 Resasil LR &
Synkax Welp: Ui 5 Paramet

Faramessrs

Peer SIP Message To Copy From ===

VoRD ConfcLrations a8 Nk recuined
ALl 1T EERA B TR
275 1~TSTHS649- 2062 - 400D D52 - ELITIN6 15 SIEFINNE

B4-1384015- 16000000810, 14,91
rFesoerce-priority, rep laces

o CAMCEL, ALK, PRACK, UPMTE, REFER, SUBSCRIBE, MOTIFY

o8 Nt This input

B0 B cthar

nput Hetp: Fieguiar "comy” naes wil use the ofher SIF Wisssape; not this ingut

SIP Z2E 7}U|2|AE 0
Run Test(E|AE A=) HEZ 25t =T+ & AIZELICH

Bl XIAE SAL

Register: u0l
Value: 5678

2120 SIP H|A| K|

MODIFIED (BLUE) - INVITE sip:235678@10.16.0.5:5060 SIP/2.0

XM=l SIP HIAIK|

MODIFIED (BLUE) - INVITE sip:5678@10.16.0.5:5060 SIP/2.0



Original SIP Message: Modified SIP Message:

)

Copy Registers:

CSA Platform(CSA Z321E) A& 0| Report A Problem(EA| E1) MMM E0iM B X|E BAME

1T O SEF A P
SR/E = U&LICH.

It #rE|XtE CSA 7HE Blo| HE & #Elst= Zof olHYdS 2L I|=4, ofd L= XMetE XS

o o~ &Lch

P s s g R
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B
i
o

Tools About Known isSues Release notes

Log Analyzer CollabEdge Validator

Collaboration Solutions

SRV Checker B2B Call Tester

Analyzer

Empower yourself with TAC tools that help troubleshoot and validate your
collaboration solution.

M0
p)
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kI
Ofe



Report an issue

Product

Issue

Details about an issue

e
- Send

BaM 22X
MEXI7t L= E MBI (H7HE OlO|Z) AHE X Z2ME HAESII(ESE OI0|2) AFEX 7
2 A £ UZF(ELIHIF olo|2) Ml 7HX| otO|Z 0| & H3t IR & LICt.

Collaboration Solutions Analyzer - [ 2 Ee

Log Analyzer

Collaboration Solutions
Analyzer

SRV Checker

Empower yourself with TA 5 that help troubleshoot and validate your
yration solution.

_I_

Kl B we

CUBE %! TDM HO|EQJoloj CHet ClHa & A

Cisco I0S XE 17.5& =5} Cisco Unified Border Element 71X|218{[0|M 70| =

Tools About Known issues

Release notes

CollabEdge Validator

B2B Call Tester



https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html

A SIPZEL

CUBE Enterprise &8t & AI2|0{A SIP T2 0}l AFR



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-sip-param-mod.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-sip-param-mod.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-sip-param-mod.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
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