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Time stamp Orig IP address Dest IP address Prot Msg Data
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* 03 SNOOPER INFO: Snooper is listening on interface "hmel".... *
RS S SRS S SRS S SRS R RS SRR SR EEEEEE R R R R R R EE R R RS
14:07:33.450567 1-002-1[02065] 1-010-1[02129] ITU ISUP. -> IAM (01) CIC=00062

CDPN=1492169679F CGPN=9678
SLS=14 Pr:0 Ni:NTL

R S R R I I S S R I S S S R I DETATL R S I R I I S S I I I S S I

CIC 62
MESSAGE TYPE 0x01 IAM - Initial_Address_Msg
NATURE_OF_CONNECTION 0x06
LENGTH: 0x01 FIXED DATA 0x00
SATELLITE IND 0 no_satellite_circuit_in_connection
CONTINUITY CHECK IND 0 Continuity_check not_required
ECHO SUPPRESSOR IND 0 outgoing_half_echo_suppressor_not_included
FORWARD CALL IND. 0x07
LENGTH: 0x02 FIXED DATA 0x20 0x01

incoming national_call
no_end_to_end_method_available

NATL/INTL CALL IND 0
END-TO-END METHOD IND 0
INTERWORKING IND 0 no_interworking_encountered
END-TO-END INFO IND 0 no_end_to_end_information_available
ISUP IND. 1 ISUP_used_all_the_way

ISDN PREFERENCE IND 0 isdn_up_pref_all_ the_way

ISDN ACCESS IND. 1 originating_access_ISDN

SCCP Method 0 no indication
CALLING PARTYS CATEGORY 0x09
LENGTH: 0x01 FIXED DATA 0x0A
CALLING PARTYS CATEGORY 10 ordinary_subscriber_precedence_level_1
TRANSMISSION MEDIUM REQUIRED 0x02
LENGTH: 0x01 FIXED DATA 0x00
TRANSMISSION MEDIUM REQUIRED 0 speech
INDEX TO CALLED PTY ADDRESS 0x02
INDEX TO OPTIONAL PART 0x0A
CALLED PARTY NUMBER PARM 0x04
LENGTH: 0x08 VAR. DATA 0x82 0x90 0x41 0x29 0x61 0x69 0x97 O0xOF
ODD/EVEN IND 1 odd_number_of_digits
NATURE OF ADDRESS IND 0x02 Called_reserved_for_national_use
INTERNAL NETWORK PARM 1 routing to internal network number not allowed
NUMBERING PLAN 1 ISDN_Telephony_Numbering Plan
DIGITS: 1492169679F
EXTENSION DIGIT F -ST
OPTIONAL PARAMETERS:
CALLING PARTY ADDRESS 0x0A
LENGTH: 0x04 OPT. DATA 0x02 0x11 0x69 0x87
ODD/EVEN IND 0 even_number_of_digits
NATURE OF ADDRESS IND 0x02 Calling_reserved_for_national_use
NUMBER INCOMPLETE IND. 0 complete
PRESENTATION IND. 0 address_presentation_allowed
SCREENING IND. 1 user_provided_passed_network_screening
NUMBERING PLAN 1 ISDN_Telephony_Numbering Plan
DIGITS: 9678
RESERVED/UNKNOWN OPT PARM 0x3D
LENGTH: 0x01 OPT. DATA O0x1F

USER SERVICE INFO 0x1D



LENGTH: 0x03 OPT. DATA 0x80 0x90 0xA3
EXTENSION BIT 1 last_octet

CODING STANDARD 0 CCITT coding_standard

BC INFO TRANSFER CAP 0 transfer_speech

EXTENSION BIT 1 last_octet

TRANSFER MODE 0 circuit_mode

INFORMATION TRANSFER RATE
EXTENSION BIT
USER LAYER IDENTIFICATION
MULTIPLIER/PROTOCOL ID 3 A_law_speech
END OF OPTIONAL PARAMETERS 0x00
R R R S I I END OF MSG

16 rate_64_kb_per_s
1 last_octet
1 user_info_layer_ 1 _protocol
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14:07:33.607918 1-010-1[02129] 1-002-1[02065] 1ITU ISUP. -> IAM (01) CIC=00001
CDPN=92169679F CGPN=9678

SLS=01 Pr:0 Ni:NTL
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CIC 1
MESSAGE TYPE 0x01 IAM - Initial_Address_Msg
NATURE_OF_CONNECTION 0x06
LENGTH: 0x01 FIXED DATA 0x00
SATELLITE IND 0 no_satellite_circuit_in_connection
CONTINUITY CHECK IND
ECHO SUPPRESSOR IND
FORWARD CALL IND.
LENGTH:

0 Continuity_check not_required

0 outgoing_half_echo_suppressor_not_included
0x07

0x02 FIXED DATA 0x20 0x01

NATL/INTL CALL IND 0 incoming_national_call
END-TO-END METHOD IND 0 no_end_to_end_method_available
INTERWORKING IND 0 no_interworking_encountered
END-TO-END INFO IND 0 no_end_to_end_information_available
ISUP IND. 1 ISUP_used_all_the_way
ISDN PREFERENCE IND 0 isdn_up_pref_all_ the_way
ISDN ACCESS IND. 1 originating_access_ISDN
SCCP Method 0 no indication
CALLING PARTYS CATEGORY 0x09
LENGTH: 0x01 FIXED DATA 0x0A
CALLING PARTYS CATEGORY 10 ordinary_subscriber_precedence_level_1
TRANSMISSION MEDIUM REQUIRED 0x02
LENGTH: 0x01 FIXED DATA 0x00
TRANSMISSION MEDIUM REQUIRED 0 speech
INDEX TO CALLED PTY ADDRESS 0x02
INDEX TO OPTIONAL PART 0x09
CALLED PARTY NUMBER PARM 0x04
LENGTH: 0x07 VAR. DATA 0x82 0x90 0x29 0x61 0x69 0x97 0xO0F

ODD/EVEN IND

NATURE OF ADDRESS IND
INTERNAL NETWORK PARM
NUMBERING PLAN

1 odd_number_of_digits

0x02 Called_reserved_for_national_use

1 routing to internal network number not allowed
1 ISDN_Telephony Numbering_Plan

DIGITS: 92169679F
EXTENSION DIGIT F -ST
OPTIONAL PARAMETERS:
CALLING PARTY ADDRESS 0x0A
LENGTH: 0x04 OPT. DATA 0x02 0x1l 0x69 0x87

ODD/EVEN IND

NATURE OF ADDRESS IND
NUMBER INCOMPLETE IND.
PRESENTATION IND.
SCREENING IND.
NUMBERING PLAN

0 even_number_of_digits

0x02 Calling_reserved_for_national_use

0 complete

0 address_presentation_allowed

1 user_provided_passed_network_screening
1 ISDN_Telephony Numbering_Plan

DIGITS: 9678
RESERVED/UNKNOWN OPT PARM 0x3D
LENGTH: 0x01 OPT. DATA O0x1F



USER SERVICE INFO 0x1D
LENGTH: 0x03 OPT. DATA 0x80 0x90 0xA3
EXTENSION BIT 1 last_octet
CODING STANDARD 0 CCITT coding_standard
BC INFO TRANSFER CAP 0 transfer_speech
EXTENSION BIT 1 last_octet
TRANSFER MODE 0 circuit_mode

INFORMATION TRANSFER RATE

EXTENSION BIT

USER LAYER IDENTIFICATION

MULTIPLIER/PROTOCOL ID
END OF OPTIONAL PARAMETERS

kkhkkkkhkkkhhkkkhkxkkhkkkkkhk k%

16 rate_64_kb_per_s
1 last_octet
1 user_info_layer_1_protocol
3 A_law_speech
0x00
END_OF_MSG
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14:07:33.630890 10.48.85.24:3001 10.48.85.187:3001

NI2+...... -> SETUP (05) PROT:08 CREF:0003
IE:BEARER_CAPAB (04) 8090a3
IE:CHANNEL_ID (18) e9808381
IE:CALLING_PARTY NB (6c) 0181 CALLING NB:9678
IE:CALLED_PARTY NB (70) 81 CALLED NB:92169679
14:07:33.640377 10.48.85.187:3001 10.48.85.24:3001
NI2+...... =-> REL_COMP (5a) PROT:08 CREF:8003
IE:CAUSE (08) 80ba
Cause 58 = Bearer Cap Not Avail
14:07:33.660505 1-002-1[02065] 1-010-1[02129]
ITU ISUP. -> REL (Oc) CIC=00001 Cause 58 = Bearer Cap Not Avail

SLS=01 Pr:0 Ni:NTL

R S R R I S S R I I S S R I S DETATL R S I R R I S S R I I S S I

CIC 1

MESSAGE TYPE 0x0C REL - Release_Msg

INDEX TO VARIABLE PART 0x02

INDEX TO OPTIONAL PART 0x00

CAUSE IND 0x12
LENGTH: 0x02 VAR. DATA 0x80 0xBA
EXTENSION BIT 1 diagnostic_is_not_included
CODING STANDARD 0 CCITT_standard
GENERAL LOCATION 0 User
EXTENSION BIT 1 diagnostic_is_not_included

CLASS 3
VALUE IN CLASS 10
CAUSE VALUE 58

kkhkkkkhkkkhkkkkhkkkhkhkkkhkk*k

END_OF_MSG

14:07:33.742257
ITU 1ISUP.

1-010-1[02129]
-> REL (0Oc) CIC=00062
SLS=14 Pr:0 Ni:NTL

1-

Service or option not available

Bearer capability not presently available

kkhkkkkhkkkhkkkhkkkhkkkkkhkk*k

002-1[02065]
Cause 58 Bearer Cap Not Available

R S R R I I S S R I I S S I S DETATL R S I R R I I S S R I I S S I

CIC 62

MESSAGE TYPE 0x0C REL - Release_Msg

INDEX TO VARIABLE PART 0x02

INDEX TO OPTIONAL PART 0x00

CAUSE IND 0x12
LENGTH: 0x02 VAR. DATA 0x80 0xBA
EXTENSION BIT 1 diagnostic_is_not_included
CODING STANDARD 0 CCITT_standard
GENERAL LOCATION 0 User
EXTENSION BIT 1 diagnostic_is_not_included
CLASS 3 Service or option not available
VALUE IN CLASS 10



CAUSE VALUE 58 Bearer capability not presently available

kkhkkkkhkkkhkkkhkxkkhkhkkkhkk*k END OF MSG kkhkkkkhkkkhkkkkhkkkhkhkkkhkk*k

14:07:33.770574 1-010-1[02129] 1-002-1[02065] ITU ISUP. -> RLC (10) CIC=00001
SLS=01 Pr:0 Ni:NTL

R S R SR I I S S R I I S S I DETATL R R S I I R I I S S R I I S S R I S

CIC 1

MESSAGE TYPE 0x10 RLC - Release_Complete_Msg

*Ahkhkkhkkhhkhkhkkhhkkkhhkxkkk END_OF_MSG hAhkhkhkkhhkhkkhkkhhhrkkhhkkkk
14:07:33.780953 1-002-1[02065]1 1-010-1[02129] 1ITU 1ISUP. -> RLC (10) CIC=00062

SLS=14 Pr:0 Ni:NTL

R S R R I I S S R I I S S R I S S DETATL R R I R R I I S S R I I S S I S

CIC 62
MESSAGE TYPE 0x10 RLC - Release_Complete_Msg
hAhkhkhkkhhkkrkkhkkhhkkkhhkxkkk END OF MSG
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0| B Serial 2IE{H|O|A of2fofl BHEES FIHELICEC|H T isdn q9312 Al=&5tD O] 2X7 A&
Ha*épé K| &lgfL|ct. 2% ChH debug isdn q931 A S A6t 0|24t Cisco 10S HAEE 71|
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. MH|A EFLABIE C[EH datetime msec
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Cause i = oxsoealll CHEH S22 #4735 24™ Serial Q/E{H 0| 0}2H01| isdn incoming-voice modem
o424
[=Ne)

May 3 10:31:02.916: ISDN Se0:15 SC Q931: RX <- SETUP pd = 8 callref = 0x000D
Bearer Capability i = 0x8090A3
Standard = CCITT
Transer Capability = Speech
Transfer Mode = Circuit
Transfer Rate = 64 kbit/s
Channel ID i = 0xE980839F
Exclusive, Interface 0, Channel 31
Calling Party Number i = 0x0181, '9678'
Plan:ISDN, Type:Unknown
Called Party Number i = 0x81, '92169679'
Plan:ISDN, Type:Unknown
May 3 10:31:02.936: ISDN Se0:15 SC Q931: TX -> CALL_PROC pd = 8 callref = 0x800D
Channel ID i = 0xE180839F
Preferred, Interface 0, Channel 31
May 3 10:31:05.300: ISDN Se0:15 SC Q931: TX -> ALERTING pd = 8 callref = 0x800D
Facility i = 0x9E8100036774640000001B41434D2C0D0A50524E2C6973646E2A2C2C4E45543
52A2C0O0DOAODOA
May 3 10:31:07.088: ISDN Se0:15 SC Q931: TX =-> CONNECT pd = 8 callref = 0x800D
May 3 10:31:07.108: ISDN Se0:15 SC Q931: RX <- CONNECT ACK pd = 8 callref = 0x000D
May 3 10:31:09.672: $ISDN-6-CONNECT: Interface Serial0:30 is now connected to 9678
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May 3 10:31:09.672: $ISDN-6-DISCONNECT: Interface Serial0:30 disconnected from 9678
, call lasted 2 seconds
May 3 10:31:09.672: ISDN Se0:15 SC Q931: TX -> DISCONNECT pd = 8 callref = 0x800D
Cause i = 0x8090 - Normal call clearing
Facility 1 = 0x9E8100036774640000001B52454C2C0D0AS50524E2C6973646E2A2C2C4AE45543
52A2C0ODOAODOA
May 3 10:31:09.824: ISDN Se0:15 SC Q931: RX <- RELEASE pd = 8 callref = 0x000D
May 3 10:31:09.828: ISDN Se0:15 SC Q931: TX -> RELEASE COMP pd = 8 callref = 0x800D

A sl Ed H &2l

E A7t g5t ™ Cisco 10S debug B&E debug isdn q931 & Cisco PGW 2200 MDL(Message
Definition Language) =231t &7 SS7 AL|H FHg +=% 'E*L—IEP

Cisco PGW 2200 MDL &% =%
MDL £X& +ZElott{™ OIS EHE s gfLCh

1. 9 Al SS7 SigPath ¥13 £ YAl ERG I8 $H5 2 AlghLc)
2. lopt/CiscoMGC/bin/log_rotate.shoil & éELEEE Aldstod 28 S|™E Lt

3. sta-sc-trc:ss7sigPath O/&2 A& 3504 MDL £X £ A/&EfLICY. | orig trunkgroup number 8
2 U EQIXIMIEH L8 2 224 help:sta-sc-trc help B2 MML(Man-Machine Language)2
Sl gt

4. M3lE Ho{ EHIAEE s&FLICE

5. stp-sc-trc:all BHE S A=5t0{ MDL F£28 SX|[gFL[Ct.

6. H2E £3}0| £3} ID(C:)E AlwdstLct. E1|__ gt EoiMH HAE 2 £0| 0|F0{Tl B2 &5t
ID7F StLEEE EAIEILICHCHS 2 /get_trc.sh trace_file_nameS Y2 & I} ~AIEHE AR HE
9| of JLct.

/opt/CiscoMGC/bin

mgcusr@PGW2200% ./get_trc.sh _ss7path 20040116104232.btr
get_trc.sh ca/sim/sp Trace File Utility Mistral Version 1.2
The ANALYSIS mdo file is: GENERIC_ANALYSIS.mdo
Retrieving _ss7path_20040116104232.btr trace file Call ID's, please wait...
Enter one of the following commands:

= Simprint in less

= Simprint with printing of sent and received Fields in less

= Display trc trace in less

= Display trc trace in less (Generated)

= Convert to trc trace file

= Display CA file in less

Move to Next call ID

= Move to Previous call ID

= List call ID's in current file

= Set SP flags

= Print Help

o m X B2 P Q60U "n
1l

= Quit get_trc.sh
Or just enter the ID of the call you want if you know it
Use (N)ext and (P)revious to move between the call ID's
_ss7path_20040116104232.btr contains 10 call(s)

==> Working on call 1 ID 24 H = Help [S/F/D/G/C/A/N/P/L/H/Q/id]?

o z2HM Cisco PGW 22000 M YA E et B ol2fet mtoi= ofe] 7ol EE &

gt FM7|7F & E £ U&LICh ool Zt FX E1I_=.1_501|t EYUYIE 8y Y dHIZE
o Z#HEl RO YIE HEJ JUSLICLZA BlZEos EY S35t 2#E S ID7F UE
L|C}.

7.MDL ™ g ¢l7| 758t @Alo 2 HEH LTt /opt/CiscoMGC/bin C|HE 2|2 0|& 504
Jget_trc.sh trace file name B2 A& ELICT.



8. ZEZE0] CallIDE &2i5to R E Ssto| MDL FHS 2 0|SFLCH.
9. &% nj g wHEtslz{T C Qﬁ% MEHEL|CH & T HEFHO btr2! Tk U2 Cisco PGW 2200
=x{7| &t 8 Cisco PGW 2200 MML

o

0i| A et o2 & mlL|ct ot O|F o F &

B2 sta-sc-trcol| X|AE LICH CISCO PGW 22002 &4 o248t mtof .btr HHHES FIHE L
Cl'Cr S M2 AFR 50 0} Q0| HIAE siAlo 2 HiStE| T 2&HEH0| tre7t T} O|2of X 7}E
L|Ct.O[248F mtdol= TS et AIZEo|M "ol M A-&E MDO Z E 9| RtA|EH 22l
H F=M HE7 X E|o] e E MDL FME EFELICL

10. & I U2 /opt/CiscoMGC/var/trace Q& LICt. .btr & trc TItLE ZF MH[A Lo

EEsto{ AEFLCH
11. Jopt/CiscoMGC/var/logdl U&= platform.log Tt S =& gL|Ct Z <0 2} Cisco 7|1& K| &

X017} MHIA QEE MElshe Sot BEAQ 224 E CHE platform.log HEE 215t
£ -

_I_

2

ALEI/SIP-SS7 AL|H F3 £3F]

o]l MMl AL £XME £E5t= 0] 0| LA x|o] RI&LICH.Cisco Packet Telephony
Center - PTC-MT(Monitoring and Troubleshooting) S A x|%{7{L} 0| & 2| Cisco Snooperg 2
st Q=X| o450 2t MEHSHE =0 ':*EP"L_IEP Cisco Snooper= SS7-SIP &3t 5§22 &
olafer &= U&LLCt.

T

- B E Solaris £ 01X snoop B AT LICLUNIX 252 HEE +EsedH +H{F X
2 210lstod ChE BHES AL

snoop -0 snoop.log IP address

Ctr+CE /245l0{ A5 ZE Z 2351 snoop.log THLE FH0|A - EO| YZE=rL|Ct & Q: O]
I+ UO| UNIX AF X HABZ ALEsto MRS 2 A OlAAM AHELICEH

. Cisco Snooper O Z2|71|0|4M4& A&lErLIC} Cisco Snooper HEE £+ Z5t2iH T HRXME 2
1215104 /snooper int INTERFACE PARMS LIST BE& A&t 7L A dYEE M3 st=
JsnooperE AIErL|CH.

./snooper int hme'x' ni2+ ss7 > snooper_intl

!--- Where 'x' is the interface number, which you can also find !--- by issuing the ifconfig
-a command.

£ 1: snooper_int1 TtAUZ2 7H0|A L EO| Y2 E=FrLCY.
- PTC-MTE Q%‘&FMEP.PTC MT HEE s&dltiH sHRME 212/5+09 /ptemt int

£
INTERFACE PARMS LIST BB & A5t 7Lt ™A MBS MB35t /snoopergE A& st Al
Q

—_—

./ptcmt int hme'x' ni2+ ss7 > snooper_intl
!--- Where 'x' is the interface number, which you can also find !--- by issuing the ifconfig
-a command.

"snooper_int1" Tt U2 7 0|A HIZH &

#H e

FL|C}.
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