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2026-01-10 06:06:31,274 ERROR [http-nio-8l-exec-157] cpi.sso.saml.sp.security.authenticatio

com.sun.identity.saml2.common.SAML2Exception: Failed to decrypt the secret key.
at com.sun.identity.saml2.xmlenc.FMEncProvider.getEncryptionKey(FMEncProvider.

at com.sun.identity.saml2.xmlenc.FMEncProvider.decrypt(FMEncProvider.java:607)
at com.sun.identity.saml2.assertion.impl.EncryptedAssertionImpl.decrypt(Encryp
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https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId--24706933
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https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html#toc-hId--1462769849
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% Cluster wide [One metadata file per cluster)

) Per node (One metadata file per node)
Certificate

) s system generated self-signed certificate (ITLRecovery)

Use Tomcat certificate
*Nobe: For tha tomeat certificate to be used for cluster wide EED.lt must be & multi-senser CA-signad or

JMMWEMHW 1L Update lP Metacata Fis Fix Al Disabled Servers

SP HIE}HIO|E{E IdP(Identity Provider) ME{Z 7}X{SLICH RHMIEH LI ID S ZX10]
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SAML Single Sign-On

550 Made
™ Cluster wide (One metadata file per cluster)
) Per node (One metadata file per node)
Certificat

@ Use system generated self-signed certificate (ITLR=covery)

® Lse Tomcat cerificate

*Maote: For the tamcat certificate to be used for duster wide 550, & must be & multi-server Eh-slgnad o

tﬁmmmla Export A3 Matadata ‘L; Update idP Metadata Fia Fix All Disablod Servers
L

i 5 Web server connectons will be restarted

Eralblirsg S50 and Enporting the methdaty will cause wel Lendoes (e nesta upon completion of the
wizhrd, Al aNected web spplications will drop thelr donnection momentanily dnd need to be kegged inte
again.

@ Chick "Export All Metadata®™ button

M the server metadata has not already Been uploaded to the 1dF, it can be done belore nanning the
wizard, You can obdain the server metadata by clicking the "Export AN Metadata™ Batton on the main
page, Then g to the KIP and upload the file,

If 104 ks prewisioned with chuster-wide SP meatdata, you need Do enable cluster-wide SAML 550, [F 1IDP B
providonsd with per-node SP metsdats, you need o enable per-rode SAML S50

Comines || Cancel



https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6
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- Test for Multi-Server tomcat certificate

The criteria for enabling clusterwide S50 is that you must have a multiserver tomcat certificate already deployed. If you have not done this already please follow the below steps:

1) Login to Cisco Unified 0% Administration Page and Ravigate to Certificate Management under Secusity Menu

2} Click on Generate CSR

3) Select Certificate Purpose as Tomeal

4) Select Distribathon as "MuRl-Senaer™

5) Click Generate

6) Download the CSR and gt it signed from the CA of your chosor

7} Once the certificate s isswed by the CA, wupload it via the "Upload Certificatey’ Certificabe chain™ optien an the Cenificate Management page
) Restadt Torncal service on all the nodes in the duster

) Restan TFTP service on all the TFTP nedies in the cduster

For self-signed Muli-server tomecat certificate:

1} Loghn to Ciico Unified OF Administration Page and Navigste te Cenificite Management under Security Menu
2} Click on Generste self signed Muli-sarver tomeat certificate

3} Select Certificate Purpose a5 Tomcat

4) Select Distributhon as “Multi-Server™

%) Click Generate

&) Restart Tomoat service on all the nodes In the chuster

7)) Restat TFTP sendce on all the TFTP nodes in the cluster

I the abowe steps have been completed, click Test beliow which will confiem if the maulti-server tomcat certificate is deployed before proceeding o the next stage
Test for Multh-Server tomcat certificate

Naxt Cancal

- 1dP HEIH|O|E{& L E =51 Import IdP Metadata(ldP HIEFCO|E| 7M7) & Ml £ 2
EE|™ Next(CHg)E MEHELICY.

SAML Single Sign-On Configuration
‘ rext

rStatus

@ Status: Ready

J Impart succeeded for all servers

—Import the IdPF Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers,
1)Select the IdP Metadata Trust File

Choose File MNo file chosen

2)Impaort this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard.

I Import IdP Metadata I Q.,}’;" Import succeeded for all servers

Next || Cancel |
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« Test SSO Setup(E|IAE SSO A™)0{| A Standard CCM Super Users(E &
Run SSO Test(SSO ElAE AlsH)E MeHstod AR EHLICH

O50| & E AERE MEYst

SAML Single Sign-0On Configuration

‘.Bm

~Status
'_l, The server metadata file must be installed on the 1dP before this test is run

~Test 550 Setup
Thits £est vierifies that the metadata files ane comectly configured and will allow S50 bo SEAFT up on the Servers. This est can b mn on army

1)1Pick & valid username b wie for this test

ou must already know the password for the selected username.
This user must have sdministrator rights and also exist in the LdP.

; '_l' Pledae use oné af the Ussmames shown below. Using any other Udermamea o kog into the IAP may result in sdministrator lockout

1
alid admial g
admang

2]Launch 550 test page

Run 550 Tes

Back Cancel

Google Chrome

spSpa |:]|_':-._.-" Test

R Test SAML

8 MNot secure 15pub

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

| Close |
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SAML Single Sign-On Configuration
‘ Back . Finish

- Status

\/ S50 Metadata Test Successful

- Ready to Enable S50
Clicking "Finish™ will complete #nabling S50 on all the servers in this cluster. There will be a short delay while the applications are being updated.

!5 The *Cisco SSOSP Tomcat™ and "Clsco UDS Tomcat® services will be restarted on all nodes in the cluster if the S50 mode Is "Cluster wide®. Otherwise, those services will be restarted on a particular node.

To verify the S50 status of each server, check the main S50 Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back | Finish Cancel
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1. CUCM && #2|xt & Tomcat Q/1E M= CA ME IS5 MHULICE

2. CUCM %! Expressway &5 2 TLS(E & Z =)0l A™ELICH

3. inspect Expressway-C 210{|= "SSL routes:ssl3_read_bytes:tlsv1 alert unknown ca"7t ZE A|
Euct
<#root>

2026-01-29T14:01:16.974-05:00 exp-c traffic_server[2030]: UTCTime="2026-01-29 19:01:16,974" Module
HTTPMSG:

|GET /CSFmarcoalh.cnf.xm1 HTTP/1.1

Host: expc.cisco.com:6972

Accept: */*

Cookie:<CONCEALED>

User-Agent: WebEx/0.0.0.0

TrackingID: fxxxxxxx-86f6-4030-8259-0b768c07723e

Client-ip: XXX.XXX.XXX.XXX

X-Forwarded-For: xxx.xxx.xxx.xxx, 127.0.0.1

Via: https/1.1 vcs[0fxxxxxx-c853-xxxx-aal6-0a290bf56fc8] (ATS), http/1l.1 vcs[5xxxxxxx-7feb-4xxx-¢

2026-01-29T14:01:16.974-05:00 exp-c traffic_server[2030]:[ET_NET 1JERROR:SSL connection failed for

SSL routines:ssl3 read_bytes:tlsvl alert unknown ca
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1. CA M&E QB ME AFE3+04 CUCMIL Expressway 72| AME| A E t2 5t Hit

Export CUCM Export EXP-C Restart services
certificates & certificates & [> in CUCM
import in EXP-C Import to CUCM cluster.

OS administration(OS £ 2l) > Security(=2 ¢+) > Certificate management(21Z A & 2|)E 0[Sst1
Call Manager 2! Tomcat Q|5 A0l MHHS= FE CAUSM L SZHUE E)E CIREZ=FLCH

rI'J

81, Generste Seit.signed "'Ilq‘_‘l Upioad Certicate/Certicate cham (3] Downioad €TL (3] Generate cSR (3] DownlosdCSR ()] Reuse Cersticate

Status
’V@) 18 records found

[ certificate List (1 - 18 of 18) Rows per Page !

Find Certificate List where | Certificate ¥ |Beging with T |callmanager Fird || Clear Filter | o || ==
Select item or enter search text ¥

Certificate - Cesnrmea NaraCamman Mama_Seriallumbas Uasgs Type ,r;’; Diatribution Tagsad By

CallManager Idertity CA- RSA  Multi-server{SAN) !
signed

CallManager-

ECDSA

caivsnager- [ - > - Tust  sef  pcs (I <21 I, 7 -1

bt & £ H 4 dis Signed

3™ CH& Expressway-C > Maintenance( X| & 2l) > Security(22 2t) > Trusted CA certificate(2 2|
F = Q= CA QIB A)E 0|53t Call Manager2| CA 215 A2t Tomcat 215 MHE YZ=8rLCt



Upgrade
| Logawo ——
Smart licensing 1
1

Email Notifications

Tools »
Backup and restore Server certificate
I Diagnostics » CRL management
| Maintenance mode Client certificate testing
Language Certificate-based authentication
Restart oplions configuration
e Secure fraversal test
Ciphers
SSH configuration
Upload J'
I Select the file containing trusted CA certificales Choose File | No file chosen I L
Trusted CA certificate Viou are heve: Manieoance |

i, File uploaded: CA carificals s phisded File conbests - Certificates 1, CRLS 0

iif

Wi [ghescoesd)

Corttcats | o Mistches Insuer Fat 09 2028

Show all idecoded)|  Smow all (PEM e |.'-=.=|e| Select al| Linseiec a1

%

£ 1: Call Manager & Tomcat /&5 M7t Rt A MEE F<, Al Call Manager 2! Tomcat

S
QIZEME CR2ZE3t1 Expresswayoll 2= L|CH

certificates & certificates & in CUCM
import in EXP-C cluster.

Import to CUCM

Export CUCM |:> Export EXP-C E> [Restart senvices

Ol=
A -

Expressway-C > Maintenance(& X| & 2l) > Security(£ 2+) > Trusted CA certificate( M Z/& 4= @
CA @15 M) > Show all (PEM file)(25 EAI(PEM T} )2 0|S&L|ct.



Trusted CA certificate

| Cerificate --‘\DSEFWE R-CA

Show all (decoded) | | Show ail (PEM file)| | selectall| |

Expressway-COll M8t CA 215 M2l PEM 2t SA5H0d txt TFUofl A EFLICEH

|| expcert.pem - Notepad =

File Edit Format View Help

l---- BEGIN CERTIFICATE-----
MIIDdzCCAl+gAwIBAgIQFBGTWjxDrplB5NgcCLcOFTANBgkghkiGOw@BAQsFADBO
MRUWEWYKCZImiZPyLGQBGRYFbG9jYhwxFzAVBgolkialk/IsZAEZFgdicm9gZWRh

jsFtVBS1DOReW61KUSgbIHS19QubCxZHxd4a
----- END CERTIFICATE-----

OS administration(OS # 2l) > Security(2 2t) > Certificate management(Q!&Z M #E))E 0|53t
Upload Certificate/Certificate Chain(21& M/QIE M A2l YEE)S MEHSI T Expressway-C CA 2l
& ME Tomcat-trust & Call Manager-trust2 (2 =g L|C}



Show = Settings + Securty + Software Upgrades = Services + Help -

@J Generate Self-signed E;g Upload Certificate/Certificate chain @" Download

Upload Certificate/Certificate chain

Eé Upload Close

—Status

@‘Harning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate /Certificate chain

Certificate Purpose® | CallManager-trust v |I
Description(friendly nama} | |
Upload File Choose File | expcert.pem

| Upload || Close |

Export CUCM Export EXP-C
certificates & |:> certificates & |:>
import in EXP-C Import to CUCM

CUCM Z2HAEAM Z 28 MH|AZE CHA| A|ZHEFL|CE.

« Cisco Unified Serviceability(Cisco Unified AH|A 7+& ) > Tools(Z) > Control Center -

Feature Services(XM0{ MlE{ - 7|5 MH|A)Z 0|58t Cisco CallManager MH|AE Al S}
£ B E L C0i A Cisco CallManager AMH|AE R A|ZHELICEH

Cisco Unified Serviceability(Cisco Unified AMH|A 7+& %) > Tools(&) > Control Center -
Feature Services(M|0{ ME] - 7|5 MH|A)Z 0|S 31 Cisco TFTP MH|AE A= 2 E
oA SHE MH|AE CHA| A|ZFEELICE

utils service restart Cisco Tomcat @EE2 AL85t0{ CLIE Sdll 2HAECS ZE = E0{ A
Tomcat MH|AE RHA|ZFEFLICH

utils service restart Cisco HAProxy @& & AI&35t04 CLIE S8l 22{AES 2E = E0M
Cisco HAproxy MH|AE RHA|ZFELICE
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1. 3}t e HIA|IX|0f "802.1x 215 Alm{"

12:12:36p 802.1X Authentication: Failed
12:12:57p 802.1X Authentication: Failed
12:13:33p 802.1X Authentication: Failed
12:14:11p S02.1X Authentication: Failed
12:14:48p 802.1X Authentication: Failed
12:15:32 802.1X Authentication: Failed

12:16:08 802.1X Authentication: Failed

2. YYE B Mol Mt 208 HAstD

4592 NOT Feb 17 11:01:25.041733 (349-349) PAE:
4593 NOT Feb 17 11:01:25.041826 (349-349) PAE:

++ EAP-Failure

4594 NOT Feb 17 11:01:25.041898 (349-349) PAE:
4595 NOT Feb 17 11:01:25.042032 (349-349) PAE:
4596 NOT Feb 17 11:01:27.061822 (349-349) PAE:
4597 NOT Feb 17 11:01:27.061950 (349-349) PAE:
4598 NOT Feb 17 11:01:27.062009 (349-349) PAE:
4599 NOT Feb 17 11:01:27.062068 (349-349) PAE:
4600 NOT Feb 17 11:01:27.062134 (349-349) PAE:
4601 NOT Feb 17 11:01:27.062189 (349-349) PAE:
4602 WRN Feb 17 11:01:27.062462 (349-349) PAE:
4603 NOT Feb 17 11:01:27.062550 (349-349) PAE:

"SSL_ERROR_WANT_READ"E & &LICt.

-Secure Connection Handshake in progress - status SSL_ER
-EV_REQUEST_REC, ST_AUTHENTICATING->ST_AUTHENTICATING

-send EAP-Resp/TLS - id 9

-authWhile timer set: 30 sec

-[0001-0] 08-cc-a7-1c-bb-ae vid=0xfff=4095 static=0 pri=
-port=0

-cprCdpGetPort address: 8:CC:A7:1C:BB:AE Phyport=0 app
- >>>>>>>>>>>>> port obtained = 0 for mac macAddress 08:
-rcvd EAP-Failure

-EV_FAILURE, ST_AUTHENTICATING->ST_HELD

-802.1X auth FAILED

-paeInfoToInetd: PAE info sent to NETSD

4604 NOT Feb 17 11:01:27.062717 (1786-1880) JAVA-Calling handleNetSDEvent

4605 WRN Feb 17 11:01:27.062953 (1786-1880) JAVA-Thread-11|cip.sec.Security:? - Security: Received a pr
4606 DEB Feb 17 11:01:27.063039 (1786-1880) JAVA-openQue(): que->/tmp/pae_msg_que, key->0x101019ab

4607 DEB Feb 17 11:01:27.063069 (1786-1880) JAVA-openQue(): que->/tmp/pae_rsp_que, key->0x10101lc4c

4608 DEB Feb 17 11:01:27.063091 (1786-1880) JAVA-getpaeinfo: send pae info message paeCmd.mtype=1880, p
4609 DEB Feb 17 11:01:27.063121 (1786-1880) JAVA-getpaeinfo: recv pae info resp ret=-1, errno=No messag

4610 NOT Feb 17 11:01:27.063306 (349-349) PAE:
4611 NOT Feb 17 11:01:27.063370 (349-349) PAE:
4612 NOT Feb 17 11:01:27.063423 (349-349) PAE:

-paeInfoToInetd: Netsd event NETSD_EV_PAE sent to NETSD
- PAE RE-AUTH, not sending SEC_DOWN Netsd event for CDP
-paeSetlLastSupStatus: LastSupStatus 0



4613 NOT Feb 17 11:01:27.063475 (349-349) PAE: -heldWhile timer set: 60 sec
4614 NOT Feb 17 11:01:27.064074 (349-349) PAE: -paeNetsdRcvMsg(349): PAE event: status: FAIL : Resource
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1. QS g TET(of TLS ZEJt EdstEl Eot T2 m o] Z 3 e|of U&LICH.
~Phone Security Profile Information

Product Type: Cisco 8845

Device Protocol: SIP

Name* Ciseo 8845 - Secure profile
Description Cisco 8845 - Secure profile

Monce Validity Time® 600

Device Security Mode | Encrypted v
Transport Type™ A TLS ’ i

Enable Digest Authentication
TFTP Encrypted Config
Emable OAuth Authentication

2. g2 = ™stlof LSC 2lE 0| dx|z[of U&LICH.
3. CAPF Q1B M7t 2|41 E{QIX| = QIBfL|C}.
Certificate List (1 - 15 of 15)
Find Certificate List whins | Centifizate | meging wan | casr Firsd || Cloar Filter || < || =
Geldect ivem o enter peanch tex
Cartificate = Ciremoe Mame/Common Name_Seraifbamber Lage Tige x‘;’r Cistrigution [swmd By Exgiration
CAPF CAPF-DECl 7205 1gentity  Saif- RSA  omlS £IE0, L0 CAFF-DBC1 7206 10/0 S 2028
shgred
4. CUCM HAIRtol 232215t 1 O™ CAPF 215 M Y3 5 & E AlSHE show ctl BHE ALS
st |__| |_—_|.
= .

5.1 CIS M3y 2ot =2 LIS H|Eoto 2 g4Z3%tL|Ct.



CUCMO{|M CTL mt g A5t Bt MH|AE MA|ZSH04 TSL7|7F CAPF 0| UE Aj
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Medium Impact.

CAPFE dE3xo = ZAISHT| &8t Mkt

LSC in

SO PhDI'IIE'

-

Install i 1

Ruestart Changa
s iaingd 1 D{ phana 1o ] E:)

Change
E} Phane prafile

10 SEcure

admin:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/n): y

Updating CTL file
CTL file Updated
Please reset all Encrypted and Authenticated phones for the CTL file updates to take effect.

FLICEH HIAIRES| CcLIol 222151 utils ctl update CTLFile
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for
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_t':l
ne
mo
2
jn}
2
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0 secura

| T o

Change Install new
phond to E:} LSC in |:>
non=secura phone

Change
Phoni profile

1. CUCM H|A|RF2] Cisco Unified Serviceability(Cisco Unified AMH|A 7H&4) > Tools(8) >
Control Center - Feature Services(XM|01 MIE] - 7|5 MH|A)E 0|S3t1 CAPF MH|AE RHA|
Arghict.

2. Cisco Unified Serviceability(Cisco Unified MH|A 78 4]) > Tools(E) > Control Center -
Network Services(Control Center - HIE|3 MH|A)Z 0|53t Cisco Trust Verification
ServiceE A&85tE 2 E =0 M Cisco Trust Verification ServiceE CHA| A|ZH&fL|CE

3. Cisco Unified Serviceability(Cisco Unified AMH|A 7F&4]) > Tools(E) > Control Center -
Feature Services(XM|01 MIE - 7| MH|A)E 0[S 3+ Cisco TFTP ServiceE A&st= ZE
T E 0| AM CFA| A|EFEELICH

Restart

¥ Install nw Changi
U"djl‘l‘;cn required E>| | E}[ LSE in 1 (3 [Phnne Drﬂlila}

SErviCes phone ED Secung




« CM administration(CM & 2[) > System(A|A &) > Security(£ 2+) > Phone Security Profile(T
7| 2ot Z2 )2 o|SFLICtH

onfigured a direct dial 911

p device is configured. This

ons Paging Is not configure

Administration

all, disk 1: 110Gbytes, 8152Mbyts

» o0 miércoles 4 de maroo de 2026 15H1.
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eryplographic products may Be found a

municstions Manager please visit our s
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B

Phone Security Profile Information
el 5845

SIF

Chico BE4S - non Secure prodile

Description | Cisco 8845 - Sequre profile
Nenoe Validity Time® [gop

Dewice Security Mode | Non Secure

sport Type

Enable Digest Authentioation

I TFTP Bncryoted Config
Enable QAuth Authentication

rPhana Sacurity Profila CAPF Informati

Authentication Mode®

By Null String v
Ky Order ™ (RSA Only >
RSA Key Size (Bits)* (2048 v
EC Key Size (Bits) = Hone > v

Note: These fields are related to the CAFF Information settings on the Phone Configurat

usad in Phone

Save | | Delete | | Copy | [ Reset | [ Appiy Config | [ Add New |

- AgClHtola Hot zz o

Config& MEHELICt

~Protocol Specific Infermation

mjo
5]

&= M3t7| Z4x|22l|o| Mol 24 &3t Save and Apply

Packet Caplure Mode™ | Hane

L

{ 4

Packet Capture Duration o

BLF Presence Group" [ Stardard Presence grous
SIP Dial Rules [< tiome =

MTP Profurred Originating Codee™ 7110,

Device Security Profile®

Citco 8845 - non Secure profile

]

Rercuting Caling Search Space | < Mone >

SUBSCRIBE Calling Search Space | « Nong >

SIP Prafile* | Standard SIP Profile

Digest User | < Mone =

¢||e]|¢]| ¢

[ Media Termination Peint Reguired
[Curettenses Port
[ Require DTHF Reception

Change
phone to

L =

==Jo[ & ]9

I o
>

|&FLICt.

Irestall nv Change
N [ | Phone profile
phone 0 Secu

7|19 C|HtO|A 74| I 0|440| A CAPF ME MM E AL Sto HREH T57|of



CAPF information(CAPF & &)0{ A Install/Upgrade in Certificate Operation(2!13 M =404 A
Mx|/dadolE)g MEfELIC.

rCertification Authority Proxy Function {(CAPF) Information
Certificate Operation® [Install/Upgrade |
Authentication Mode * [By Null String d |
Authentication String

Key Order® [ msA only v
RSA Key Size (Bits)” [zoa8 |
EC Key Size (Bits)

Operation Completes By (2026 |[03 |14 |[12 ] (rrrvesmM:oo:HH)

Certificate Operation Status: None
Mote: Security Profile Contains Additional CAPF Settings.

« Save and Apply ConfigE MEHEFL|C}.
- Certificate Operation Status(21& A 2f 4 4 EH)0l Operation Completed(2 ] 2t 2 E)7t EA|
= W7HX| Z|cHLCH,

senvices N =5ECUTe

ERCEY

Chal Install Change
phomml:al; jl:b{ nisc?:w ]I::} Phone profile

Phone Configuration(¥13} 7| Z4I|12|0]|M) 2| Protocol Specific Information(Z2EZ S HE) Al
Mol g TLSTt ZdsteEl 2ot Z2EHE MEFLIC

~Protocol Specific Informatio

Packet Capture Mede® Hone |

Packet Capture Duration o

BLF Presence Group™ Standard Presence group |

SIP Dl Rules < Mone > ~

TP Preferred Originating Codec®

Device Security Profile™ | Cisco 9945 - E"EEEF‘E profile v]]

Rercuting Calling Search Space | < Mone > |

SUBSCRIBE Calling Search Space | < None > |

SIP Prafile® Standard 519 Profile | Vigw Details
Digest User < Mone = b |




QS;!H xmu [_'L‘:lmp_.- %mm & Aeply Config Ial}:mrlaw

—Phone Security Profile Information

Product Type: Cisco BB4S5
Device Protocel:  SIP
Mame*

| Cisco B845 - Secure profile |

Drescription | Cisco B84S - Secure profile |
MNonce Validity Time® |_5|;u;| J
Device Sacurity Mode | Encrypted ~|
Transport Type ® [T ~]

[ Enable Digest Authentication
& tere Encrypted Config
) Enable OAuth Authentication

led x4

- O -1

re

https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-

communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html

* https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-
communications-manager-callmanager/217 138-regeneration-of-cucm-ca-signed-
certifica.html

* https://www.cisco.com/c/en/us/support/docs/content-networking/certificates/213295-how-to-
install-an-Isc-on-a-cisco-ip-phon.html

* https://www.cisco.com/c/en/us/td/docs/voice ip comm/expressway/config guide/X15-

2/mra/exwy b mra-deployment-guide-x152.html



https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ko_kr/support/docs/content-networking/certificates/213295-how-to-install-an-lsc-on-a-cisco-ip-phon.html
https://www.cisco.com/c/ko_kr/support/docs/content-networking/certificates/213295-how-to-install-an-lsc-on-a-cisco-ip-phon.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-2/mra/exwy_b_mra-deployment-guide-x152.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-2/mra/exwy_b_mra-deployment-guide-x152.html
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