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Generate New Self-signed Certificate

- Status
Generating a new certificate will overwrite any existing certificate information. When generating Call Manager, CAPF, or TVS, all devices
will be resat automatically.
- Generate Self-signed
Certificate Purpose™®™ | tomcat .
Distribution* [Multi-server(SAN) v
Commaon Name™ 14pub,
Subject Alternate Names (SANs)
Auto-populated Domains 14pub.
14sub.
Key Type** RSA
Key Length® | z0ag |
Hash Algorithm * [SHAZS6 v
Validity Period (in years)* |5 v

[Generate ] | Close ]
@ *- indicates required item.

@ **when the Certificate Purpose ending with *-ECDSA" Is selected, the certificatefkey type s Elliptic Curve (EC). Otherwise, it is RSA.

Generate Self-Signed Multi-SAN Tomcat Certificate(XF&l| A& CHS SAN Tomcat QIS A 4 &

3EHA. SceneaeZ 25T 2 E = =7} HA|X| OF2HO| LIEE|01 U= K|certificate upload operation successful ZF
RUELICt & E=IE”LICHclose

Generate New Self-signed Certiflcate

Status
@[cenimtc upload operation successful for the nodes 14sub.  Lapub, -1
Restart Cisco Tomcat Service for the nodes 14sub. Jdpub. o wsing the CLI “utils service restart Cisco Tomcat™. Restart

the Cisco DRF Master and Cisco DRF Local services on the publisher node. Restart ONLY the Cisoo DRF Local service on the subscriber node(s).
@ If SAML S50 is enabled, please disable and re-enable it. Also re-provision the SP metadata on the 1DR
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utils service restart Cisco Tomcat EI go"' EI' L' E"-

5Et7|. 2 0|5 3} 09publisher > Cisco Unified Serviceability > Tools > Control Center - Network Services= AHA|ZF&F 11 Ecisco
DRF Master ServiceCisco DRF Local ServiceA| &F & L|C}.

6=F7|. 22 subscriber > Cisco Unified Serviceability > Tools > Control Center - Network ServicesE A4 5F 7 KW A|&F R L|Clcisco
DRF Local Service.
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1EtA|. off 22213} 11 publisher > Operating System (OS) Administration = Security > Certificate Management > Generate CSRO | S
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Generate Certificate Signing Request

LE.‘_., Generale [T§ Close

—Status
& Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type
~Generate Certificate Signing Request
Certificate Purpose**  [tomcat ~]
Distribution * | Multi-server(SAN) ~]
Common Name® | 14pub-ms. ]
Include OU in cSR [
Subject Alternate Names (SANs)
Auto-populated Domains | 440,
14sub.
Parent Domain " ]
Other Domains | Choose File | No file chosen
Please import .TXT file only.
| || & Add
Key Type** RSA
Key Length® (2048 ~]
Hash Algarithm * | sHAZS6 v

[ Generate ] [ Close ]

@ *. indicates required item.

**When the Certificate Purpose ending with "-ECDSA' is selected, the certificate/key type Is Elliptic Curve (EC). Otherwise, it
is RSA.

Tomcat Certificate® Multi-SAN CSR MM 3} T
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Generate Certificate Signing Request

Lg'_l_. Generate [T} Close

Status

@ Suecess: Certificate Signing Request Generated

@ CSR export operation successful on the nudesl[l%ub. . 14pub. ],]

Generate Multi-SAN CSR Tomcat Successful Message(CHS SAN CSR Tomcat 2444 43 0| A|X])

4EHA|. & =2/ L|CHpownload CSR > Certificate Purpose: tomeat > Download.

Download Certificate Signing Request
QL Download CSR [ Ciose

—Status

:5 Certificate names not listed below do not have a corresponding CSR

- Download Certificate Signing Request

Certificate Purpose* | tomcat i

| Download CSR | | Close |

@ *. indicates required item.

Tomcat CSR CI2ZE 3}
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7EHAH. CA ME QIS ME YEE3F 11 ZE certificate Management > Upload certificate > Certificate Purpose: tomcat O | S &
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8CHA|. Tomcat AMH|IAE

utils service restart Cisco Tomcat
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9EHA|. 2 0|5 1 04publisher > Cisco Unified Serviceability > Tools > Control Center - Network Services= CHA| A|&F5t 1D
Cisco DRF Master ServiceCF A| A|ZFEHL|Chcisco DRF Local Service.

10CH7AH|. 22 EF A4Sl 11 subscriber > Cisco Unified Servicesbility > Tools > Control Center - Network ServicesAi A| 2F & L|C}
Cisco DRF Local Service.
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1EtAH|. CUCM HIA|XFZ 0|58t CFHE Z cisco Unified OS Administration > Security > Certificate Management O| S & L |
Ct.

2Et7A|. & 2 =¥ LICHReuse Certificate.
3EHA|. choose Tomeat type EELHR: S 0M & MEHELICHomeat.

47|, & 0| MReplace Certificate for the following purpose®| 3 Bt A & callManager A EH & LICF.

Use Tomcat Certificate For Other Services
. Finish [ﬁ Close

rStatus

o !3 Tomcat-ECDSA Certificate is Mot Multi-Server Certificate

® Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat Type®* | tomeat hd

— Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

| Finish || Close |
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https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId-300889291
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId-300889291

5Et7|. CallManager !5 MZE Tomcat Multi-SAN @IZEMZ T &|5t24H 2 2lrinisn g LICH.

Use Tomcat Certificate For Other Services
’ Finsh [T} Close

Status

@ Certificate Successful Provisioned for the nodes 14sub. Adpub. -
@ Restart Cisco HAProxy Service for the generated certificates to become active.

@ If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points download the updated CTL File.

Tomcat 215 M MAFHE HE HIAIX]

6Tt Cisco HAProxy AMH|AE CHA| Al2tstD F2{AES| ZE E0i CHEF CLI MME A g

23 2 utils service restart Cisco HAProxy AlSHsHL|C}.

S

xl'_l_ Cisco Unified CM Administration > System > Enterprise Parameters> Cluster Security Mode= E‘V\ E‘|7|' %EI' Cal
=oi A=X| & l524% (0 == Non-Secure; 1 == £ ZE).

7TEHA. 2HAET £ 2EQI B AKX c=of CHEE CLI MMS ¥ HYS M ChS CTL
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1EtA[. CUCM HAIXFZ O|S 8t CHE 2 cisco Unified OS Administration > Security > Certificate Management O | & & L|
Ct.

2EHA|. EIE{@! 7| & Find Certificate List where: Usage > begins with: identity 2!Find& 2 2|8 L|C}.

3CHA[. CallManager 2! Tomcat 215 M= S Lt 242 E ZLEOFcommon Name_Serial Number 2 L|C}
all,  Cisco Unified Operating System Administration PP cisco Unified 05 Administration v | Go.
CISED  por Cisen Unifiod Communications Solutions sdmin  About  Logout

Show = Sefings v Securty v Sofware Upgrades =  Sendces v Help =

| @ & reconds found

Certificate List  (1-8of8) Rows per Pagel S0~

Find Certificate List where | Usage v_| begins with v_| Icentity [ Find || Clear Filter ]i I;
[ Selact em or anter search teat /|
Cartificats * Name/Commen Name Usage Type Key Trpe Disiribution Issued By Expiration Description
[caimansger Lapub, 45cdaada 274839 eacobr3oc0atitd | Identity  Seif-signed  RSA 1dpub.cucm.collab.mx 09/25/2028  Reusing tomeat certificate for CallManager

CallManager-ECDSA  l4pub-EC  S6p32DfeI0dIIR6ASCO65 1ashTes 7 IL! ldentity  Self-signed  EC 14pub.cucm.collab.mx  14pub-EC.cucm.collab.mx 05/02/2026  Self-signed certificate gencrated by system
cAPE CAPF-020106686 1gertty  Seif-signed  RSA 14pub.cucm.collabmx  CAPF-02a 10666 12/20/2027  Seif-signed certificate gencrated by system
ipsec TR Sf44pfSCSCdf7S SIS JHCIHTI044 Identity Self-signed RSA l4pub.cucm.collab.mx  14pub.cucm.collab.mx 05/02/2026 5:1! -signed certificate generated by system
I ery ITLRECOVERY 1dpub, J2T02oecaddizs FpeeiSfi0cde  ldentty  Seif-signed RSA l4pub.cucm.collab.mx  [TLRECOVERY_24pub.cucm.collab.mx t-5g = oy system
tomeat l4pub, 45cdB4f4274839 eacobrISc0aty(d I Ildentty Seifsigned  RSA [Muiti-server( san) | 14pub.cucm.collab.mx O5/25/2028 Mm server seif-sigred certificate for tomeat
tomcat-ECOSA 14maib-EC, SealfRfedlSG 1 §3edE2 e a0fad 7t ldentity Seif-signed EC 14pub.cucm.collab.mx  14pub-EC.cucm.collab.mx 5 g by system
™S prl-T-N ZEH0R 2 IdGebRERSCIA0ERITIRA ] 26046 Identity  Self-signed RSA 14pub.oucm.collab.mx  1dpub.cucm.collab.mx 05/02/2026  Seif- :vgn:ﬂ certificate gencrated by system

| Generate Self-signed | [ Upload CertificatesCertificate chain || Generate CSR || Reuse Certificate
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/14SU2/cucm_b_security-guide-14su2/cucm_m_certificates.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/14SU2/cucm_b_security-guide-14su2/cucm_m_certificates.html
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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