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<#root>
admin:

show network cl uster

172.18.172.213 cucm91llccnasubl Subscriber authenticated

172.18.172. 212 cucnBllccnapub

PubTisher not authenticated - INITIATOR

since Tue Dec 3 12:43:24 2013
172.18.172.214 cucm91llccnasub2 Subscriber authenticated using TCP since
Sun Dec 1 17:14:58 2013
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B CUCM BT 3 HRIE| COP TS50l 0bx|2t & &%) ZM3H2{23 show version
active HH0|M AAH] E23ig2 =X§

<#root>
admin:

show version active

Active Master Version:

9.1.2.10000- 28

Active Version Installed Software Options:

No Installed Software Options Found.

0| B2 BT 9.1.2.10000-282 OHE 2 COP 1t gQio| Mx|ELIC}.

N oo OE'—'?'— OP m U2 HAIXtO ool DR[Z[RIXIEF 7FURFO| DR[Z[X| ERA7HLE 1 BFCH
AU&LICH O] E82 X[EHZ B AISsHMAI2.

DE FS5X0|M SH S|

HAIRLE Ex[E M SX= 344 7t LR DBE st AX|5HR| et = 20l L& LICH 0| YK
§lod™ 2 E 74 Rboil CHEH utils dbreplication stop BEE &I=248fL|Ct.

<#root>
admin:

utils dbreplication stop

v dededededededededededehhh NN RN RN RS dddeddedededededededdededhhhh RN RN NS dddddddd

This command can delete the marker file(s) so that automatic replication setup
is stopped
It can also stop any replication setup currently executing

eSS e dededededededededededededededehh NN RN R R R hdddddededededededededededededhhhhh Nk



Deleted the marker file, auto replication setup is stopped
Service Manager is running

Commanded Out of Service

A Cisco DB Replicator[NOTRUNNING]

Service Manager is running

A Cisco DB Replicator[STARTED]

Completed replication process cleanup

Please run the command 'utils dbreplication runtimestate' and make sure all nodes
are RPC reachable before a replication reset is executed

CUCM HAIRI E x|

SN &1 ci=Eo cucm ES(Engineering Special) 22| & o|0| £&! 7hs&hLct.

HAIXIE Mx|stD 2ol MESHIP T4, SAE 0|2, TH QI 0| 4l EoF IjA Z 70| =o0i 24}
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E 22 xIggc

H| A RF0d A Processnode 2t (OO0 E
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Y
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~ A : HIA|REZ}F 5FLF O|abol 7HURF MEHE 21 Qlo{of SiHE 7 AIo|A DBE =
&L|Cct 2 E 7HXIE FItstE Kol E&LILC

30

LE S5 AMSed™ #AH 7FURES| CLIMIA run sql select name,description,nodeid from
processnode BHEZ =AFILICY.
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il
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HA

ro
fok

AE 0|8, IP &4 E&= FQDN(Fully Qualified Domain Name)& 4= Q)& LICH.
CUCM HHZ 10.5(2) ol4h g A&ist= B HI ARt CLIOIA utils disaster_recovery prepare restore

pub_from_sub B Al&5{oF System > Serverd|l = EE F7I& & Ql&LCH

admin:utils disaster_recovery prepare restore pub_fTrom_sub
admin:

ZA1: CUCM H{7 10.5(2) O|& & AtE35t= B2 AL& X7t disaster_recovery prepare restore
pub_from_sub BB S HLFX|EF Ol S8 BEULICH o] 2 Mol EHAHE ZHUFIX| oF 4

Al
LE S5 42 F System(A|AH]) > Server(AMH{)E 0|S 3511 EnterpriseWideDatag A 2|3t 2
£ 0|E Zt2 Publisher Server Unified CM Administration(| A|XF A{B{ Unified CM &t 2]) H 0| X|of|



FIHE Lk

O|& Zt2 System > Server H|+2| Host Name/IP Address Z = 0f 3H& 5ok & L|C}.

<#root>

admin:

run sql sel ect nane, description, nodeid from processnode

name description

nodeid

EnterpriseWideData
172.18.172. 212
CUCM901CCNAPub 2
172.18.172. 213
CUCM901CCNASub1 3
172.18.172. 214

CUCM901CCNASub2 4

Nz dris processnode E|O|E01| HA|Xt EAE O|§&2 F7HELICE O]

& ol HlAl

Kol IP T LILGE|H IP AR HEY = U&LICH 0| B2 HAIR 52 MAHSK| 21
24Xl Host Name/IP Address(£AE O|E/IP F4) ZEE ¥o{ £XghL|ct.
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(D =rabas; Haacs

SEatus

@ Htebus; Keedy

-Server Intormation

Server Intor L]

Uetabese Bsplicezion  Pubisher
Hast Name R Address™

Lazabsce Heplicstior Wy Fualshe-
Host Maome /1P Adoross ™ 172.18.172 212

LHM Huk Groups - pope =

[P4E Mamsz s Hame
HAC Addicas HAL Ailddrais
M= gl Meacriplivn
rlLocation B Man it Tt oormnakion Location BEandwmidth Manogement Intormation

L2M Hub Group - fome =

|_ save  Ueless  add wes

5!'.'!_:DG|-!EJ|F|E|EH!H_



Survers (1 -3 of )
Find Servers where Hostleme/IP Address = begins with =

Ho=k Ha

Add B

HAIRF == " EE

ZEMA LE HFO0| 2=E F HAIXKHE CHA| A[ZH5HE{H utils system restart B S I=4FLICE.

<#root>
admin:

utils systemrestart

Do you really want to restart ?
Enter (yes/no)? yes

Appliance 1is being Restarted ...
Warning: Restart could take up to 5 minutes.

Shutting down Service Manager. Please wait...
\Service Manager shutting down services... Please Wait

Broadcast message from root (Tue Dec 3 14:29:09 2013):

The system is going down for reboot NOW!
Waiting .

Operation succeeded
2H{AE &

A MRS CHA] AZFEF
¢ Efodok EfLICH O

ot ‘|°|'

-

HE A E SHEA HEstn Eot 457 SHE2H 2 E{AET} 15 E
(©)

01524 T show network cluster B S 248t |C}.

<ffroot>
admin:

show network cl uster

172.18.172.212 cucm9llccnapub Publisher authenticated
172.18.172.213 cucm91lccnasubl

Subscri ber authenticated using TCP since



Tue Dec 3 14:24:20 2013
172.18.172.214 cucm91lccnasub?2

Subscri ber authenticated using TCP since
Tue Dec 3 14:25:09 2013
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—Status

@ Status:Ready

—Backup device name

Backup device name®

—S5elect Destination®

Tape Device

Dewvice Mame

@ Metwork Directory
Host name/IP address
Path narne
User name
Password

Mumber of backups to store on Netwaork Directory

-- Mot Selected --

| Save | | Back |



Rackign = Rembes = Hedo =

Earckup Status

G Rt
rStatus
@ SUCIZESS: Backup Compemed...
—Eackup detail
ler Blensms: 20015-12-050- 12 =50 bar
Bacsup Dewize: SETWIRE
Cparakon: 2RI
Fercermags Complate: 1004
Featse Sorer fomporent | Status | Result ©F Ftaet Time
ELH Lo bk b D] LT ELH-nEENT m el ] Tus Lose D 19094 30 251 2U1d
ELH CUCHIliCTNARL2 ELM-SZRVER 00 SRS CESS Tue Lo 03 1444132 EET 2013 201z 22-05 244420 b cicmdlicenapun clm elmesesyer e
LR _CAak L b L] L ) R m L N ot Tus Lose D 1909495 30 250 201 !
UCH CUCHEOLICT AR LR COPaET 00 EoCCESS Tue Lo 03 L4421 08 EET 2013 2DLZ-22-05-24-44-2D0 b ciomdlicenapus uenn edsactlad
LUy | LR b D L ) Tzl o e et Tus Lisp 0 19 A0 08 251 2Ly 2
UCH CoCHESlICT A2 CMPREFE a0 EoCCESS Tue Lz D3 144209 EET 2013 20LE-12-05-24-dd-30 b sicmdllccnapus uchn comprefs.oq
LICH LR b b D T HLATFEHM o A et Tue L 0 19010 251 2ULd 1
UCH CLUCHAlICC A2 ey | piali] ELZCESS Tue Do 03 L4 de: 10 EET 2013 Z0L3-17-03-24-dd-30 b cucmillcenapun uenn dmdeg
LICHM LR b b D L CLMUE o A et Tue Lap 0 1490 10 25T 2U1d 2ME-22-08-24-41-50 b aon®lcenapun yom condh Jog
UCH CLUCHALICC a2 TC Lan ELZCESS Tue Dz 03 L4 e 27 EET 2013 S-Az-03-
ucr LR oo D TGS T RLATFCRM 00 SCCERS Tum Dmp 03 196823 5T 2013 FE-n re0E =50 b cmiiiloenasuhl gem platfarm.log
UCH COCRAaLICCHASUEL ey | Lan ELCCESS Tue D= 03 L4 :de: 31 EET 2013 a-ag-05- 1d-
(121 oD CSHAS LIRS RLATFGRM 100 & COERS Tum Dap 03 194651 5T #0135 FN15.7 Po0E-m =950 b ol loenasehs gen platforne.log
UCr CLUCKallCCHNAEUES LM LoD EWC CESS Tue C=p 03 18460 38 EET 2013 i I 1~ i
Hefrash Cancal Backup

T =X DBOIA H ARt 5 &

Disaster Recovery System(XHall &7 A|AH]) 1 0| X|0{| M Restore(= ¢) > Restore Wizard(= ¢ 0Ot
HAHE O|SELICh

SR M2 AIRE £ Qe AR O MME A QUCIH, 7|5 MEf MMo| B E 7|5 olgte
MEHBHLICH AFE 7158t A2 ELM(Enterprise License Manager), CDR_CAR %! UCM(Unified

Communications Manager).
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Step3 Restora - Salact the type of Restare

‘:ﬂ H:Sdndﬂl Eﬁfﬁb\l’ﬂl *Nﬂcﬂ @Cm:!l

r&latus
'33 Stabin: Rl e
rSelect Features*
E e
[~ cor_car
¥ wcm
rBacked up o tein TAR:
Foabure R Comporent
ELA CUCHSLICCHapLU2 sL-ACELT
ELM CUCHSL1E SR L2 ZLM-SERNYER
ZLR AR CUCHILICCHaPL2 Zall
USH CUCHSL1CCheRPLZ ShPRGET
UcH CUCHIiCoHaR L2 SHELOGACT
UCH CUCHSL1CCHORPLIZ ZCHPRELr
LUCH CUEHS T iCCHAR LA 2LATEORY
UcCH CUCHSLICCHaFL2 ZLH
LUCH CUEHS T A0 ChAD et | 1]
UcCH CUCHSLICCHaFL2 TCT
UcH CUCHSTICCRAZLEL SLATFORY
ucH CUCHSLICCHasUEL CLH
UH LIRS, b RO L] PLATFORM
ucH CUCHSLICCHasUES CLH

B | Selzcz all | Clasr &l | st | Cancel |

Next(CHZ)
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Stepd Restore - Final ¥Waming for Restore

.Em:lc @ Fostore @cumd

rStatus

"»Il StatusiAaady

~Warning

£ Feature(s) UCM hawve been selected for restore. Select the servers on which these feateres neesd to be restored. Once the selection has Been ma
server and all the existng data for the selected feature will be lost,

* The following is applicable in case of a dusker setup @ IFf node selected is publishar, whola cluster databzse will be restored. This may take upto 5
databaze baing restored. In case of only the publisher restore, plezse restart the entive cluster after the succassful restore of the publisher,

Y The following is applicable in case of a custer setup @ IF you are atternpting ko restore the entire cluster on a freshly installed publisher, then dicd
aublisher to become cluster awars. IF the publisher becomes duster aware then select the servers and dick on Restore button which will skark the
ta become dusker aware then follow the normal two-step restore process where the publisher is to be restored first, The subsequent nodss can t
restore. Far further details please refer to the Cisaster Recovery System Administration Guide,

rOne-Step Restore

Dne-Step Restore | Performn a one-shep restore of entire cluster.

~File integrity check

[ perform fil integrity check using SHAL Message Digast

rSelect the Servers to be restored for each feature®

® ucH
¥ cucMat1conaPUR 1 CUCM9i11CCHASUEL 7] cucMsticocHazURSE

rSelect the serwer from which database data need to be restored

*  This feature can be used if the Fublisher database is in inconsistent state and needs to be restored from duplicate database in subsceiber, If a 50
database will be rastored from selected subscriber. Also, this restore process will not restore database on any of the subscribers eve
Please ensure salectad subscriberis up and connected ta the cluster before restore process starts.

Select server name CLUCHME1LLCCHASLIEL -

| E-ack] | Restore | | Canel |

=94 Aef

=210/ CCMDB 74 @40 Z2st AEf BlAE 7} L= X} B0 M HA|XF ERIS 2 E A|E|0]
OF g LCt.
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[1;' Froerbedneg sar-ar [CLCHPLL OGS ), Clnedd wait

~ Hustore detads

Tar Hmnsme: i Bl B LT LBl TR oy

Back_p iz [N LT

[ERT TR P ludE

Porvebaye “umgde.e: S

Fawturs Sarear Largansnt Thatur Panuit ** StartTims Laq M *

1A CIEHBUT ARG IR CREAST mn SUCCFRS T & Pees 70 1 RFRRT TRT TA17=17=07-17-575-47 = aem@ Teenisent ners ~=pin=klas
213

LcH CLUCHPLICIRASUS  SYSLOGsaT 10D SUCEESE Tom Dec I 15:32:0% EXT EN12-13-02-15-75-42 r muomPllomssub ucm s=slozam.kg
i

L CUCHILIU RS U CUVIPRERL wnu SUCIEES o L R LSoE 0 2
£.1%

LM CUCHILIOTHA IS PLATFORH L] SUCCTETE  Tow Dol IFd 155207 25T
foomi -]

LCH CLCHELLCINGIIS  CLA 0 SUCCESS  Toe Do I LEZI0R E5T
20la

A | CLEHRLLGORASIN  COYOR Tl - I3MISLT LA LST - Resbormg Fohbshme b fich=a Toa Dmez 0] LG LD CET

S iter Fark p ]
1 CIEHRUT LTI TOT n
Rahrach

|t SME HYst7| ol S70| SSXUX|, AAIX DBO| Ee et HEIF L E|o{ /U=
x| #elsts ol E&LIc

A&5H7| Mol olgdet FEI7F AIARE 2 7HURF =0l S 2k S gtetstE x| &QlgtLc.

- C|HFO|AOIM sql select count(*) A1
+ enduser0{| A sql select count(*) &/

SEIAE MR

S¢l0| tEE|H 2 E =01 A utils system restart WS U2 LICH HAIXKIZ AlEfSto 2t 715
XHE A2 MEdELCt

<#froot>
admin:

utils systemrestart

Do you really want to restart ?
Enter (yes/no)? yes

Appliance is being Restarted ...
Warning: Restart could take up to 5 minutes.

Shutting down Service Manager. Please wait...
\ Service Manager shutting down services... Please Wait

Broadcast message from root (Tue Dec 3 14:29:09 2013):

The system is going down for reboot NOW!
Waiting .



Operation succeeded
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Cisco Unified Reporting I O| X| £ 0|&3t04 Unified CM Ci[O|E{H|O|A & Ef E11

EX|7F of & MHE|X| et 4= UK|B Unified CM EAE, Unified CM A E
Sqlhosts T O| H ARt L x|5t= K| & Ql5t= Zd0| S &HLCt.
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—Unified CM Hosts

al

2’ Unified CM

|3 all servers have equivalent host files
e w Details

—Unified CM Rhosts

|3 all servers have equivalent rhosts files,

|3 all servers have equivalent rhosts files,
e w Details

— Unified CM Sqglhosts

|3 all servers have equivalent sglhaosts files,

|3 all servers have equivalent sglhosts files,
tlfew Details

SH HdE

™ol el SX7E Aisez dEE 4 el&LICH 0| #Helsitd™ 2ZE MHIATE AIZE WK



7|CHRACE7} utils dbreplication runtimestate B S l24%tL|C}.

el gfol 00| MYo| Tl SUS LIEHLH T 2[0] 20|H sl =0l CHsll SA7t d3Xez M
HEIRES LIEHLICH

24
=3

o
T

SH dHo| T SUE LIEHHLICH == 5 7Hol CHall & EH7H 022 EAIF).

rlo

admin:utils dbreplication runtimestate

PING CDR Server REPL. DBverd& REPL. REPLICATION SETUP
SERVER-NAME IP ADDRESS (msec) RPC? {ID) & STATUS QUEUE TABLES LOOP? {RTHT; & details
cucngilccnapuh 172.18.172.212 B.843 Yes {2) Connected & match Yes (2} PUB Serup
Completed
cucm3llccnasubl 172.18.172.213 B.626 Yes {3) Connected 1928 match  ves (@) Setup Completed
cucm®llccnasubz 172.18.172.214 B.676 Yes {4) Connected @ match  Yes (@) Setup Completed

ol B2 =7t MBHOR MMEIUSS LIELICH

admin:utils dbreplication runtimestate

Cluster Detailed View from cucm®llcconapub (3 Servers):

PING CDR Server REPL. DBwer& REPL. REPLICATION SETUP
SERVER - NAME IPF ADDRESS {msec) RPC? {ID) & STATUWS QUEUE TABLES LOOP? (RTMT) & details
cucm@llconapub 172.18.172.212 8.843 Yes {2) Connected a match Yes (2) PUB Setup
Completed
cucm@lleconasubl 172.18.172.213 8.B58 Yes {3) Connected a match Yes (2) Setup Completed
cucmdllcenasub2 172.18.172.214 @.729 Yes {4) Connected @ match fes (2) Setup Completed

A EH 240l 401 =ET7F EAIE|ALE, E A2 & SM7I 3o 2 MHEHEIX| 2 2 HAIR =E
0f| A utils dbreplication reset all H22 24%tL|C}.

SH7HAS dufg Z2 =X a2 ol CHEk REAIE 2 Linux 0{Z 20| = Ciscodll M

LiE
CUCM Ci|O|E{H|O0|A SH| 2X| s EME HZsHAAIL.

DRF S ¢ 2 o MH|A T M35t 5t K| k& LICH Tools(= ) > Service Activation(AH|A &35t
)2 2 0|& 3t Unified Serviceability(Unified MH|A 7+84d) T O|X|2| AtO|E B MO [Tk HIA|
X|'7|' AIoHoHOI: |.L ZIQsH A—||:||AE 2EI- 2|.o|'|__||:|.


https://community.cisco.com/t5/collaboration-knowledge-base/troubleshooting-cucm-database-replication-in-linux-appliance/ta-p/3111185
https://community.cisco.com/t5/collaboration-knowledge-base/troubleshooting-cucm-database-replication-in-linux-appliance/ta-p/3111185
https://community.cisco.com/t5/collaboration-knowledge-base/troubleshooting-cucm-database-replication-in-linux-appliance/ta-p/3111185
https://community.cisco.com/t5/collaboration-knowledge-base/troubleshooting-cucm-database-replication-in-linux-appliance/ta-p/3111185
https://community.cisco.com/t5/collaboration-knowledge-base/troubleshooting-cucm-database-replication-in-linux-appliance/ta-p/3111185
https://community.cisco.com/t5/collaboration-knowledge-base/troubleshooting-cucm-database-replication-in-linux-appliance/ta-p/3111185

Service Activation

| Seve g Setto Defsult @ Refresh
Status:

Dready

-Solect Server-
Seruer® 172.16.172.21% = | Go

| Check All Sarvices

CM Services

Service Mane Activation Status
| Cisen CallManager i atad]
Cisco Mesz=aging [nterface Deactivatad
[+ Cisen Unified Mobila Voice Sccess Service Ackivatad
[+ Cisco [P woice Media Streaming App aptivated
+ Cisco CTIManager dckivabad
[+ Ciscn ENtEnsion Mobility Artivatad
) Cizen Extendad Functions ackivatad
+ Zizc0 DHCP Monitor Service fakiy sbad
[+ Ciscn Interduster Lookup Servics aptivated
a Cisco Location Bandwidth Manager duckivabed
[+ Cisn Dialed Humbear Analyzer Server Ackivatad
[+ Cisen Dialed Murnber analyzer aptivated
L Cizco THp dackiv tad
SHEX| i 2 olo|H Mx|
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- 7|El COP T+

- O|Mo| =52 HAIXto| YEES ZE T(TFTP Ml ZB2)

« SNMP(Simple Network Management Protocol) 747 L|E| EXt

- EMCC(Extension Mobility Cross Cluster), LBM(Intercluster Location Bandwidth Manager) &
ILS(Intercluster Lookup Service)& CHE Q1B M LHELH7]

- Hot EZT, HO|ES 0], AHHA EE[X|E It LB

g
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e 2{AE9| AL CTL(Certificate Trust List) 22I0|HEE CHA| Al&l5Hof &

4
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ZHAET 1B EIX| 2

=
Ls 1
22iAEolM QIESR| ofe X

o

OIS A 7t% Yutxiol &= 7t x| Yl Hot jA zpj|o| =7} x|t K| &
T TCP ZE 85000{AM 2 2 +I7+ ER

dst= ALt

SHAE Eot HAZB0|=7F LU X|5t= K| & I5tE{H & = =2f CLIO| A utils create report
platform E“'E"% 2245l I platformConfig.xml Tt L0 A SHA| 2t S HALEFLICH AAIRF =2 7+
A =E0| M &x|8HoF & L|C}.

<#froot>

<IPSecSecurityPwCrypt>
<ParamNameText>Security PW for this node</ParamNameText>
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