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*;l Active Directory Federation Services 2.0 Setup Wizard

Server Role

*You can configure this computer in either the federation server role or the federation server proxy role. Select
one of the following roles for this computer.

{* Federation server

A federation server is an authentication and tnust management provider that issues securty tokens to
enable access to claims-based applications in your arganization or in federated partner organizations.

" Federation server proxy
A federation server proogy redirects requests from Intemet clients to federstion servers that are behind a
firewall on your corporate netwark. t also forwards security tokens issued by federation servers to
clients.
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AD FS 2.0 provides single-sign-on (S50) sccess for chent computers.

Configure This Federation Server

The AD FS 2.0 Federation Server Configuration Wizard must first be completed successfully before you can use this
snap+n to manage your Federation Senvice.

= ADFS20F ion Server C ion Wizard

Learn About:

Configuring Claims Provider or Relying Party Trusts

C ing F ion Server Proxies

Irgubleshooting AD FS 2.0

View L3
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%{AD FS 2.0 Federation Server Configuration Wizard

St ; . .

oo Welcome to the AD FS 2.0 Federation Server Configuration Wizard
@ Welcome

This wizard helps you configure Active Directory Federation Services (AD F5) 2.0 software on this
@ Select Deployment Type computer, which sets up the computer as 3 federation server. An instance of AD FS is refemedto as a
¢ x Federation Service.
@ Federation Service Mame
@ Summary i*) Create a new Federation Service
Select this option to set up either a stand-alone federation server or the first server in a federstion

® Resuits server fam.

i) Add a federation server to an existing Federation Service

Select this option to join this computer to an existing federation server fam.

¢ Frevious

Mexd > Cancel Help
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"_!_.‘:IAD F5 2.0 Federation Server Configuration Wizard E

Select Stand-Alone or Farm Deployment

i You can create either a stand-alone federation server for evaluation purposes or a small production
@ Welcome environment, or you can create a federation server in a new fam for load balancing and high availability.
@ Select Deployment Type Select one of the following options. Ether of these options will use the Windows Intemal Database to store
configuration data.

@ Federstion Service Mame
@ Exdisting Database i_) New federation server famm

This option will create a new Federstion Service with settings for high availability and load balancing.
@ Summary This computer will be the primary federation server in the fam. Later, you can scale out this fam by
@ Results adding more federstion servers.

To create a federation server fam, you must run this wizard while you are logged on with an account
that has sufficient pemissions in Active Directory to create a container object for sharing certfficates)
and to set an SPN forthe service account), such as an account that is a member of the Domain
Admins group.

i*) Stand-slone federation server

This option will create a new Federation Service on this computer. This aption is recommended for
evaluation purposes or a small production environment. F you select this option, you will not be able
to add more servers to create a famm.

{l You can use SGL Server with AD FS 2. 0to take advantage of the full feature set and achieve

maimum scalabilty. To set up AD FS to use SGAL Server, use the command-ine version of this
wizard. For more information, click Help

< Previous | Nexd > Cancel | Help
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?}IAD F5 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

e This wizard detemmines the Federation Service name from the Subject field of the 551 certfficate for the

a Welcome Default Web Site. f the wizard cannot determine the Federation Service name from the S5L settings, you
must select a cerntificate.

@ Select Deployment Type
Select the cedificate and/or port, and then click Mexd.

@ Federation Service Mame

@ Bxisting Database G e

| - 443
o Ay | 550 i 2k E | Miew... | | :
@ Results Federation Service name:

What kind of cerificate do | need?

< Previous I MNexd > Cancel | Help |
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SAML Single Sign-On Configuration
B e

rStatus

Q‘\f Import succeeded for all servers

—Import the IdP Metadata Trust File

Thiz step uploads the file acquired from the IdF in the previous manual step to the Collaboration servers.

1)5elect the IdF Metadata Trust
File

Browse... | Mo file selected.

2)Import this file to the Collaboration servers

This action must be successful for at least the Publisher before moving on to the next task in this wizard.

Pl
Import IdP Metadata (_:;,r Import succeeded for all servers

Meaxt Cancel
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5 Add Relying Party Trust Wizard

Select Data Source
Select an option that thiz wizard will use to obtain data about this relying party

Steps
@ Welcome
{” Import data about the refying party published online or on a local network
@ Select Data Source : ; : ;
|se this option to import the necessary data and certficates from a refying party organization that
@ Specify Display Name publishes its federation metadata online or on a local netwark
Federation metadata address fhost name or LIEL):

@ Choose |ssuance
Authorization Rules !

@ Ready to Add Trust
Bxample: fs.contoso .com or hitps:/Awww contoso .com./app

@ Finigh
¥ Import data about the relying party from a file
|Jse this option to import the necessary data and certficates from a refying party organization that has
exparted its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will
not validate the source of the file.
Federation metadata file location:
|C Users" AdministratortDesktop 5P Metadata_ 1cucm 1052 sckiewer lab xml Browse I
{"  Enter data about the relying party manually
Ise this option to manually input the necessary data sbout this relying party organization
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Wi Edit Claim Rules for CUCM1

Issuance Transform Rules | |ssuance Authorization Rules | Delegation Authorzation Rules I

The following transform rules specify the claims that will be sent to the relying party.
Drderl Rule Name | Izsued Claims I
Al
Add Rule... Edit Hule. Femove Rule
0K | Cancel Ao, Help
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"':_'l Add Transform Claim Rule Wizard

Configure Rule

] You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
igsued from the rule.

@ Configure Claim Rule
Claim rule name:

INameID

Fule template: Send LDAP Attributes as Claims

Attribute store:
IActhre Directony ;I

Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute | Dutgeing Claim Type
SAM-Account-Mame || uid j
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c:[== "http://schemas.microsoft.com/ws/2008/06/identity/2 &/23&rL|C}t. 22|
/windowsaccountname"]

=> EM|(R & = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer =
c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType =
c.ValueType,Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]
= "urn:oasis:names:tc:SAML:2.0:nameid-format:transitionnt", % 43
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =

"http://ADFS FEDERATION SERVICE NAME/com/adfs/service/trust", <
["http://schemas.xmlsoap.org/ws/2005/05/id/claimproperties/spnamequalifier"] =

"CUCM_ENTITY_ID"),

22EtAH|. AD_FS_SERVICE_NAME 2! CUCM _ENTITY_IDE XXt Zto 2 84738l of gLt
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http://schemas.xmlsoap.org/ws/2005/05/
http://ADFS_FEDERATION_SERVICE_NAME/com/adfs/service/trust
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'?;iAd-d Transform Claim Rule Wizard

Configure Rule

H L You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
Choose Rule Type claims from a SQL attribute store. To corfigure a custom rule, type one or more optional condttions and an
issuance statement using the AD FS 2.0 claim rule language.
@ Configure Claim Rule

Claim rule name:
JCUCM 550 Custom Rule

Fule template: Send Claims Using a Custom Rule

Custom rule:

=» izsue (Iype = ;I
"http://achemas . xml3cap.org/ws/2005/05/identicy/claims/nameidentifier
"¢ I3sguer = c.Ilasuer, Originallasuer = c.0riginallssuer, Value =
c.Value, Valuelype = c.Valuelype, Properties
["http://3schemas.xmlsocap.org/wa/2005/05/identitv/claimpropertiea/form

at™] = ™urn:casis:names:tc:SAML:2.0:nameid-format:transient™,
Properties
["http://3chemas.xml3cap.org/wa/2005/05/identity/claimproperties/name
qualifier™] =

"http://win2k8.sckiewer.lah/adfs/com/adis/service/trust™, Properties
["http://achemas.xmlacap.org/ws/2005/05/identity/claimproperties/spna
mequalifier™] = "lcucml052.sckiewer.lab"):

Mare about the claim nile lanquage. .
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SAML Single Sign-On Configuration
‘ Back

rStatus

; !': The server metadata file must be installed on the IdP before this test is run.

r Test SS0 Setup

This test verifies that the metadata files are correctly configured and will allow S50 to start up on the servers. This test can be run on al
1)Pick a valid username to use far this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdR

! \ Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator lockout.

Walid administrator Usernames
sckiewer

2)Launch S50 test page

Run SS0 Test...

Back Cancel
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sckiewer.lab

SSO Test Succeeded!

Congratulations on a successful SAML S50 configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close

5EA. HY HolM 7| 288 Oh3 or&le S=ELich



6Tt & o Z 2|7 0|2 FA| K A|EHE & SSO7t & AsHELICE
=Al &
SSO RZJECIHIOZE A
SSO 21 E CIHOZE M™H3led™ CUCME| CLIOIA samitrace level debugE A3t oF ghL|Ct
SSO 2= RTMTHM CIREZEE £+ Ql&Lct 21 &§H ol 0|§ & Cisco SSOILICE.
H {3 o|M MH|A 0| 37|
20| MH|A O|§ S Hoe{H [AE]E 226t AD FS 2.0 22§ AAMgfLch

- Edit Federation Service Properties(H HZ O] MH|A &8 HENE 2= :
- General(& g B0l M Federation Service Name(H| 20| MH|A 0|8)E &&LCH

doless Certificate And Federation Service Name(doless /5 A ! 1|z 0|44 A H]
A 0|B)

AD FS ZI|20|M OtdAtol A O] 27 MIAIX|E &M M IS ME BHE0fof Lt
ME4EE QIS M0l doless(short-named) F4| 0|F0| A== ME4Et QIS AE A& 5tod HIH | O]
M MH|A 0|82 &Qlg 4 gi&LICE doless(short-named) | 0|& Q10| CHE CIBAE MEHE

= CHA] Al st Al2.

1Al AlEE 2=t iisE AME Cha QEY HE MH|A(IS) 2r2lXHE YLCH



Programs (2]

oy - . — . P
& Internet Information Services (115) Manager

"8 Internet Information Services (115) 6.0 Manager

+ See more results

Log off |:I

2CHA|. MB{ O|EE Z2lstLC}.




"E Internet Information Services (IIS) Manager
6@‘) €5 WIN-FTD162BMESS »

File View Help

€@ |7 |8 :
-5 Start Page =
- 9= [WIN-FTD162BNE36 (PKINANE\administrator

3CHA|. Server CertificatesE& 2 2!8tL|C}.

11S
F = | . ry = ey iy, g
£ R B 9 [ | B & i &
Asp Authentication Authorization Compression Default Directory Error Pages Failed Request Handler HTTP Redirect HTTP
Rules Document Browsing Tracing Rules  Mappings Respo. ..
2 TS B = S e e a 2
= a 4 fe = J — -
k.i % “ 5 n = #ﬁ o= 9 ‘%ﬁ
1P Address  ISAPI and CGI  ISAPI Filters Logging MIME Types Modules Output Request WebDay Worker
and Dom...  Restrictions Caching Filtering Busthori... Processes

ATtAH|. Create Self-Signed Certificate(XH&| AME QB M HM)E E=2IFLICH



Immrt iEE

Create Certificate Request, ..
Complete Certificate Request, .,

Create Domain Certificate, ..

Create Self-Signed Certificate. ..
@ Help

Online Help

5EHA. Q15 M HEo| AAEE 0|F

o

U={7fLICEH



Create Self-Signed Certificate EE3

Specify Friendly Name

g

Specify a file name For the certificate request, This information can be sent ko a certificate authority
Faor signing:

Specify a friendly name For the certificake:

sso.winzks, pkinane. labl
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