Jabber 2121 2X| 5§24 - H| MRA

= At
A4

1EHA|: 23 21(IM and Presence Login )Ul @ F: AIEX 0|8 t= 4571 2SS
LIC}2F A "LERR CUP_AUTH"

27

0| 2 AM0A= IM and Presence Login EHH|0llA Jabber 21 Q10| Alufg Z< E 8 2 = x|o
CHaH A ELIC.

Jabber Client Profile XCP Connection XCP Router XCP Authrsfntlcatlon
Agent Manager Selce

SOAP Login

Soap Login Result()

-
-

SOAP g9.1.0.r.!.e.ll_r_ncn.a.s.smﬁf!L}

-
4+

XMPP Stream negatiation() 5

|
SASL Authentication with VTG-TOKEN()

> Forward to XCP Auth()

.|
>

" Forward to Router()

Auth Success() ¢

XMPP Bind()

XMPP Session Creation()
b-

Session Created()

-+

Bind successful()

Client Profile XCP Connection XCP Router XCP Authentication
Agent Manager Service

=t
=

FHAAIL.

2
ol

1E+AH: 22 21(IM and Presence 212l)

Ul 2F: Ar&X 0| = &= 7r SHIEX| pi&Lmr.
QF AL "LERR_CUP_AUTH"



IR ZR|EA Eof € E|o] /T AL X0 et B8 &=0| QiEX| Ol LICHAIAH
| 5o
2. %44 3HO| -rr%?_”(l EolgfLct.
a. LDAP A8 X}9| B, AL XF7t comenduser H 0| k|0l 21918 £~ QI=X]| & QlgtL|C.
b. ccmenduser HO|X| 22 210| AlmijEr Z<? CUCMOIM LDAP 215 M2 &Qlstn SYst A
Yol IMPoll SX|El=X| & elghL|ct
Idapauthentication0il A sql select * &1 &
Idapauthenticationhost0| M sql select * &A1&
c. A’40| LDAPOM & ZIX| it =% & ¢l
3. Mtq{oll TOMCAT CPU A& 20| Bt 2| &l
ZZMA ZE EA|
sEZ|E|l ZE HAE
4. C|H2 Z=ollA ol2{8F MH|A0f CiEt 238 $+ZghLIcH
Zcl0|E T2 1Y of O|ME

Cisco Tomcat

Ul 27F: Mot SAE + &Lt
Jabber 27 I E:"LERR_CUP_UNREACHABLE" , "LERR_CUP_TIMEOUT"

QHIXo 2 0| 2F = IMDB EE= IMPO|| CHEF TCP 942 B X2 QI8 ghAistL|Ct.

1.IMP FQDN/EAE 0|22 2018 & 9J=x| &0l
Android OSO|AH SAE 0|8 M8 FAE &0E £ e 2edT EX7F J&LCH

IP =4 2 FQDNO| HAMASH £ QJX[BH SAE 0|20 HMAE £ eiaLIC

L8t 0] M= Android & x|, MAC, iOS 2! Windows & %|of| CHSHA{ZF O] EX|2 Qlal P& 2hx|
er&Lct

LS =l

MH7} 3AE 0|8 |, (2)2 HMo|El Z< CUCM administration(CUCM & 2) > System(A|A &) >



Presence Redundancy Groups(ZtZA 0|58l 1&) > DefaultCUPSubcluster(0| 0| & B3 E
= QUS| A HEHFELICY,

yes@! 42 0|8 3l Z35t2{™ Cluster Topology(EEHAE EZZX|) H0|X|0|AM MH 0|2 FQDN

rO
o

U3t/ VPNO| IMP AEHOi| CHEF 244 REHetX| ot =X EQIELICHEZE 8443,522).

N

FEX7F ZREA B0l EE o] Q1 ArEXtol et &5 50| =X H AU LICHAIAE
|

4

4. 0| LFET EAIL|H IMPO| MHEl £|A B{T0| £SIQIX| &Ql5t 1 0| Jabber HHA T} H|m &L

[CLoginCup::OnLoginFailed] - @LoginMgr: #0, CLoginCup::OnLoginFailed err-code: -1, err-string:
Zo0|UETL 2|4 HH 2F A" E 5F5HK| 2L &LICEH request-token:0

IMP2| Z4x| 7 8]|0]4
https://<IMP>/cupadmin/soapClientTypeEdit.do?key=a80b3d69-4541-454a-8d6e-62f3986a5bc2

3. O[2q&t MH[ATHIMP MEHo| M M- =|=X] &It

Cisco XCP 2}<E
Cisco XCP ¢1Z2 &t2|&}
Cisco XCP 213 MH|A

FO|

—

4. 17t88 SH| &HE

b

a.utils dbreplication runtimestate
b.run pe sql tlogin typesysreplication0i| A select count(*)

CC
4

rr

utils imdb_replication 4 E{(10.5.2 SU2a 0| 4)

5. 2XM7t HZAEIX| £ 2 O|2E AMH|A0 CiEt 23 & +ZEF L/t

LS — L—

Cisco XCP 2t<E

Cisco XCP 244 & 2|&}

Cisco XCP 215 MH|A
E°I0|¢E T2 1}l o O|ME

2

7t &t Bo| AAZAtE XIS E F? CUCMOUIM ALEAHE EF FAstn ZHEAE flo CF

.=
L =
T 4 QaLich AAH FAo| 2R s B9 208 TS MEIA LE4E SrolE

> qm
e



L|C}

Ul 27F: Aot S48 + gl
Jabber 2% FE=:"LERR_CUP_INTERNAL_ERROR"

UHtMo Z 0| 2F = IMD Q15
Ol MEA EOQN) 2O E & QIstAA

w
o [0
z
Hu
(=4

H 2fMgtL|Ct MX{ "Presence Datastore Login(Z 2| &4 O
|

1. O[24&t MHIATZHIMP ME{|M A-E|=X] = QlgtL|Ct
Cisco XCP 2t<E

Cisco XCP 2424 &2|&t

Cisco XCP 215 MH|A

Cisco ZHZA 2190l Oo|E XM& 4

FO|

—

4. 07128 SH| &E]

b

a.utils dbreplication runtimestate
b.run pe sql tlogin typesysreplication| A select count(*)

CC
o

rr

utils imdb_replication 4 E{(10.5.2 SU2a 0| 4)

5. EXM7t HZAEIX| £ 2 O|28 AMH|&0f CiEh 23 & +ZEF Lt

Cisco XCP ZI<E

Cisco XCP ©1Z2 # 2|t

Cisco XCP @/& MH|A

22}0|E T 212 of|0|ME

Cisco ZB|ZA 210! do|E] K& A

Sl 2X7} 8 Bol ABRIBH K4 T B CUCMOIA AL RIS B Fl45tD ZBIEAES Sla of
NS £ AaLICH ALY S| 2H7H 2 Z2 228 SRS MulA AEiS 2olE

Ul @F: AHHHe SAE += giaLct
Jabber 25F I C=: "LERR JABBER AUTH <17>: BlAA HFQIE TLS, MM BFE 7| = SASL 2
Fol 2 Mu{eto| 215 2 F"



ISR ZBEA ool #EE0f U ALSR| CHE B5 50| K| HRILICHAIAE
|

2. 1718°80| & M3sEl B CUCM Administration(CUCM & 2[)->Server(AH)->Presence
Redundancy Group(Z & A 0|&38 1&)2Z 0|535+04 Normal(& &) A ENQIX| &ZolgL|Ct

FO|

3. 07t8d 5| AEl] =2l

b

a.utils dbreplication runtimestate
b.run pe sql tlogin typesysreplication| A select count(*)

CC
-

rr

utils imdb_replication 4'E{(10.5.2 SU2a 0| 4f)

4. cup-xmpp 1B M7t FE K| & IFL|Ct

5. LE 52227} ¥eqd /I =X| EQlghL|ct.

7. Mo 2|RRIo 2 AlMHEI 28 #2lo| X|ZHK| ¢2{F S USH =l B 6EHAH Tof ol
8t MH|Ao| CHEt 238 &g LCt.

Cisco XCP 2+ E

Cisco XCP 2472 ZZ|&t

Cisco XCP 215 MH|A&
22}0|E T 21 of|0|ME

Ul 27F: Aot S4Ig & gl
Jabber 2% F=:"LERR_JABBER_UNREACHABLE <16>", "LERR_CUP_UNREACHABLE <9>"

1. IMP FQDN/ZAE 0|2 L & QI8 & 9/=x| &0l
Android OSOIA 2AE 08 K8 FAE HIE £ gtk ¢847l BA7t etk P Fa Y
FQDNO] SHIAE & SIRIEt & A OB SHAE 4 SALICH e of BXIL Andrord 2 I,



MAC, iOS & Windows & x|0oi| CH3HA{E O] EX|2 QI BEgS U K| ef&Lch

Hostname(ZAE 0|§)2 2 M7t HolEl Z? CUCM administration(CUCM Z 2[) > System(Al
A8 > Presence Redundancy Groups(Z o &4 0|3 2 &) > DefaultCUPSubcluster(0| O|§ 2
HZEE = UR)0lM & CIELICH yes(0dl)2] B Cluster Topology(Z21AE EZZX|) H 0| X|0| M
MH O|&2 FQDN E&= IP FAE HZFELCH

2. &3/ VPNO| IMP MEHoll CHEt HAZAE xHEHSHR| oF = K| & QIEILICHEZE 8443,522).
3. 0|48t MH|A 7} IMP MB{ol| M A E|EX| &QlgtL|Ct,

Cisco XCP 2}<E
Cisco XCP ¢4Z8 & 2|&}
Cisco XCP 213 MH|A

FO|

—

4. 07188 =X el

b

a.utils dbreplication runtimestate
b.run pe sql tlogin typesysreplication™| A select count(*)

CC
4

rr

utils imdb_replication 2E{(10.5.2 SU2a O|4f)

5. 2X|7t s A E[X| &t 2™ o|2{g AMH|Aol CHet 23 & &L

Cisco XCP 2t<E

Cisco XCP 424 &2|&t

Cisco XCP 215 MH|A
EC°I0|¢E T2 1}t 0o O|ME

6. ZE AMEXI0|H SLE LF7I LMY 2 LS SFE 2o MAHE MEEE = UELICH
=&Y 2O
RTMT 22| CL
Cisco 2ct0|¢E Z 21t of| O|ME| Zt Y get activelog tomcat/logs/epassoap/log4j/*
Cisco 212! H|0|E{ A E 04 It get activelog epal/trace/imdb/sdi/ttlogin/
Cisco Tomcat 2ot 21 I+ get activelog tomcat/logs/security/log4j/*
Cisco XCP 2I& MH|A 1Y get activelog epas/trace/xcp/log/auth*
Cisco XCP 12 #2|x} It get activelog epas/trace/xcp/log/client-cm-1_*.log




Cisco XCP 2+<*E It get activelog epas/trace/xcp/log/rtr-jsm-1

2E DEBUGE MAstE gty

L Save &P Set Defaut

i E é)s.abefam

Status:
- @ ready
Dready
i ; Select Server, Service Group and Service
Salect Server, Service Group and Service
Server® L - M Py
Server 192,168, 100.85--CUCH IM and Presence = | Go 192.168.100.85--CUCM IM and Presencs ~ Go
Service Group®™ [M and Presence Services * | Go Service Group™ [M and Presence Services - | Go
|$4~ﬂ‘ Cisto XCP Authentication Service (Acthve) -| Go Service™ Cisco Client Profile Agent (Active)
Apply to All Nodes ¥ Apply to All Nodes
¥ Trace On ¥ Trace On
Traos Fikr Suttge Trace Filter Settings
[lm.ug Trace Lavel Debug - [D.bu;- Trace Level Debug >
Enabila Al Trace
Enable All Trace
Trace Output Settings
. Trace Output Settings
Maximum No. of Files® 2%
Maximum File Size (MB)* 2 Maximum Neo. of Files* 250
Maximum File Size (MB)* 1
R T race Configural
(s Save £ set Detaun () save z9 Set Defaut
Status: Status:
(Dresdy (Dresdy
Select Server, Service Group and Service Selact Server, Service Group and Service
Sarvert 192.168,100,85--CUCM IM and Presence * GO Sarvert 192.168,100.85--CUCM IM and Presence ~ | Go
Service Group™ M and Presence Services ¥ | Go Service Group®™ [M and Presence Services * [ Go
Service® [ Citcn XCP Connection Manager (Acthe) ] T | Go [ Sarvice® Clsco Login Datastore (Active) + Go
Apply to All Nodes Apply to All Nodes
¥ Trace On + Trace On
Trace Filter Sattings
Ibﬂwp Trace Level Debug ']
abie AL ¥ Enable All Trace
Trace Output Settings Trace Output Settings
Haximurn No. of Files® 230 Maximum No. of Flles™ 250
Maximurn File Size (MB)® 2 Maximum Fil Size (MB)* {

RTMTO|M 23 =&



[} schedule Collectior

@ (] Real Time Trace
[ collect Crash
Collect Install Logs
AuditLogs

00080000 00O0000 000080

OO0OxOEOO00000000O80000=00;

=

L=l




file System Voice/Video AnalysisManager IMand Presence Edit Window Application Help
Real Time Monitoring Tool

System

System Summary
System Summary
Senver
“'., CPU and Memory

“'., Process
3 Disk Usage

[ critical Senvices
Performance
Performance

Performance Log Viewer

Tools
Alad.Canizal

Trace & Log Central
Job Status
& SysLog Viewer
Sur
@ AuditLog Viewer

4[] Trace & Log Central

[ Trace & Log Central
Mg 4o O

© (] Real Time Trace
[ Coliect Crash Dum
[} collect Install Logs
D Audit Logs

IM and Presence

[ Select System Senvices/Applications |

[_] Select all Senvices on all Servers

All Servers

Cisco Role-based Security
Cisco Row Information Spooling
Cisco SOAP Web Senvice

Cisco SOAPMessage Senice

1

Cisco SSO
Cisco Senviceability Reporter

Cisco Senviceability Reporter AlertReport

Cisco Serviceability Reporter CallActivitiesR...|
Cisco Senviceability Reporier DeviceReport

Cisco Senviceability Reporter PPRReport

Cisco Seniceability Reporier ServerReport

Cisco Senviceability Reporter SeniceReport

Cisco Stored Procedure Trace
Cisco Syslog Agent

Cisco Tomcat

(15

Cisco Trace Collection Senice

Cisco Unified OS Admin Web Senvice
Cisco Unified OS Platform AP|

Cisco Unified Reporting Web Senice
Cisco WebDialerRedirector Web Service
Cron Logs

Event Viewer-Application Log

Event Viewer-System Log

OO000ODOROOOOCoOooooooooc

O000O000D00OsOO0O0O0O00000o000O

Oooo

FIPS LOIs |

O

[T comsub10wucis2com [ imppu |

| <Back | West> | rocn | cancel |

B

utils dbreplication runtimestate




varraranlicatian e
= 1l:p_lbau on;,

et
-

S — [— Presence TopologyDetails |
uj - x S T I Status
s @r.-,:.- status updated (6:12:39 PM)
[
.'i\ 1)
) .;—' Presence Redundancy Groups
&
Frevece Redondany Group Lonfguraiion X sroup IMEP database publisher
PPl # Indicates Intercluster Connection
Presence Redendancy Growg Lostiperation NfauﬂCUPlSubdumr - j
25 | & o
Rassict Sen® a s -
1 - A
¥ _u 1592.168.100.85 i
b u i 0 ey ,
= ’
[} 192.168.100.86 ¢
L Nox v =
e o N "




o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



