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crypto pki trustpoint CUBEtest(this can be any name)

enrollment selfsigned

serial-number none

fgdn none

ip-address none

subject-name cn= ISR4451-B.cisco.lab !(this has to match the router’s host name)
revocation-check none

rsakeypair ISR4451-B.cisco.lab !(this has to match the router's host name)
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crypto pki enroll CUBEtest
% The fully-qualified domain name will not be included in the certificate

Generate Self Signed Router Certificate? [yes/no]: yes
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Router Self Signed Certificate successfully created
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crypto pki export CUBEtest pem terminal

% Self-signed CA certificate:

MIIBgDCCASqgAwIBAgIBATANBgkghkiG9wOBAQUFADAeMRwwGgYDVQQDEXNIUL1IO
NDUXLUTIuY21zY28ubGFiMB4XDTEIMTIXNTAXNTAXNVoXDTIwWMDEWMTAwWMDAWMFow
HjEcMBOGALUEAXMTSVNSNDQIMS1CLmNpc2NvLmxhYjBcMAOGCSqGSIb3DQEBAQUA
AOsAMEgCQQDGtZ974Tfv+pngsl+cCelZ/e0b2zq6CrIj4T1t+NST1G55jMI919/14x
7Fa6DG33LmEYUM1INntkLaz+8UNDAYyBZrAgMBAAGjUzBRMASGA1UdEWEB /wQFMAMB
Af8wHwYDVROjBBgwFoAU+YylUgKdb+rrINc7tZcrdIRMKPowHQYDVROOBBYEFPmMM
tVKinW/q6yDX07WXK3SETCj6MAOGCSqGSIb3DQEBBQUAAOEADQXG2FYZ /MSew] SH
T88SHXqOEVqcLrgGpScwcpbRImKFPpIhDValfH/FC6jnkGW7JFWcekA5Kp0tzYx4

LDQaxQ==

MIIBgDCCASqgAwIBAgIBATANBgkghkiGOwOBAQUFADAeMRwwGgYDVQQDEXNIULIO
NDUxLUTIuY21zY28ubGFiMB4XDTEIMTIXNTAXNTAXNVoXDTIwMDEWMTAWMDAWMFow

HjEcMBoGALUEAXMTSVNSNDQIMS1CLmNpc2NvLmxhYjBcMAOGCSqGSIb3DQEBAQUA



AOsAMEgCQQDGtZ974Tfv+pngsl+cCelZ/e0b2zq6CrIj4T1t+NST1G55jMI919/14x
7Fa6DG33LmEYUMINNntkLaz+8UNDAYBZrAgMBAAG]UzBRMA8GA1UdEWEB/wQFMAMB
Af8wHwYDVROjBBgwFoAU+Yy1lUgKdb+rrINc7tZcrdIRMKPowHQYDVROOBBYEFPmMM
tVKinW/q6yDX07WXK3SETCj6MAOGCSqGSIb3DQEBBQUAAOEADQXG2FYZ/MSew]SH
T88SHXqOEVqcLrgGpScwcpbRImKFPpIhDValfH/FC6jnkGW7JFWcekA5Kp0tzYx4

LDQaxQ==
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ol2H 2| of = ISR4451-B.ciscolab.pem2 2 HHEL|C}.
= UL = - p—
File name: 15R4451-B.ciscolab.pem
Save as type: | All types (*.%)

= Hide Folders Save Cancel
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« CUCM OS Admin(CUCM OS & 2l) > Security(&£ 2}) > Certificate Management(2/5 A & 2l)
> Upload Certificate/Certificate chain(21 5 AM/QIS M Q! ¢ZE)

« 215 AM 8 = CallManager-Trust

- .pem I {2 E
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B  hitps//cucmi0-5.ciscolab/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

E%W [T} Close

~Status

; @ Warning: Uploading a custer-wide certificate will distribute it to all servers in this custer
L

~Upload Certificate/ Certificate chain

Certificate Purpose® CallManager-trust -
Description(friendly name)

Upload File 1SR4451-8.disco.lab.pem

| Upload | | Close |

@ *- indicates required item.

57, Call Manager A&l M QISAM CHREE

« CallmanagerZt EA|E QIS M 37|
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L NN Certificate Details{Self-signed)
(i hitps:/10.201.196.182/cmplatform/certificateEdit.dofcert=fusr localicmy/, security/CallManager/certs

Certificate Detalls for CUCHM1052, CallManager

[_E'I_Dw [ﬂmm [ilwmm @1 Downiaad DER Fil

= Status

@ Status: Ready

- Certificate Settings
File Name CalManager.pem
Certificate Purpose CaliManager
Certificate Type =t
Certificabe Group produck-cm

Description{friendly name] Seif-signed certificate generated by System

- Coertificate File Data

[

Wergian: V3

Sesipl NurmBer: AATESO3ASAIDZ0ZALTDSABLIFET4BTOFT

Signatursflgarithm: SHALwthASA [1.2.840.113549.1.1.5)

Izsuer Name: Lercdnb, ST=Texas, CN=CUCHM 1052, OU=grme, D=dita, C=US

Wakidity From: Tho Jul 21 13:11:22 COT 2016

To: Tuee Jud 20 13:11:21 CDT 2021
Subject Wame: LarcdnS, ST=Texas, CH=CUCH1062, OU=prime, O=dta, C=US
Key: REA (1.2.840,113549.1.0.1)
ey valwe:

J082010a02B20101006B03ERIM 17 7dcdbB4 3 Lefel6d Midb 1 2 Tds63 709 1d 1 dBe ThS
Bd21i3alGEod2aditeaTafc b4 265857 1bolabel 31 0et I06E02 4a84a JaFdc0 TeS0d Lac
AfbE5 1651 S69d44c IFI3GdSalc2al0ckfieSebe0dedbbl b1 Pea3dl e Foddaeasd L a 752
JeAXIG1 188561972 5cBd1 15a5ab 30076 5ediaS LoddFI336244a7d 214001 T a9 ba
J8d0¥aed L Tdee3 1954028 L GaGb020F 37RO e WG IS5 3daDcabbbalbdSaIcibTF 7202
BIdS0F14b7d8d4ee J0306907291 6451 bal 081584 cae2 21 2 bdbedS524da 596353 o

Regenerate Generate CSR Downloed -FPEM File Download .DER File
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crypto pki trustpoint CUCMHOSTNAME



enrolTlment terminal

revocation-check none

crypto pku authenticate CUCMHOSTNAME

(PASTE THE CUCM CERT HERE AND THEN PRESS ENTER TWICE)

You will then see the following:

Certificate has the following attributes:

Fingerprint MD5: B9CABE35 24B11EE3 C58C9A9F 02DB16BC

Fingerprint SHAl: EC164F6C 96CDC1C9 E7CA0933 8C7518D4 443EQOE84

% Do you accept this certificate? [yes/no]: yes

If everything was correct, you should see the following:

Trustpoint CA certificate accepted.

% Certificate successfully imported

7EH. CUBES| X%l M Q1B M A XIS ALBSHES SIP 74

sip-ua

crypto signaling default trustpoint CUBEtest

8EFA|. TLSE A& 3stod Cho|d m(of 714

dial-peer voice 9999 voip



answer-address 35..
destination-pattern 9999

session protocol sipv2

session target dns:cucmlO-5
session transport tcp tls
voice-class sip options-keepalive

srtp

OCHAH. CUCM SIP EZE3 HOt =21}l 7 Ad

« CUCM Admin(CUCM & 2Z|) I 0| X| > System(A|AH]) > Security(&£ ) > SIP Trunk Security
Profile(SIP EZ3 20oF T2 1} Ql)
- ofgiet Zo| Z2EHE FELIC

SIP Trunk Security Profile Configuration

QSW xnme [ oy ‘Elmmn & Apply Config i Add New

~SIPF Trunk Security Profile Information
L]

Name CUBE Secure SIP Trunk Profile

Description Secure SIP Trunk Profile avthenticated by null String

Device Security Mode Encrypted ¥

Incoming Transport Type® TLS hd

Outgoing Transport Type TLS v
Enable Digest Authentication

Nonce Validity Time (mins)® G0

¥.50% Subject Name ISR4451-B. cisco_lab|

Incoming Port® 5061

| Enable Application level authorization
¥| Accept presence subscription
¥ accept out-of-dialog refer®*
+| Accept unsolicited notification
| Accept replaces header
¥| Transmit security status

Allow charging header
SIP V. 150 Outbound SDP Offer Filtering® Use Default Filter -
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SIP Information

r Destination

Destination Address 5 an SRY

Destinaticn Address

1*  10.201.160.12

Destination Address 1Pv

Destinalicn Port
5061

MTF Preferred Onginating Codec®
BLF Presence Group®

SIP Trunk Security Profie®
Itr:ruul!lng l'_'dﬂlllg Search Space

Out-Of- Dialog Refer Caling Search Space
SUBSCRIDBE Caling Search Space

SIP Profile

DTMF Signaling Method *

Standard Presence group
I5R4451-B Secure SIP Trunk Profie
< Mone >

£ Mane >

< None >

Standard SIP Profile-optons

HNo Prefensnoe

ame ™ Dosrpton c“ﬁi‘”"' e Fasd boaam  Parttion ;‘:;
I36442)-8 G711~ Se0ure
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show dial-peer voice summary

TAG

9999 voip up up

TYPE MIN OPER PREFIX

DEST-PATTERN

9999

| 3 SIF Trun Sabum 3P Trunik Dharafsen
s Full Senvice Tume Bn Full Servace: O day O howr
Tirnank Lt
FER THRU SESS-TARGET STAT PORT KEEPALIVE
0 syst dns:cucmlO-5 active
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debug
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crypto pki api

crypto pki callbacks
crypto pki messages
crypto pki transactions
ss1 openssl1 errors

ss1 openss1 msg

ss1 openss] states

ip tcp transactions
ccsip verbose

Webex Recording &3

https://000.gl/QOS1iT
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