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Expressway x15.5

Expressway x15.5= 2 & 33 218 7|#0|AM 20| E EKUS| U= = 2lsl Elist= Ao CH
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xConfiguration XCP TLS 215 A CVS EnableServerEkuUpload: On
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| ) ca_vecs8¢_2026-03-25_03_20_11.pem

| client_vcs8¢c_2026-03-25_03_20_11.pem

‘ ethO_diagnostic_logging_tcpdump00_vcs8c_2026-03-25_03_20_11.pcap

loggingsnapshot_vcs8c_2026-03-25_03_20_11.txt

| ) server_vcs8c_2026-03-25_03_20_11.pem

| xconf_dump_vecs8c_2026-03-25_03_20_11.txt

6 xconf_dump_vecs8c_2026-03-25_03_20_11.xml

| xstat_dump_vcs8c_2026-03-25_03_20_11.txt

é xstat_dump_vcs8c_2026-03-25_03_20_11.xml
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certs - & -~ 68 0@ & 'S | B FindFiles | F - -
LS ® - ©
. ftandberg/persistent/certs/
Name - Size Changed Rights Owner
T_ . 3/24/2026 3:16:20 PM PWXE-XT-X root
! generated_csr 3/14/2026 8:20:12 AM TWXr-XF-X _hobody
multidomaincerts 3/17/2026 6:19:48 PM WX-===== root
i saml 2/4/2026 3:56:54 PM TWXT-Xr-X root
D ca.pem 16 KB 3/14/2026 7:37.55 AM W=r==r== _nobody
i dient-ca.crl 2KB 2/4/2026 3:54.04 PM w-r--r-- _nobody
D client-ca.crl.default 2KB 2/4/2026 3:54:04 PM rwer==r=- root
D crl-update.conf 1KB 3/24/2026 3:16:09 PM TW-T=-r== root
D mitls_ca.pem S KB 1/19/2026 8:34:16 PM W-r=-r-- _nobody
i policy-services.crl 2KB  1/19/2026 8:34:16 PM Wer--f=- _nobody
ﬁ policy-services.crl.default 2 KB 1/19/2026 8:34:16 PM TWXr-Xr-x root
D privkey.pem 4 KB 3/14/2026 8:17:09 AM | root
D server.pem 3KB 3/14/2026 8:19:20 AM wW-r—r-- _nobody
U server-ssh.pem 6 KB 3/24/2026 3:16:12 PM TW======- _pfwd

x15.49| Expressway M|+ (Maintenance(® x| & 2l) > Security(£ o) > Server certificate(MH 215
M)MH 18 M EEQE ZAIE):

alfn
CISCO  Cisco Expressway-C

R———]

Stdmy  Sysems  Conbguaony  Appicaiensy  Usersy A DR oe it
System upgrade Upgrede You e hene Vaienznce Uggrace Sysempgade
i, Vaming The C3AF P 8 Legging Hon Enabled T change I pease log i 1o e CL1 ]
Smant gnng
Emad MosBcaions
Tocls»
= |

Backp and restore

Dhagnostis»

Wasintenance mode

Fieiss wal whis e sofware nstals

Language
Restartegions

x15.52 MBMoZ Yadol=8t &

047|0{l A Maintenance( x| & 2l) > Security(22 2t) > client certificate and server certificates(2 ct
O|E CIBEAM LU MH QIE A 27IX| QIS M SME & &= U&LICH x15.52 YaBo|=E8 &+
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CISCO Cisco Expressway-C

Statany System» Corbgquiatan: Applateorni Vsars »
Alarms Upgrade
i, Warming The CSAF & Logging

tar eacripto Smar bcansing

Diate ara teme not vabcat

Claster TLS parmassive

Acsnowinios| Seaciml] issaiec s

The system i unabse 1o obtan e comect tme Emaid NoliScatiors

mllsmmmmil"ﬁ":’

Backup and restore

Maintenancs made

Bon Enatied. To change &, piease log in io e CLI

0260024 151336 2006.00-24 161336

20060024 1133

x15.5 71Z QIEM U 749l 7|2 HIBol= £ S2H0IIE QISM MB AR BAEIUSLIC
x15.52| Expressway It A|AE persistent/cert C|ZE 2
ftandberg/persistent/certs/
Name B Size Changed
ull - 3/24/2026 4:13:44 PM
__ generated_csr 3/14/2026 8:20:12 AM
_ __ multidomaincerts 3/17/2026 6:19:48 PM
saml 3/24/2026 4:12:43 PM
ca.pem 16 KB 3/14/2026 7:37:55 AM
3 KB 3/24/2026 4:12:46 PM
% | dlient-ca.crl 2KB 2/4/2026 3:54:04 PM
j client-ca.crl.default 2KB 2/4/2026 3:54:04 PM
j clientprivkey.pem 4 KB 3/24/2026 4:12:46 PM
j client-ssh.pem 6 KB 3/24/2026 4:13:37 PM
j crl-update.conf 1KB 3/24/2026 4:13:34 PM
j mtls_ca.pem 9 KB 1/19/2026 8:34:16 PM
g policy-services.crl 2KB 1/19/2026 8:34:16 PM
j policy-services.crl.default 2 KB 1/19/2026 8:34:16 PM
—b] privkey.pem 4KB 3/14/2026 8:17:09 AM
j server.pem 3KB 3/14/2026 8:19:20 AM
server-ssh.pem 6 KB 3/24/2026 4:13:37 PM

00860024 18 101
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x15.501 M= TLS =M 0|3 &0l EKU(Extended Key Usage)E & 15t= A CLI H&d0| T T
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xconfiguration SIP TLS 2/& A ExtendedKeyUsage &l 2 E: 7{7|/117|:
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CISCO Cisco Expressway-E

Status » System» Configuration » Applications » Users » Maintenance »

Client certificate

i Invalid certificate: The file provided does not have a client usage attribute. Services requiring mutual TLS may not work.

1. Waming: The CSRF Prolection status is automatically enabled after the software upgrade. We recommend keeping CSRF protection Enabled. To change it, please log in to the CLI.

Client certificate data

JeqLE M QI M MEAE S8 A EKUE /JU=(Z2H0IHE EKU 818) IS AME HUEEST
E MEfStD M QIS M Y JEEE ZLI0|HE QIS ME MENSIH QIS M7t EEI0|ME QB
M HME A0l SAHEILICH Expressway-EdgedlA AHA CA M QIS MHE ALS5HR| gteeds 22Xt
= M QIS M M L0 EEI0[HUE CIBM ME AR MU EKUEE SAISIES MEfE = Q&L
Ct.



Server certificate !
- status is automatically enabled after the soffvare Uprade. We recommend kseping CSRF protection Enabled. To change i, please kog in 1o the CLI

Server certificate data

Server certiicate Show (decoded) | _Show (PEM tile) |
Cumrently loaded cortScale expires on Dec 24 2027
Certficate Issuer RICKY200-TMS-CA

Reset to defaul server certiicate |

Cenifcate signing request (CSR)

Certificate request There is no certificate signing request in progress

mm‘

Upload new certificate

Select the server prival

b kay Bo Browse .| No Me selected i Re-use cument privabe key i

Seled the server

Browse... | No e selecied i

Uplcad server cortScale file as chend cortificale 1

048] 2B M K 4, 02 75 AlLIE[2

24X ExpresswayOil= & 7H2| QIS M MY AT U222 048 7HX| 2B M XE AlLIE|27F
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ExpC x15.5 ExpE x15.5
1 I
Client cert = Certificate copied from server certificate store Client cert = Cenrtificate copied from server cert store
Server cert = Certificate carried forward from x15.4 post upgrade mmnemenesUC ZONE mnnmnennnans Server cert = Certificate carried forward from x15.4 post upgrade
Where: Server certificate = Client certificate Where: Server certificate = Client certificate

T —
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CA1=LHE CA



CA2=3&CA

CtZ 22| A Expressway Core= A EKU7t CA 2(38& CA)M ATt HHEE E210|E QIF A
ot M EKU7t CA 2(Z & CA)|AMEt MEE M 215 ME 7tx|1 J{&LICH OtEIER|2
Expressway EOll= CA2(3& CA)MIM MEeH M EKU7t = EEI0|ME QB M CA2(SE
CA)H| MEBF M- MB EKUZt = M I8 M7+ & LCh.

ExpC x155 ExpE x15.5

' |
Client cert = Server EKU by CA2 Client cert = Server EKU by CA2
sessseases|JC Z0NGosrereers
Server cert = Server EKU by CA2 Server cert = Server EKU by CA2
|

T

Expressway .04 AH{ 215 A{0f| E2}0|E EKU, Unified communications 2 &2, MRA7} €7
O™ WebRTC Z 5 A|7} 2 S 5FX| o &LICH Expressway Core A 215 Aol E2F0|HE EKU}
U=X| =ZHIELICE Ol AI8A7F 38 CAL 2E QUBMHE MESIEE MEHSHE UEHHOI ALS
ME|LICH B8 CAE 215 Aol 22I0|91E EKUE Z&5HX| 222 2 Unified Communications
M gdol| gdstELIct

UC Jdg &43}5l24d Expressway EOIA EKU HALE 1= 20| E4LICH 22{H UC 0|
LHEFELICEH 2Lt SSH Bfd 2 HIE S dElZ | XIELICH 2/ 222290 SSH E{E Stloll= S&t

O|ME EKUS| HEO| EFLICH

kol

MRA Zct0|21E 2191 U WebRTC ZEA| 7|52 & S35HX| &&LICH ZEH0|E8! CAO| 2| X|3H ok

g s &Lt

EIAE A 1

« Expressway E0I| A EKU ZAL7| "ON"Ql B2
« Expressway Core2| ZZI0|1E L M 21E Moi| A EKUEH
« UC B AEf7} Auigf

7

AL

0
40

32
rir

Expressway-Edge ExtendedKeyUsage Q! 7%

xconfiguration SIP TLS 215 A ExtendedKeyUsage 2 Q| 2 E: On:



Hige generated tems

admin Readoaie vesiic fz24isT

Expressway E 2 1= 10.106.80.16 = Expressway Core, 10.106.80.31 = Expressway Edge?! 2| x|
g EoisLich

EIAE A 2

« Expressway EO|A EKU ®| 327} THEl B2

- Expressway Core2| Z2t0[|1E L M 2B Mo M T8 EKU7I U= B2
« UC B oEf7} Lot

Expressway EO M EKU AALE & LICtH

xconfiguration SIP TLS 2/5 M ExtendedKeyUsage & Q1 ZE: 117



admin Read write woalic 1227187

2Lt ssh E{'20[ 04715| Amig&LICH.

Status» System» Configuration Apphcations Usersy
Unified Communications SSH tunnels status

\_i__ Warning: The CSRF Prolection siatus is automatically enabled afier the software upgrade. We recommend keeping CSRF protection Enabied. To change i, please log infio the CLL

e Qerserated Ree

QOTEAS2D Eing

You are here: Siaius » Lnfied Communicaions stalus Unified Communicatior

555, lederation.com

flomcat com

Expressway O|HE 27

Permission denied

2026-03-29T12:33:12.384+05:30 ssh: Detail="ssh: connect to host smartslasrtsartsg 222225 ort 2222: Connection timed out” Level="ERROR"

2026-03-29T12:31:56.811+05:30 ssh: Detail="ssh: connect to host smartslavsmartst 22222Coort 2222: Connection timed out” Level="ERROR"

2026-03-29T12:28:56.519+05:30 ssh: Detail="ssh: connect to host smartslavsmartst 2222Zoport 2222: Connection timed out" Level="ERROR"

2026-03-29T12:28:24 476+05:30 ssh: Detail="ssh: connect to host smartslavimanrtst 222722: port 2222: Connection timed out" Level="ERROR"

2026-03-29T12:27:52.445+05:30 ssh: Detail="ssh: connect to host smartslavslast smit 2222: port 2222: Connection timed out" Level="ERROR"

XA 2.1: 42 At

CA1=LHE CA

OK

CA2=38CA

« 097|AM Expressway 70{ 22I0|HE

H EKUE 25 Z&ELICH

« Expressway 20{ Mt Q15 ME CA 2 & CAMAM MY3H M EKURH
« Expressway O X| Mt QIS ME CA 2 & CAMAM MYSH M EKURH

M= CA1(UF CAM MBEIH ZEF0[AE/M

Zetefuct.
Zetefuct.



« Expressway Edge 22I0|21E Q15 ME CA2 3 CAMIM MBESHH A EKURH Z &8

Ct.
ExpC x15.5 ExpE x15.5
1 I
Client cert = Client/Server EKU by CA1 Client cert = Server EKU by CA2
---------- UC Zong----=----

Server cert = Server EKU by CA2 Server cert = Server EKU by CAZ
L .

O] ZAL2 M Z AILICE EKU &9l 2= 71 ON/OFFQIX| o{5of 2|80 Unified
Communlcatlon Qednt SSH E{'d0o| 25 & M3HELICH MRA E2t0|E 7} 2 SFLICE

Expressway Edge EKU X327t OFF 2= ONQIX| 042 = SRt X| et &LICt Expressway 201 &
EFO|IE QIZ Mol E2+0|ME EKUZF & E|o] /&Lt

Expressway 204 &% SSH E{&:

stusnfns
CISCoO Cisco Expressway-C

Status > System » Confguiation » Applicabons » Users» Mamtenance »
Unified Communications SSH tunnels status You
i . Warning: The CSRF Protection status is automatically enabied afler e Soffware Upgrace. We recomimend keeping CSRF protection Enabled. To change i, pleass log in 1o the CLI
Smansisve vilkdutla com omcatl com Actrve 200020206 OT 2127
S5 ISCETEON. COM Active ’

Expressway Edge Active2| SSH E{'d



i mim
CISCO Cisco Expressway-E
Caonfiguration »

Status > System »

Appications

Usars» Maintanance »

Unified Communications SSH tunnels status

b, Waming: The CSRIF Protection status is sutomatically enabied afler e soflwire Upgrade. We recommend keeping CSRF protection Enabled. To change &, phease 1og in 1o e CLI

tomcal com

555 tederation com

BEL

Unified Communication MRA 2323 AFEl £ M :
e MRA Unified Communicatons yaversal 0 0 g on Acte No 3Ech Iy Configaired VenEM
!I ﬂ Setect | Loseclal e g ated e
T S Readw e w wesBe Sy w 158 ST page en_US S ODTEARID vorson X134
~ L—
- Expressway-Core 2C0|1E I AMH= MH EKU & 22}0|1E EKU7L & LICE
~ L—
« Expressway Z01{ At QIEM0l= M EKUSH /& LICt
N Certificate » § W Certificate ¥
Mame
General Detais (Certification Path General Defals CertificationPath
~ Yesterday
leggingsnapshot_vesBe_2026-03-29_07_30, Show:  <Al> v Show: | <al> -
! xstat_dump_vesBe_2026-03-29_07_30_00.tx Feld Ve Field Value
xconf_dump_vesBe_2026-03-29.07_30.00t | [subject chuster.s.com, TAC, Cisca, KA,... Eltssuer RICKY200-TMS-CA, RICKY200...
| IPublic key RSA (4096 Bits) 1= vaiid from Sunday, March 29, 2026 11:4...
e xstat_dump_vesBe_2026-03-29_07_30_00.xr :miﬂl 0500 :\-‘dd to Tuesday, March 28, 2028 11:...
b ca_vcsBe_2026-03-29_07_30_00.pem Enhanced Key Usage Server Authentication (1.3.5.... | | Subject duster.s.com, TAC, Gisco, KA.
| (& Subject Altemative Name DNS Mame =duster.s.com, DM... | Public key RSA (4096 Bits)
& client_vcsBc_2026-03-29 07 30 00.cer | | | 5| Subject Key Identifier De7de 11525e4a5fa6 2688 362.... ../ Public key parameters 0500
1 i Enhanced Key Usage Server Authentication (1.3.6....

& server_vesBe_2026-03-29_07_30_00.cer

&5 Authority Key Identifier KeyID=g41ebleTeecfS98f7fL...

Jil o1 Mietribu i Brinte TR Pictrib s Drin Pictr

e xeonf_dump_vesBe_2026-03-29_07_30_00.x

NING M wrk cter € com DN

[Server Authentication (1.3.6.1.5.5.7.3.1)
iChent Authentcation (1.3.6. 1.5.5.7.3.2)

Expressway core
client certificate

MRA Z2clo|¢E7I 2aQI5t1 SE&H!:

lwmw (1.36.1.5.57.3.1) I

Expressway core
Server certificate

dit Properties...

Copy toFie...



&) Cisco Jabber

hanu@

Z743: Zztoldl

CA1=LHE CA

&) Connection Status

Cisco Jabber

Wersion 12.6.1 (284403)

Softphone

Satus Connacted

Protocol s1P

Address 1010679162 [CCMCIP - Exprestway] [IFVE)
Device CS5FHanu

L ine Trr7

Deskphone

Satus Mot connected

Protocol CTI

Address [CTT) [(Unkncewen)

Cwtiook address book

Satus Last connection successiul
Protocol MAPT

Address Cwtiook [Unknown)
Directony

Sotus Last connection successiul

6bRTC ZE A7t BHSE £ AUT S ABMo| 2= EKUE HIZstD 7|5



CA2=38CA

ExpC x155 ExpE x15.5
1 r
Client cert = Client /Server EKU by CA1 Client cert = Client /Server EKU by CA1
--—--Traversal Zone--------
Server cert = Client/Server EKU by CA1 Server cert = Client /Server EKU by CA1

T

Z74 30l 2E 2B M= LIF CA(CA1T)0 2lai MBELICE

« Expressway-EOlM TLS (14E MEE Wl CA1 FE/SZHAIE T AE|E|QF mEHaHoF &L
Ct. far-end0l| 7|5 0| @i7{LE 7HQl CA Q1B M U2 EE &{&5tX| &= E< TLS 40| Almj
sH_|C}.

« MRA Z22I0|MEE Zzlo[8! QIS M7} OS AlZ| HE A0 i A HYe 25 7| flal
SME 7tXS L.

Z7d 4: Expressway Edgedl= M EKUEF Q= 3& Q1B M7t Y& Lt

ExpC 1155 ExpE x155

Client cert = Client /Server EKU by CA1 Client cert = Server EKU by CA2  copied when chosen “Upload server certificatefile as client centificate”
Server cert = Client/Server EKU by CA1 sewssonersTTAVGISAL ZONG mesees Server cert = Server EKU by CA2
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