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Information X

If TLS verify mode is enabled, the
Unified CM system’s FQDN or IP
address must be contained within
the X.509 certificate presented by
that system (in either the Subject
Common Name or the Subject
Alternative Name attributes of the
certificate). The certificate itself
must also be valid and signed by a
trusted certificate authority.

Default: On
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Stalus» System» Configuration » Applications » Users» Maintenance »
Unified CM servers You are heve: Configuration + Unified Communications * Unified CM servers » Edit
Unified CM server lookup
[ Information !l.
I TLS verify mode is enabled, the
i # |cormvadmin [ Unified CM system’s FQDN or IP

address must be contained within
the X.509 certificate presented by

that system (in @ither the Subject
on Commaon Mame or thg Subject
Alternative Name attributes of the
= . certificate). The certificate itself
miust also be valid and signed by a
ol (3 trusted cerificate authorty.
Default: On
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Name UCM Version Zone Pratocal Zone Status Rale
CUCMBUDMEW IOMCAL Com 15.0.1.12000(234) TCP TGP: Address resolvable Subscriber
“"cucmpubnew.lomeat.com 15.0.1.12000(234) TCP TCP: Address resolvable Publisher
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v TLSv1l.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (8x@381)
Length: S12
~ Handshake Protocol: Client Hello
Handshake Typeé: Client Hello (1)
Length: 583
- Wersion: TLS 1.2 (@x8383)
Random: bE32e6720580ac3flddeSbdedS5dSadaZ?f68b240eT20e5a75Ff4471cdfc2S57B4AcFE
Session ID Length: 32
Session ID: bIEBBBOAZET7alccShecl@B7470F608423ddccda71@F2706dFFOSeSFfafEl3edT16d
Cipher Suites Length: &6
v Clipher Suites (33 suites)
Cipher Suite: TL5_AES_256_GCM_SHAZEB4 (2x1382)
Cipher Suite: TLS_AES_ 128 GCM_SHA256 ([9x1381)
Cipher Suite: TLS_CHACHAZE POLY13D5_SHAZSE (@x13e3)
Cipher Suite: TLS _ECDHE _RSA WITH AES 256 GCM_SHA3BA (Bxc@38)
ICipher Suite: TLS_ECDHE _ECDSA _WITH_AES 256 GCM_SHA3ZEB4 (@xcB2c) ]
Cipher Suite: TLS DHE _DSS_WITH_AES 256 GCM _SHA3IE4 (@xB8Ba3)
Cipher Suite: TLS _DHE_RSA_WITH_AES 256 GCM_SHA3IEB4 (@x0@9f)
Cipher Suite: TLS5_ECDHE _ECDSA WITH CHACHAZO POLY1325 SHA256 (Bxccad)
Cipher Suite: TLS_ECDHME_RSA_WITH_CHACHAZ@ POLY1305 _SHA2S6 (@xccaB)
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xConfiguration SIP L2 TlIsSignatureAlgoPrefRsa: 7{71/117|
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3. Expressway-Core EB{AE A E0{0] Tomcat/Callmanager 5= Tomcat-ECDSA/Callmanager-
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Post Reuse(CHA| AFE &), Callmanager 2! Callmanager ECDSA AMH @5 A= CUCM
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show cert own CallManager

show cert own tomcat
CIEM RHALE EHA|

Tomcat CSR pub F7} M4



Certificate Details for cucmpubnew-ms.stark.com, tomcat

Eﬂg Regenerate (3] Generate CSR m Download .PEM File m Download DER File

—Status
@ Status: Ready

— Certificate Settings
Locally Uploaded 06/09/25
File Name tomcat.pem
Certificate Purpose tomcat
Certificate Type certs
Certificate Group product-cpi

Description(friendly name) Certificate Signed by WIN-9G89V8090R2

— Certificate File Data

Certificate:
Data:
Version: 3 (0x2)
Senal Number:
48:00:00:00:04:61:fc:d3:8c:8f:a1:12:92:00:00:00:00:00:04
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = stark, CN = WIN-9G85V8090R2
Validity
Not Before: Sep 6 05:07:47 2025 GMT
Not After : Sep 6 05:17:47 2027 GMT
Subject: C = IN, ST = karnataka, L = bgl, O = cisco, CN = cucmpubnew-ms.stark.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)

Modulus: ﬁ

| Regenerate ] [ Generate CSR] [ Download .PEM File J [ Download .DER File]

CUCMO{ A Tomcat /15 AHE Tomcat-trust2 AHE CA QS ME Y2 =8HL|Ct.



pload Certificate/ Certificate chain
Eé" Upload H Clozse

-Status

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-trust i

Description({friendly name) |

Upload File | Browse... | shashaCA.cer

| Upload | | Close |

® *_ indicates reguired item.

Tomcat Q1B M7t MBEE|H AAXI| Y2 EFLICH ZTEZE0 [ #8 MH|AE CHA| A
Ct.

Upload Certificate/ Certificate chain
EJ’% Upload E Cloze

rStatus

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

— Upload Certificate / Certificate chain

Certificate Purpose® | tomcat ¥

Description(friendly name)

Upload File | Browse.... | pubcucmtomcatls.cer

| Upload | | Close |
@ *_ indicates reguired item.

Tomcat Q1E M7t MBE|IH AA|Xto| YEESLICH ZEZEo et #2 MH|AE CHA| A|ZFEEL
Ct.

El QB M7t T E[E 5 sl 57 Y

Success: Q/E M7 YE2EEZ|RFELICEH 2[4 #Hdol Y=
g gLt

M

2 E 2HAH = E(UCM/IIMP)0I M CLI 'utils service restart Cisco Tomcat'e Ab& 504 Cisco
Tomcat & MH|AE RHA|Z R LICH 2 & UCM E2{AE = =04 A CLI 'utils service restart Cisco




UDS Tomcat and utils service restart Cisco AXL Tomcat'€ A& 35}04 Cisco UDS Tomcat 2! Cisco
AXL Tomcat & MH|AE RHA|ZFEFLICEH E8F AIAIRF == 0{ M Cisco DRF OrAE{ 2 Cisco DRF
2Z MH|AE CHA| A|RFEHLICEH 7 A = E0{| M Cisco DRF 2Z MH|ARFCFA| A|RFEHLICEH.

O|A| Tomcat 21 A7} CA0 ols MEEI&LICEH

signed
tomcat cucmpubnew-ms.stark.com _51dod0f400000000000b IdentityCA-  RSA  Multi-server(SAN) RICKY200-TMS-CA 10/23/202TCertificate Signed by RICKY200-TMS-CA
signed

Tomcat 2/5 ME O|A| Callmanager Q/EMZ RHAIE 524

Reuse Certificate(Q1E M RHAIR)E S =l LIC}

Show = Seitings = Secunty = Software Upgrades = Services * Help =

Certificate List
E_‘L Generate Self-signed Eéi Upload Certificate/Cerlificate chain Ejﬂ Generate CSR E_‘L Reuse Certificate
EECHR20|M TomcatE MEHSI T Callmanager 215 AMHE MENEHLICE

Use Tomcat Certificate For Other Services
’ Finish [T} Ciose

~Status

'5 Tomcat-ECDSA Certificate is Not Multi-Server Certificate

@ Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat T',lpe* tamecat b

rReplace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish | Close

Finish(Ot&)& 22!gLct.



» Finish [1} Close

- Status

Certificate Successful Provisioned for the nodes
cucmpubnew.stark.com, cucmsubnew.stark.com,.

@ Restart Cisco HAProxry Service for the generabed certificates to become active.

@ If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points download
the updated CTL File.

rSource

Choose Tomcat Type® tomcat -’

- Replace Certificate for the following purpose

CallManager
CallManager-ECDSA

Finish || Close

Tomcat 2185 A7t Callmanager /5 ME CtA| AAHEEILICEH Ol= CLIIM AEE = /A &Lt

ok

(SN): 56:ff:6¢:71:00:00:00:00:00:0d

Callmanager 215 M 24 H

Tomcat 215 A SN: 56:ff:6¢:71:00:00:00:00:00:0d



o

HHE ~eLIct

7t Rbol| CHsll S LB E

O|X| ECDSA 2185 MHE M504 Callmanager-ECDSAZE CHA| AHS

34X Tomcat-ECDSA 215 M A& MBE|o{ U&LICt.

L0106 79, 162 _Sacebs P00000000000f IdentityCA- RSA  Multi-sarver{ SAN)
sigred
1oentityselr- L

staned

RICKY200-TMS-CA

CuCTpUBNEW. tomcat.com

tomeat
mcat-ELLUSA  Cuompubney -t Eomcat, oom . ADai o (4 foabiEatdb e L ddah

Tomcat-ECDSA 215 Mof CHsH CtE CSROi| M LCE

=13
=

cucmpubnew-EL tomcat.com

10/ 25/2027Cortificate Signed by RICKYZ00-TMS-CA

UTPET

2U3USHT-signed certificate generated by system



-Status

i !5 Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

-Generate Certificate Signing Request

Eirtiﬁcate Purpose [tomcat-ECDSA bl |

Distribution* | Multi-server(SAN) 7]

Common Name®* [10.106.79.162

Include OU in CSR |_|
Subject Alternate Names (SANs)

Auto-populated cucmpubnew.tomcat.com
Domains
cucmsubnew.tomcat.com

Parent Domain tomcat.com J

Other Domains

Browse... | No file selected.

Please import .TXT file only.

ec.vikdutta.com

o@

ves8e.s.com
| | [ add]
Key Type** EC
Key Length* [ 256 v ]
Hash Algorithm * [SHAZSS v |

| Generate | | Close |

CSRE At83t0od RIZME MBstn U= E=7rL|ct



Upload Certificate/Certificate chain
E;g' Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-ECDSA v

Description(friendly name)

Upload File Browse... [ cucmpubecdsa162.cer

[ Upload ] | Close]

@ Upload Certificate/Certificate chain — Mozilla Firefox —_ X

O
o PA 10.106.79.162/cmplatform/certificateUpload.do ﬁ —

Upload Certificate/Certificate chain
Gé Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate /Certificate chain

Certificate Purpose™

Description(friendly name) Loading, please wait.

Upload File

| Browse... | cucmpubecdsa162.cer

| Upload ] | Close |

@ *. indicates required item.

10.106.79.162

Yz 3. ZFZEof el 23 MH[AE CHA| AIRFErLICH



- Status

Certificate upload operation successful for the nodes
ouom pubnew. tomcat.com, cucmsubnew. tomcat.com.

Restart the Cisco Tomcat web service using the CLI “utils service restart Cisco Tomicat™ on all
dluster nodes (UCM/IMP). Restart Cisco UDS Tomeat and Cisoo AXL Tomcat web services using the
CLI "uhls sernce restart Cisoo UDS Tomcat and vhils sernce restart Cisco AXL Tomcat™ on all the
UEM cluster modes. Also, restart the Cisco DRF Master and Cisco DRF Local services on the
publisher node. Restart ONLY the Cisco DRF Local service on the subscriber node(s).

@ If SAML 550 is enabled, please re-provision the SF metadata on the IDP.

- Upload Certificate/Certificate chain

Certificate Purpose™ tomcat-ECOSA i
Description(friendly name)

Upload File Browse... | No file selected,

Upload | | Close

CAO| A M8t Tomcat L Tomcat-ECDSA

Bghed
tomeat 19,106.75.162_Sacebi 7000000080001 IdentityCA-  RSA  Multi-server{SAN) RICKY200-TMS-CA 10/25/2027Certificate Signed by RICKY200-TMS-CA
aghed
e ) byl i Segred by byl
signed

O|A| Tomcat-ECDSAZ Callmanager-ECDSA Q15 MZ CIA| AL EFL|CH

Use Tomcat Certificate For Other Services
. Finish [T Close

rStatus

@ Tomcat Certificate is Multi-Server Certificate

@ Tomcat-ECDSA Certificate is Mulb-Server Certificate

rSource

Choose Tomcat Type® [tgmm-EcnsA it J

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

[ Finish || Close |

Uz 3. ZFZEo et 28 MH|AE CHA| A[ZfgfL(CH



ﬂ Finish E} Close

—Status

® Certificate Successful Provisioned for the nodes
cucmsubnew.tomcat.com,cucmpubnew.tomcat.com,.

® Restart Cisco HAProxy Service for the generated certificates to become active.

If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points
download the updated CTL File.

@ Restart Cisco TFTP service.

@ Restart Cisco CallManager Service and other relevant services on certificate provisioned
nodes.

~Source

Choose Tomcat T~_.f|:l||:3'c tomcat-ECDSA o

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish || Close

Not Found.

Tomcat-ECDSA 215 A SN: 2f:00:00:00:38:80:be:cc:a8:a1:8e:8f:23:00:00:00:00:38.



admin:show cert o
Certi
D

OlMl & MH|A0f &tLt2| RIB A, & Tomcat 2! Callmanager A{HIAE Tomcat /5 A2t Tomcat-
ECDSA %! Callmanager-ECDSA AMH|A& Tomcat-ECDSAE A3t QS22 Expressway
Trust Store0i| A QIS MHE UEE=5t= 0| ‘=L47-|E-?—-IEI—|EP(?=1E56HO|= st= 42).

MRA& Expressway-Core0| A& UCMZ F7}5t= S TLSO|IM 'On'E &QIGHEE 5 0
2 $¥4FI&LICE Tomecat 213 M CA E& M QIZ ME stLtpt F7hstH Q0| SRS/ L
CH RIS A7t Callmanager®t Tomcat A{H|A 7._F01| SREZIME).

Unified CM servers o
s AACCSY. Conmenion Sccess Th Serves cucrmputne Komeal Com ws cce ssiuly Breesod aed quered. Connecions estabisned il invws (hsstes sodes Unchasged 10108 79,162, 30 106.79. 166

b Wiarning The CSRF Prolection staus i sulomaicaly snabled aer Ihs SoSwans upgrade. W secomemend keaping G5 AT protecton Ensbled. To changes &, pleass kg in lothe £L1

£ 5l04 Mobile Remote AccessE STtst A< 0| TEH MO EME B X5
J&LIC
=

Apache Traffic Server H™ 7|5

R E| 2a0I8F MOl TS & Q51 ~ # /apache2/bin/httpd -vE A& EHLICH

Expressway x8.11.4
ME{ BHT: Apache/2.4.34(Unix)
MH #%: 2018 118 12 19:04:23

Expressway x12.6

MHB B{%: Apache/2.4.43(Unix)
ME 75: 2020 52 262 18:27:21

Expressway x14.0.8

ME BH¥: Apache/2.4.53(Unix)
ME 75 2022'A 52 42 08:52:57


https://www.cisco.com/c/ko_kr/support/docs/unified-communications/expressway/218018-troubleshoot-expressway-traffic-server-c.html%C2%A0%2520%C2%A0

Expressway x15.3

MB{ 7 Apache/2.4.62(Unix)
M 75:2025'4 78 16 12:10:19
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