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https://www.cisco.com/c/ko_kr/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/10_0_1/CUCM_BK_SB003832_00_saml-sso-deployment-guide-for.html
https://www.cisco.com/c/ko_kr/support/docs/unified-communications/unified-communications-manager-version-105/118770-configure-cucm-00.html
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L2pAK5weDa2k4uYMEAQAwWCTOhUrwK3yilwgjHAamcG-CoiPZQ

OAuth Refresh Token Expiry Timer” parameter in enterprise parameters page in CUCM.
Path: System -> Enterprise parameters

Values are integers ranging from 1 - 90
Minimum lifetime = 1 Day

Default lifetime = 60 days

Maximum lifetime = 90 days
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- | Authenticate i %
User ‘._J'! A

CoT for SAML
Validations
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EZ M2 13
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- M2 1% EZ2 O|o|E{HI0|A Q] refreshtokendetails El0|E 01 SHA| 222 XEEILICE Ol
DBOIM CHE P.E:*OI MEdE = e SHE EXIstT| fIgt ALIct Elolg2 AEste{H Ot

52 ddstdlAl2.

run sgl select * from refreshtokendetails

T 92 4 ok RE IMI AUE TR

run sgl select pkid, refreshtokenindex userid,clientid,dbinfo('utc_to_datetime',validity) as

Z1: 9540| SR E/H DBOIM M2 T& E20| Z2AIEILICH Eol AB|=E DiY o
2Alofl MBELICHUIE S 748 4= oo #17 x|2 A Saf £ e
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Sample refresh token:

eyJThbGci0iJSUZIINiIsINR5cCI6IkpXVCIsImtpZCI6IFhkMGQIMzIOLWYO0ZFAENGIWY1i04MTF1LTRhNTIMZGI2YFcyMip]
Mjc3MGMS5N2JKYT1kMzRmZDALYTA1YTFhZWQzZTUOY2E4MGJKkZDA1ZTM1 ZDk3MDNiNjBiNTQ5MTB1ZDQOODR1In0.eyJleHAL
OJjEIMDI2MJjAWNTIsImlzcyI6IjhkMGQIMzIOLWYO0ZFAENGIwYi04MTF1LTRhNTIMZGI2YjcyMiIsInR5¢cCI6InVzZXI1iLCJ0
aWQioiJgiOoTkxMjIxZ1i1mNDJ1LTRINTItODg3MS1jODc2ZTYzZNWRKNWIiLCIjdHIwIjoicmVmecmVzaCIsImNjaWQiOiJDM2 Iw
YWZmZWZ1IMTQzOTAOMTY4AM2U5YZzJ jMzdkMz ZmNDM4 ZWYWZWYYyN2MwOTM4 YWR JNJj IyNmUwYzAZzZDE20WYYYSJ9 . creRusfwSYA
MAtttS2FIPAgIVVCiREvnzlouxeyGVndalJlMa-ZpRgqv8FOBrsYwgEyulrl-
TeM8XGGQCUVFag09IkhJdgSYz3zvFvvySWzDhl_pPyWIQteAhLlGaQkueba5ZegeHRplsjEczKMLC6H68CHCfletn5-
J2FNrAUOX99Vg5hdmHv1hfjJEel3dU_rciAInil2e3L0OKajkzFxF6W0cXzzujyi2yPbY9gZsp9HoBbkkfThaZzQbS1CEpvB3t
7yREEMIEaHhEUU4M3 -uSybuvitUWInUIATONiWGRh_fOFRI9LV3Iv9J54dbsecpsncc369pYhu5IHwvsglNKEQ
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client_id abcZ A8 El AF& X} xyz L C|HFO|A0| CHE RTE FIAFLICEH
https://cucm-193:8443/ssosp/token/revoke?user _id=xyz&client_id=abc
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https://cucm-193:8443/ssosp/token/revoke?user_id=xyz&client_id=abc

= E 3T Al il ternel 1e]le sl ded b o | k v
Certificate Details for AUTHZ _CUCM-184, authz

@'_,‘ Regenerate m Download PEM File [51 Download .DER File

—Status

@ Status: Ready
— Certificate Settings

File Name authz.pem

Certificate Purpose authz

Certificate Type certs

Certificate Group product-cpi

Description{friendly name) Self-signed certificate generated by system
~ Certificate File Data

[

[ fa)

Version: V3

Subject: L=i, 5T=i, CN=AUTHZ_CUCM-184, OU=i, O0=i, C=IN
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Ciscol RSA Public Key, 2048 bits

modulus:
3100889524121327746500415253920629167237879710935753621934671843
216346326898490353644164813514840735197164588055185219996734516
256663568507413840247845202675452170850077675141884383314726763
520023902784651553941826511494962731151521000167892375623419501
739811988911210916820812069748957615302991414362015465824669063
319779866264424936428249029193008223306846888723560182717860238 W
318402233050626785154245146789308145325775236137097363983609689

| Regensrate || Download .PEM File ] | Download .DER. File |
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CUCH-184 login: admin

Password:

Last login: Tue Nov 15 15:43:5Z on ttyl

Command Line Interface iz starting up, please wait

Welcome to the Platform Command Line Interface

UMware Installation:
1 vCPU: Intel(R) Xeon(R) CFU E5-Z643 B8 @ 3.38GH=z
Disk 1: 8BBGB, Partitions aligned
6144 Mbytes RAM

admin:set ke
admin:set key regen authz =signing

WARNING: This operation will regenerate the Authorization Service signing key an
d restart the Authorization Service on all the nodes. It is recommend that this
command be run off-hours to avoid end user impact.

Proceed with regeneration (yesinol? yes

gsigning key for the Authorization service generated succesfully.

admin:_
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M3 7|: show key authz signing2t O|O|X[0f| EA|El ZdXEH E AlRFLICY.

admin:show key authz signing

authz signing key with checksum: al55d81be7: 0 30 flae last synced on: 06/09/2017 13:04:47

2f £ 35t 7|: show key authz encryptionzt O|O|X|0| EA|El A& E A& LCH

admin:show key authz encryption

4/2017 16:22:06

authz encryption key with checksum:
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CUC(Cisco Unity Connection) MH 0| A OAuthE At&3t2{™H LHIEX I BElXt7t F BHE =3
Of fLICt.

1E-7l. CUCMO|| A OAuth EZ MY X 2453 7|8 71X =5 Unity Connection HHHE T &L
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2CHAl cuC Mo M OAuth MH|AE & H35terL(Ct



20 ME 5S35 7|2 JHK{2P{MH CUCM SAE M8 ME 2 CUCM AXL A A0 A &
MEtE AL A AH2 2 UnityE F/d8toF & LICH O] 40| £ EEIX| o2 ZE Unity
Server= CUCMO{ M OAuth EE & AME =+ gl AEXe SH HY 2012 A8Y
£ &Lt

Cisco Unity Connection Administration(Cisco Unity Connection & 2l) > System Settings(A|AE A
) > Authz Servers(2/& MH)2 O|SErLIC}.

New Authz Server

Authz Servers Reset Help

| Save

HNew Authz Server

Display Mame* | s thz Server

Authz Server® | CUCMPublisher. miguecas. v
Port*® 8443

Username*  [miguecas

Password® sssseese

¥| Ignore Certificate Errors

' Save

Fields marked with an asterisk (*) are required.

X &

ol dMoiM= Hm|aelolMd BXE siidste ol MEE + = HEE MSELICHL

&1 OAuth7} AF& £/ 11 Cisco Jabber A& X7} 2018 4= Qi 4 &4 cucm &
IM&P(Instant Messaging and Presence) MM HE L et5 35 7|1€ 4

0

HEQ3 #elAte 25 cUCM 2 IM&P 0| CF2 5 HA S Al#gslofr &L|ct.

7| 215 MY EA|
- show key authz encryption
M ols o °+*=+ 01F 20| BE =ColM Yxlstx| ghg 72 KMol gL 0lE 48

x:l—l—

steiH ChE &+ BYEe E'= CUCM & IM&P = =04 M &d=5HoF B LICt.

- key regen authentication &f £ 3} 4%
- 7| regen authin M 4%
17 CHS Cisco Tomcat MH|AE 2 E = =0i| M CHA| A|ZFSHoF & LICH

7| 2Ux|Qt &7 0] 2LF Y Cisco Jabber 20 32 £ /& LICH

2021-03-30 14:21:49,631 WARN [0x0000264c] [vices\impl\system\SingleSignOn.cpp(1186)] [Single-Sign-On-
Logger] [CSFUnified::SingleSignOn::Impl::handleRefreshTokenFailure] - Failed to get valid access token



from refresh token, maybe server issue.

sso H 2= O IR0 YEELICH

-

. I}l H 7| activelog platform/log/ssoApp.log 21 +=&& I3 X 7L 40| EL 35X 2
LICt SSO & 4ol 2t = E miotct M 23 S 0| ssoApp.log T+ 0| A ELICEH

. SSOSP Z11: 1}l 55 activelog tomcat/logs/ssosp/log4j
ssoZ} st miotCh o] 9|0l ssosp00XXX.log2E A 21 mtlo| MM ELICE CIE
2 E SSO %] & 2 E Oauth 24k 0Of o 7|SELICt

- QIBM 2O miel S8 4 E3&/2d/certMgmt*.log
AuthZ 1& M7t nggEEI [HOFCHUI 2= CLI) o] O|HIEof CHSH Af 21 I 0] A A4 E[L
Ct.
authz & 235t 7| Mol Z< o| o|HIE| CHall Af 21 ufo| HELICt

o e
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https://www.cisco.com/c/dam/global/ko_kr/td/docs/voice_ip_comm/jabber/11_9/Unified-CM-OAuth-Whitepaper-v17-FINAL.pdf
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