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Cisco Secure Web App”ance Secure Web Applisnce is getting a new loak, Try it 1 @ Logged in as: admin on ironport91.example.com
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(] Reporting ‘Web Security Manager Security Services Network System Administration Help
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New in this Release

My-Dashboard
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Packet Capture

Current Packet Capture

No packet capture in progress
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Manage Packet Capture Files

Packet Capture Settings

Capture File Size Limit: 200 MB

Capture Duration: Run Capture Indefinitely

Interfaces Selected: M1

Filters Selected: (tcp port 80 or tcp port 3128)
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Packet Capture

Success — Packet Capture has started
- .cap| (Size: 0B)

Status: Capture in progress (Duration: 13s
File Name: S100V-420DFA7B8265ED011535-71BAEIEQEQB4-20241006-122509. ¢

Current Settings:
Max File Size: 200MB
Capture Limit: No Limit
Capture Interfaces: M1 \
Stop Capture

Capture Filter: (tcp port 80 or tep port 3128)
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Manage Packet Capture Files

5100\" 4ZODFA?38265E0011535 ?IBAE3E9E084 20241005 122509 cap (SK)
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SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.
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Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[1> STATUS

Status: Capture in progress

File Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: OK

Duration: 45s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)
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Edit Packet Capture Settings

Packet Capture Settings

Capture File Size Limit: (2 [209 MB Maximum file size is 200MB

Capture Duration: | g5 capture Until File Size Limit Reached
O Run Capture Until Time Elapsed Reaches I (e.g. 120s, 5m 30s, 4h)
® Run Capture Indefinitely

The capture can be ended manually at any time; use the settings above to specify whether the capture
should end automatically.

Interfaces:
M1

Packet Capture Filters
Filters: | Al filters are optional. Fields are not mandatory.

) No Filters

_ | A
[ @ Predefined Filters (7 I* @
Ports: |so,3123

Client IP: | 10.20.3.15

Server IP: I

O Custom Filter (?) | (tcp port 80 or tcp port 3128)

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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Filters: | All filters are optional. Fields are not mandatory.

() Mo Filters

() Predefined Filters (7

Ports: |so,3128
Client IP: |
Server IP: I
[ ® custom Filter ' [host 10.20.3.15 or host 10.0.0.60 ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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SWA_CLI> packetcapture

Status: No capture running (Capture stopped by user)

File Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: 4K

Duration: 2m 2s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP



Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[NI> y

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter
Enter
[(tcp

the filter to be used for the capture.
the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
port 80 or tcp port 3128)]> host 10.20.3.15 or host 10.0.0.60
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Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

[ @ predefined Fitters 2 | @
[Ports: [80,3128 ]1———@

Client IP: |

Server IP: I

() Custom Filter (? |

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

Predefined Filters (7

Ports:

Server IP:

|
Client IP: |
|
|

[ ® Custom Filter .2 |[port 53 ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

[ Cancel [ Submit
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SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB
Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter:

(tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[NI>

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> port 53

F8et 152 Sall SWALM 2EZ
EH HIZ 7} Q= SWAO| A= WCCP(Web Cache Communication Protocol) 24Z40| GRE(Generic

Routing Encapsulation) E{'2& &3l O|F0{X|= EHH, SWAR 7L} Li7t= THZo] A4 3 CHA
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Packet Capture Filters

Filters: | Al filters are optional. Fields are not mandatory.
(0 No Filters

@ Predefined Filters (7

Ports: |
Client IP: [10.20.3.15
Server IP: | 10.0.0.60

() custom Filter (2] [

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these seltings permanently for future use.
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Capture File Size Limit: 200 MB

Capture Duration: | Run Capture Indefinitely

Interfaces Selected: | P2
{{proto gre && ip[40:4) = 0x0a14030f) or (proto gre &6 ip[44:4] = 0x0a14030(1) or host 10.20.3.15 or {proto gre && ip[40:4) = 0x0a00003c) or (proto
1

Filters Selected:
gre && ip{44:4] = 0x0a00003c) or host 10.0.0.60

Edit Settings.... |
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(proto gre && ip[40:4] = 0x0al4030f) or (proto gre && ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]
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SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size:
Capture Limit:

200 MB
None (Run Indefinitely)

Capture Interfaces: Management

Capture Filter:

(tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[I> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and

[N]>

The following interfaces are configured:



1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:

[1]>

Enter the filter to be used for the capture.

Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.

[(tcp port 80 or tcp port 3128)]> (proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = Ox0Oa
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Filter by Source IP Address equal 10.20.3.15(2

AP FAZ ZE3) U Destination IP Address  |(src £AE 10.20.3.15) & (dst ZAE 10.0.0.60)
equal 10.0.0.60(CHA} IP FA 2 ZIE{T)
7t AN CC= 22X = AN
1_(.)'20'3'15% d8 L4 EE SRAIPFLR s a e 1020315
ElakE
Filter by Source or Destination IP Address equal | . , = 1020315 FEF= 5 AE 10.0.0.60

10.20.3.15 or equal 10.0.0.60

80801} St TCP ZE HE Z EEZ tcp ZE 8080
531t SUStUDP ZE HE 2 ZE{Y udp ZE 53
5142t SYUsH TE HS 2 HEZ(TCP £ T

UDP) ZE 514
UDP m{Z!Bt HE{& udp

ICMP THZ!EF EEE icmp




(proto gre && ip[40:4] = 0x0a14030f) E== (proto
gre && ip[44:4] = 0x0a14030f) E== (proto gre
&& ip[40:4] = 0x0a00003c) E= (proto gre &&
ip[44:4] = 0x0a00003c)
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Packet Capture

[

Error  —  Filter Error ]

Current Packet Capture

No packet capture in progress

Manage Packet Capture Files

S100V-420DFA7BB265ED011535-71BAE3E9E084-20241006-175543.cap (740B8)
S100V-420DFA7B8265ED011535-71BAE3E9EQ84-20241006-175404.cap (24B)

5100V-420DFA7BB265EDD11535-71BAE3SE9ED84-20241006-175955.cap (24B) l
5100V-420DFA7BB265ED011535-71BAE3E9ED84-20241006-175023.cap (24B)

Delete Selected Files Download File

Packet Capture Settings
Capture File Size Limit: 200 MB
Capture Duration: | Run Capture Indefinitely
Interfaces Selected: = M1
[ Filters Selected: = ICMP ]

| Edit Settings...

Ol0IX|- EH 2F

o

Fc YitHoz AR E EHE 73 ##0| A&LIcH dof oM ICMP EEE CHEAIZ &
o C

AELICH metM E2E 77t ddgLict ol 2XE siZsted™ EEHE HE st ICMPE icmpZ

x| SHoF gL|Ct.

—

B g

« AsyncOS 15.0 for Cisco Secure Web Appliance AF2 MM - GD(YEF HiE) - ®|E AL X}

=H =
=TT ...



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



