s 24| 2 Azuredll A ¢9800 Wireless
Controller0| ¥& & O|#l

=R

ISE MM @7 B4
AEMEt 20 2M
EM FHEE EPC:

ISETCP X

=

M2 S5 Azure Side Capture:

Z2M HEEP] ZofAM XoHst= s Z B

3H Z4&H.

A7

Ol EMOIME Azure E3HEF 2| 22Tl EXZ Qe A|RAT HRE ZEfIHE T &2 X2 %l0]
mjZlo| £4&l= Aol C

A& S 2= ME: Azured| A 3 AEIE|E Catalyst 9800-CL Wireless Controller EE£ Azure0ll M =
ABIE|E Identity Service Engine.

r

SSID dH: 5Y 2150| 2= 802.1x EAP-TLSO]| CHal G EIR/&LICEH

AS: EAP-TLS 7|EF SSIDE At& 35104 Azure 2R E 0| M SA-E 9800-CLE AHESH=E St 14
EM7H gdE = Aguct 215 B0l 2eto[HEN EXMTH L UE +~ A&LICH

ISE MEHO|M 27 g

EAP-TLS QIS M L& =0l M Z2| 74 EV} ISEQIS| EAIE K| 3Cl= 242 LHEHHE 27 3 E
5411.

KMt 2O B A
ClS2 ¥Wekrg ghe ZHu|ad|o|M & stutodl chst of| IL|Ct. 9800 Wireless Controllerofl A SSIDE
X

802.1x0f| CHall M™M= AAA M= EAP-TLSOf CHall LA ElLICH 20| ETL QIS S A= g
E35| eIE5M nEt B Soi Eeto|EE F4M HEE MM MTU(Maximum Transmission Unit)



= E 2ul|ct 23 ch2 9800 Wireless Controller= 0] 2 Tzl g™
OHEE =R 2 AAA ME{ol| M&ELICH 2L o|2{&h ZejaHEE= S 2™
E T EH5ER| otoo 2 mfZlo| ArK|E L|CE.

n

=

2 2clo|MET dgstein & M FM HEEE{HMH RA FXE 2o ELICL
L2 R1& &

SEIZ2 S0{7}i= ZCto|HUE & EAP ZEMATL AZELICH

2023/ 04/ 12 16:51:27. 606414 {wncd_x_R0-0}{1}: [dot1x] [19224]: (HE):
[0 i ent MAC: capwap_90000004] 2% AFE] /=4

2023/ 04/ 12 16:51:27. 606425 {wncd_x_R0-0}{1}: [dot1x] [19224]: (HE):
[0000.0000.0000:capwap_90000004] EAPOL THZ! M& &

2023/ 04/ 12 16:51:27. 606494 {wncd_x_R0-0}{1}: [dot1x] [19224]: (HE):
[Cli ent _MAC: capwap_90000004] EAPOL IHZ! M& - H{T: 3,EAPOL R EAP, H|0|EE=
Z0]: 1008, EAP ®& = EAP-TLS

2023/ 04/ 12 16:51:27. 606496 {wncd_x_R0-0}{1}: [dot1x] [19224]: (HE):
[C i ent _MAC: capwap_90000004] EAP miZ!- 2%, ID 0x25

2023/ 04/ 12 16:51:27. 606536 {wncd_x_R0-0}{1}: [dot1x] [19224]: (HE):
[C i ent _MAC: capwap_90000004] ZctO|1EZ MEE EAPOL I{Z!

2023/ 04/ 12 16:51:27. 640768 {wncd_x_R0-0}{1}: [dot1x] [19224]: (HE):
[Cl i ent _MAC: capwap_90000004] =&IE EAPOL I{Z! - H{M: 1,EAPOL R&: EAP, HIO|ZE=
ZI0|: 6, EAP- Type = EAP-TLS

2023/ 04/ 12 16:51:27. 640781 {wncd_x_RO0-0}{1}: [dot1x] [19224]: (HE):
[C i ent _MAC: capwap_90000004] EAP miZ!- 8%, ID 0x25

EM HEER7H AAA HEHO| HAHA HES 2T THZ! 37(7F 1500H0|E(RFM HAEEBH9| 7|
= MTU) 0|2t B2, HA|A HEIX|7F |2 gio| =4AIE LIt

2023/ 04/ 12 16:51:27.641094 {wncd_x_RO-0}{1}: [radius] [19224]: (™HE):
RADI US: 172.16.26.235:1812 id 0/6, |len 5522 HANA Q% LY

2023/ 04/ 12 16:51: 27. 644693 {wncd_x_RO-0}{1}: [radius] [19224]: (™ME):
RADI US: Received fromid 1812/6 172.16. 26.235: 0, Access-Challenge, |len
1141

il

Zeto|MET} eIBEE el ABME B = QJ&LICH WZ! 37|17k MTUE Zote 32 o oY

o
M&E|7| ™ol ZejaHESHELICH

2023/ 04/ 12 16:51:27.758366 {wncd_x_R0O-0}{1}: [radius] [19224]: (™HE):
RADI US: 172.16.26.235:1812 id 0/8, len 20482 HMNA @™ HL|7|

2023/ 04/ 12 16:51:37.761885 {wncd_x_RO-0}{1}: [radius] [19224]: (HE)
RADI US: 5% A|Zh Z1} A|ZHE

2023/ 04/ 12 16:51: 42. 762096 {wncd_x_RO-0}{1}: [radius] [19224]: (HE)
RADI US: | D 0/ 82| A& CHAH(172.16.26.235:1812,1813)

2023/ 04/ 12 16:51: 32. 759255 {wncd_x_RO-0}{1}: [radius] [19224]: (HE)

RADI US: |1 D 0/ 82| Ri™M& CHAH(172.16.26.235:1812,1813)
2023/ 04/ 12 16:51:32. 760328 {wncd_x_RO-0}{1}: [radius] [19224]: (
RADI US: 5ZX AlZh =1t A|ZHE

02
HL



2023/ 04/ 12 16: 51: 37. 760552 {wncd_x_RO-0}{1}: [radius] [19224]: (&HE):
RADI US: | D 0/ 82| X< CHAH(172.16.26.235:1812,1813)
2023/ 04/ 12 16: 51: 42. 762096 {wncd_x_RO-0}{1}: [radius] [19224]: (&HE&):
RADI US: | D 0/ 82| X< CHAH(172.16.26.235:1812,1813)

I{Z! 37|7} 20480|MH, O|= 7|82 MTUE S7HEfLICE M2 AAA MM & 0| gi&LicH M
ZHEEE 20 AHAIZ 3ol TEE MK HHA QEE XSHMZE AMHSELICH
7| 20| FM HEEHE 22X O 2 EAPOL ZE2AMAE RHAIXISHLICE.

o>

2023/ 04/ 12 16:51: 45. 762890 {wncd_x_R0-0}{1}: [dot1x] [19224]: (HE):
[Ci ent _MAC: capwap_90000004] Z2tO0|AE 0| EAPOL_START Al

2023/ 04/ 12 16:51: 45. 762956 {wncd_x_RO-0}{1}: [dot1x] [19224]: (™HE)
[Oi ent MAC: capwap_90000004] =7|3} AEH A|Zf
2023/ 04/ 12 16:51: 45. 762965 {wncd_x_RO-0}{1}: [dot1x] [19224]: (H™HE)

[Ci ent _MAC: capwap_90000004] Z2t0|HE 0| AUTH ABORT A
2023/ 04/ 12 16:51: 45. 762969 {wncd_x_RO-0}{1}: [dot1x] [19224]: (
[Oi ent MAC: capwap_90000004] RHA|ZF AEH A|Zf

(Al
HL

Ol ZZMA=E 2R FIHE|H ZEI0|HE = Q15 THA|0| MEF SEHEIL|CE

0II

Fo HEE M AME LIZE M A= oft] HMA 2% & "MEIX| 20| 150040/ E O]
BFo| MTUZ O|F 0%l & £ HEEE{7} 2cto|UEL| QIZ M7 e E 1500Ht0|EE E1tst=
‘%”HI* QYEES TSHS EodELICH of 2 W2 ZeaHESE HELICH J2{Lt of & HAl

lIi)l

gt SE2 laLIch FM HEEHE 20 MAIE Hro T2 W7HX]| ol 2HE Al
5 XH"V“HIH 1 ¥ EAP-TLS MI440| ZA|ZHEILICE. O] O|HIE =A= 7% BHSE|H, E2t0|ME

g [ EAP-TLS = 7| &Met 2 LIEFHLICE ol M3 E M HEZ 242} ISEO
M SA HZ! AXME B Zstod o BEstA mhefstAAlL.



radius.code ==

b
109
110
117
118
125
126
135
136
143
144
154

Time

12:21:27.510959
12:21:27.510959
12:21:27.554963
12:21:27.554963
12:21:27.599959
12:21:27.599959
12:21:27.640958
12:21:27.640958
12:21:27.676951
12:21:27.676951
12:21:27.758948
12:21:32.759955

Protocol
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

Lengtt Info
594 Access—Request
594 Access—Request
594 Access-Request
594 Access-Request
594 Access-Request
594 Access—Request
594 Access—Request
594 Access—Request
594 Access—Request
594 Access-Request
714 Access-Request

id=3
id=3,
id=4
id=4,
id=5
id=5,
id=6
id=6,
id=7
id=7,
id=8

Duplicate
Duplicate
Duplicate
Duplicate

Duplicate

Request
Request
Request
Request

Request

1130
1868
2132
2133
2144
2145
2168
2169
2176

WLCS| THZ! ZH X

12:21:37.761954
12:21:42.762945
12:21:45.796955
12:21:45.796955
12:21:45.854951
12:21:45.854951
12:21:45.914945
12:21:45.914945
12:21:45.959941

L

RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

Access—-Request i

714
714
538
538
760
760
594
594
594

Access—Request
Access—Request
Access—Request
Access—Request
Access—Request
Access—Request
Access—Request
Access—Request
Access—Request

id=8,
id=8,
id=9

id=9,
id=10

Duplicate
Duplicate
Duplicate

Duplicate

Request
Request
Request

Request

id=10, Duplicate Request

id=11

id=11, Duplicate Request

id=12

M HEBET S5 AMA 23 ID = 801 CHEH 0421 Mol B2 S M WS HOIF
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Zt
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2 a® 1o m

=
H
=

zro
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No. Time

L 189 12:21:27.5108959
118 12:21:27.510959
117 12:21:27.554963
118 12:21:27.554963

£ 7z 71

Protocol
RADIUS
RADIUS
RADIUS
RADIUS

=0
tE'bJ

PCO{A CHE IDOY| CHEt &Y 55 Q0| UZ2 & = A&t oA st o3
EE0| EAIELICH OEH S=0| ol & El=7t? 0] 50| ol & £|=X|of| CHEt CHE
C}l, o|C}t. 1 O & 'Monitor Control Plane' S440| MEHEI fM ZHE E2{2| GUIO|
LICt. 2t A RADIUS THZ! 2| 0] QIAEIA T CPUR ME K7
FaFShE Z30] LEHAQILICH o] B AA 2 CHA MAC F471 00:00:002 2 M
M M A QS 2FQlsoF & LCt

Lengtt Info
594 Access-Reguest id=3
594 Access-Request id=3, Duplicate Request
594 Access-Request id=4
594 Access-Request id=4, Duplicate Request

Frame 109: 594 bytes on wire (4752 bits), 594 bytes captured (4752 bits)

Ethernet II,lSrc: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (GB:@B:@B:B@:E@:@B)]

Destination: @0:00:00_00:00:00 (00:00:00:00:00:00)
Source: 99:00:00_00:00:00 (00:00:00:00:00:00)

Type: IPv4 (@x@80@)



No. Time Protocol Lengtt| Info
{ 109 12:21:27.510959 RADIUS 594 Access-Request id=3

118 12:21:27.518959 RADIUS Access-Request id=3, Duplicate Request
117 12:21:27.554963 RADIUS 594 Access-Request id=4
118 12:21:27.554963 RADIUS 594 Access-Request id=4, Duplicate Request

Frame 11@: 594 bytes on wire (4752 bits), 594 bytes captured (4752 bits)

Ethernet II, Src: Microsoft IS , Dst: I —
Destination: 12:34:56:78:9a:bc (12:34:56:78:9a:bc)
Source: Microsoft_95:42:9e (00:22:48:95:42:9¢)
Type: IPv4 (0x08800)

AAA MH{Z MSEIRADIUS HAA 23
ID=82E AlHE|= EX|o HHA @A 0| 2A 047 H MES I o 0d AAA AHHOA SE0| EA|

ZIX| ert&LICH FIF A AT}, Access-request ID=82] Z MTUE Z16t= 3 7|2 218 UDP
T IHES | LMetE WO 2 BEEGSLICHoE 27 & X).

147 12:21:27.683955 TLSv1.2 184 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
148 12:21:27.683955 EAP 104 Request, TLS EAP (EAP-TLS)

149 12:21:27.756949 CAPWAP-Data 1458 CAPWAP-Data (Fragment ID: 50383, Fragment Offset: @)

150 12:21:27.756949 EAP 188 Response, TLS EAP (EAP-TLS)

151 12:21:27.756949 EAP 1580 Response, TLS EAP (EAP-TLS)

152 12:21:27.758948 IPv4 1410 Fragmented IP protocol (proto=UDP 17, off=@, ID=b156) [Reassembled in #154]

153 12:21:27.758948 IPv4 1410 Fragmented IP protocol (proto=UDP 17, off=8, ID=b156) [Reassembled in #154]

154 12:21:27.758948 RADIUS 714 Access—-Request id=8

155 12:21:27.758948 IPv4 714 Fragmented IP protocol (prote=sUDP 17, off=1376, ID=bl56)

156 12:21:28.084987 TLSv1.2 1872 Application Data

==

WLC I{Z! ZHRO|AM ZEjTHES}I 7| &

Frame 152: 1410 bytes on wire (11280 bits), 1410 bytes captured (11280 bits)
Ethernet II, Src: @0:00:00_00:00:00 (09:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Destination: 00:00:00_00:00:00 (00:00:00:00:00:00)
Source: @0:00:00_00:00:00 (00:00:00:00:00:00)
Type: IPvd4 (8x0880)
Internet Protocol Version 4, Src: 10.100.9.15, Dst: 172.16.26.235
9100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@® (DSCP: CS@8, ECN: Not-ECT)
Total Length: 1396
Identification: @xbl56 (45398)
#01. .... = Flags: @x1, More fragments
..0 0POD GDBO 00O® = Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @xc9b4 [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.100.9.15
Destination Address: 172.16.26.235
[Reassembled IPv4 in frame: 154]
Data (1376 bytes)

Z=ZtEhE 2l - |



Frame 153: 1410 bytes on wire (11280 bits), 1410 bytes captured (11280 bits)
Ethernet II, Src: Microsoft NN Dst: TV
Destination: 12:34:56:78:9a:bc (12:34:56:78:9a:bc)
Source: Microsoft_95:42:9e (00:22:48:95:42:9¢)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 10.100.9.15, Dst: 172.16.26.235
9100 .... = Version: 4
+e+. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@® (DSCP: €58, ECN: Not-ECT)
Total Length: 1396
Identification: @xbl56 (45398)
P01. .... = Flags: @x1, More fragments
...0 0000 0000 0000 = Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @xc9b4 [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.100.9.15
Destination Address: 172.16.26.235
[Reassembled IPv4 in frame: 154]

ZZtstE o -l

t 152 12:21:27.758948 IPvd 1418 Fragmented IP protocol (proto=UDP 17, off=8, ID=b156) [Reassembled in #154]
’ 153 12:21:27.758948 IPv4 1418 Fragmented IP protocol (proto=UDP 17, off=8, ID=b156) [Reassembled in #154]
+ 154 12:21:27.758948 RADIUS 714 Access-Request id=8

i 155 12:21:27.758948 IPv4 714 Fragmented IP protocol (proto=UDP 17, off=1376, ID=bl56)

Frame 154: 714 bytes on wire (5712 bits), 714 bytes captured (5712 bits)
Ethernet II, Src: 90:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 10.100.9.15, Dst: 172.16.26.235
0108 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 708
Identification: @xbl56 (45398)
008, .... = Flags: @x@
...0 0000 1010 1100 = Fragment Offset: 1376
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @xebc® [validation disabled]
[Header checksum status: Unverified]
Source Address: 16.100.9.15
Destination Address: 172.16.26.235
v [3 IPv4 Fragments (2056 bytes): #152(1376), #153(1376), #154(680)]
[Frame: 152, payload: @-1375 (1376 bytes)]
[Frame: 153, payload: @-1375 (1376 bytes)]
[Frame: 154, payload: 1376-20855 (68@ bytes)]
[Fragment count: 3]
[Reassembled IPv4 length: 2056]

2I8l ISE 2
AME|X| o2

mo M

£ dERcoH FM HEEH M ZefaHESE AMA 2FO0| ISEO]
H

r

ISE TCP =



radius.code == 1

0. Time Protocol Lengtl | Info
1 12:21:27.387158 RADIUS 538 Access-Request id=@
3 12:21:27.428304 RADIUS 760 Access—-Request id=1
5 12:21:27.492019 RADIUS 594 Access—-Request id=2
7 12:21:27.527949 RADIUS 594 Access—-Request id=3
9 12:21:27.572272 RADIUS 594 Access—-Request id=4
11 12:21:27.617147 RADIUS 594 Access-Request id=5
13 12:21:27.657917 RADIUS 594 Access—-Request id=6
15 12:21:27.694381 RADIUS 594 Access—-Request id=7
17 12:21:45.814195 RADIUS 538 Access-Request id=9
19 12:21:45.871163 RADIUS 760 Access—Request id=10
21 12:21:45.932076 RADIUS 594 Access-Request id=11
23 12:21:45.977012 RADIUS 594 Access—-Request id=12
25 12:21:46.018562 RADIUS 594 Access—-Request id=13

ISE AM=ofMel 2%
EMg S8 Azure Side Capture:

Azure BIO| Azure Ul S 21X ZAE|M HXE +>AMELICH Azure A E LHO| vSwitchOl|A] 4
* ! O[o|E{= UDP T{Z!0| =ME Sdo{LtAM £&5t 1 S S LIEF-LICE O|248t UDP =29l &
M7t SHIEX| 2B 2 AzureOl| M ST =22 AMXIELICE of2ile HMA 27 ID = 25501 CH3H
Azure End 2! Wireless Controller0i A S A|0d| Z§&{ et Zd0|H, 07| M THZA! @77t BESHAH =2
L|C}.

F£M ZHE E249| EPC(Encapsulated Packet Capture)= X ZtstEl mfZl0| M HEEE{0|AM LI7t
= &=ME EAIELICH

[] -

(m:® REQe==TiS=qqan

N i == 10.10.5.15 88 fpace == 172.16.26.295 48 (g == 33004 or o == 35053 8
LS Abrsslate Teme Seret Demedtnn Protecd Bertoaton Lesgth  Sequtnoe Nember  Iafa

SE29 12:99:05.029997 10.18.9.1% 172.16. 26,235 IPva Exldec [33204) 1418 Fragsented IP protocol (protosUOf 17, offed, IDeBbec) [Reassesbled in 25531)

5630 12:99:05.025957 10.189.9.15 172.16. 26.235 IPvd e (33004) 1312 Frageented IP protocol (protoslOf 17, offed, IDeBdec) [Reassesbled in #5831]

5631 12:99:05.029%997 10.189.9.15 172.16.26.235 RADIUS ExBdec (33004) 696 Access-Request 1ds255

S632 12:09:05.029997 10.1890.9.15 172.16.26.235 e BxBdec (33804) 656 Fragaented IP protocol (protesUDP 17, off=1376, IDeSBec)

5721 12:09:10.029397 10.109.9.15 172.16.26.235 IPve enB3b5 (35253) 1419 Fragmented IP protocol (proto=UDP 17, off=3, ID=39b5) [Reassembled in #5723]

S722 12:99:18.029997 10.109.9.15 172.16.26. 235 IPva exBebs (35253) 1319 Fragmented IP protocol (protoslOP 17, offed, IDeE3LE) [Reassembled in :5??3]

5723 12:99:10.029957 10.109.9.1% 172.16. 26. 235 RADIVE  @B9bS (25251) L] Access-Request 1d255, Duplicete Request

5724 12:99:10.029957 10.109.5.15 172.16.26.235 IFva EB5b5 (35253) 696 Fragmented IP protocol (protosUOP 17, offeld?6, IDe8305)

WM Capture will see packet length of 1410 s sent first, then 696

“ Frase 5721 1410 bytes om wire (11188 bits), 1412 bytes captured (11280 bits)
Encapsulation type: Ethern

Arrival Time 1 B, 82999700
[Time shift for this p NN spcues]
Epoch Time: 1687140550.029997000 seconds

tured frame: 9.525034000 seconds]
Layed frome: 5.000000000 seconds]
t frome: 54.185041000 seconds]

[Time delts from previous
[Time delta from previous
[Time since reference or
Frame Nusber: 5711
Frame Length: 1410 bytes (11288 bits)
Capture Length: 1410 bytes (11280 bits)
[Froame is marked: False]

[Freme is ignored: False)

[Protocols in frame: ethzethertype:ip:data]

WLCS| Z=ZtEHEl I AlEHA

28 ZAE0|M miZlo| EHIE =MZ ZASHK| eE&LICH



dmieuEREge=2=TiSEQaQn

I it o 301001548 fpadr wo 172163625 6. (. e 30004 o pd wm 35253)

Ed
|

Mo, Rbgointe Tane Sowre Destination Protocel Identheation Length  Sequence Nember  lnfo
209:13. 810263 12.108.5.15 172.16.26.235 IPvd BxBilec (33084) 696 Fragsented IP protocel (proto-UDP 17, off=1376, IDedBec)
19.188.5.15 RADIUS xBiec (33084) 1418 Access-Request Ede255[BoundErrorlnreassesbled Packet]
19.192.5.1% RADIUS OxBlec (13260),0xddec (31004 1452 Access-Request de255, Duplicate Request[BoundErrorlnreassembled Packet]
: 18,100,915 0 exkibs (¥5253) 656 Frageented 1P protocel (protosADP 17, offe1376, IDe35b5)
355 12:69:18.818351 18.108.5.15 172.16.26.235 RADIUS  ewB9bS5 (35253) 1418 Access-Request §de255, Duplicate Reguest[BoundErrorinreassembled Packet)
386 12:09:185.B10449 18.188.5.15 172.16.26.235 RADIUS GxBab5 (355085, 0xA50! 1458 Access-Request §de255, Duplicate Request[BoundErrorlnreassesbled Packet]

Physical host will always see 636 packet first and then 1410 packet length. Packet with length 636 will not leave the physical host

Packet comments

Frame 276: 636 bytes on wire (5568 bits), 256 bytes captured (1048 bits) on nterface wHIC:Synthetic:@5b@F7T52-3346-45b0-B6ef-4Th1ec06be2:11:0, 1d 5 (outbound)
Ethernet 11, Src: Microsof ! Dst:

Internet Protocol Version 4, Sre: 19.100.5.15, Dst: 172.16.26,235

Dota (222 Bytes)

Azure End2| Z4%]

| AHRE 22 Ta5 T 208 L7 H2AM ZHQUS HESIEE z2apjus o
| ZA[ AR ELICH o] BEHCo = Qlsl| 1F TEMATE Auljstn ZEI0[AHET} IF BHAHE
Zitstod Tl-E + oA Eulct

FM ZHEE] FH0iAM HMehst= siE dH:

7% 17.11.15E{ Radius/AAA THZIO| ME =Z 7|l X|E 735t Q&LICt o] 715 A8 5HH

CHZ Z1m|agio|MHo| HEE{o| MHE|0] Qe B c9800 ZHEE {0l AAA T{ZI0| EHHEIE

A R|E = U&LCt o|z{8t mZ!lo| S 5| & X|5t2{H AAA AHHE HIZ S 2E HES

3 £0| HE =] mZlnt &t El=X| gtLICH ISEQ| B2 ME ZfQ X[ A 3.1
O| &S E| AIZFELIC.

FM HEEZ S QIEHHO|A F4:

HE 2t
2015 of
C9800-CL (config)#interface

C9800-CL (config-if) # mtu

C9800-CL (config-if) #ip mtu

[1500 to 9000]

M HEBEI| AM ME] T4

C9800-CL (config)# aaa group server radius
C9800-CL (config-sg-radius) # server name

C9800-CL (config-sg-radius) # ip radius source-interface



CHZ 2 WLC(Wireless LAN Controller)0ll A MTU(Maximum Transmission Unit)7} 3000HtO|E 2
HEl 22| Radius THZI0f| CHEE ZHEfet B ILICEH 300060/ EECH 22 mZ!2 B3 gio] &
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1020 10:@8:11.177984 RADIUS 2075 Access-Request id=199

1021 10:08:11.177984 RADIUS 2075 Access-Request 1d=199, Duplicate Request
1119 10:08:16.194981 RADIUS 2075 Access-Request i1d=199, Duplicate Request
1120 10:08:16.194981 RADIUS 2075 Access—Request 1d=199, Duplicate Request
1223 10:08:21.179983 RADIUS 2075 Access-Request i1d=199, Duplicate Request
1224 10:08:21.179983 RADIUS 2075 Access—Request id=199, Duplicate Request
1451 10:@8:26.18099@ RADIUS 2075 Access-Request i1d=199, Duplicate Request
1452 10:08:26.180990 RADIUS 2075 Access—Request id=199, Duplicate Request
2470 10:08:31.181982 RADIUS 2075 Access-Request i1d=199, Duplicate Request
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&1 o] A= WLC(Wireless LAN Controller)of| 2t =8t E|X| et &LICt. ISE, Forti
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