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<#root>

Firewal | /pri/act# show arp | include abcd. abcd. abcd

inside 10.1.1.12 abcd. abcd. abcd 30

inside 10.1.1.13 abcd. abcd. abcd 40

inside 10.1.1.14 abcd. abcd. abcd 51

inside 10.1.1.15 abcd. abcd. abcd 53
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<tfroot>

DHCPDY RA: creating ARP entry (10.1.1.12, abcd. abcd. abcd).

AKX ARP ZE2HON

DHCPRA: Adding rule to allow client to respond using offered address 10.1.1.12
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Source Destination Info

0.0.0.0 255.255.255.255 DHCP Discover
10.1.2.3 10.1.1.1 DHCP Offer
0.0.0.0 255.255.255.255 DHCP Request
10.1.2.3 10.1.1.1 DHCP ACK
| 0.0.0.0 255.255.255.255 m.":p Dec line
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« "sysopt noproxyarp inside" WS AL 5}0
Mstgriict.

-l
o
i
1T
I

£ CIE{HO|AMM ZE Al arpE H|E

« ZSAARPE HIEH5E & A= ClHIO|ATHIP FAE A LICH



AILFE|2 2 - DHCP A ¥ <



=X A3
o ABXIAAEHI2 APIPAIP T4 L AKX 0] FE
54

1. EX VLANS| AL XH= APIPA IP FAEH 7t 1 HE Q|30 CHet 40| Zo{ Lt

EHEREY =¥
« DHCP &7} 2|5 AL Xtof|H HEE H APIPA FAZ T EAR&LICH
<l
F=AE gD, Hel B H7 SYUS 7| MHEA S
|2 2I5 DHCP7} HE ELICH

= ZHE}

DHCP M= 29| AoA StLtol 1P =
et IP =47t CHE BEfol €S FLICH 0



Source

| Deaﬁnﬁﬁun - Info
0.0.0.0 255.255.255.255 DHCP Discover
10.1.2.3 10.1.1.1 DHCP Offer
0.0.0.0 255.255.255.255 DHCP Request
10.1.2.3 10.1.1.1 DHCP ACK
. | 0.0.0.0 255.255.255.255 DHEP Decline
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<#froot>

Firewal | # show arp | i abcd

Inside 10.1.1.22 abcd. abcd. abcd 48

Inside 10.1.1.23 abcd. abcd. abcd 49

Inside 10.1.1.24 abcd. abcd. abcd 50
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« FTDE DHCP MM X3 El= DHCP 210] [t2t ARPE &S LIC}.
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router lisp
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1. Mac address-table0{|= "drop"O| Z & El & 50| EAIELICH

<{froot>

#show mac address-table interface gigabitethernetl/0/20
Mac Address Tabl e

VI an Mac Address Type Ports



10 0000. 0001. 000a DYNAM

2. Show Authentication A|4A40|

<tfroot>

C Drop
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swi t ch2#show aut henti cati on sessions

G 1/0/1 0000.0001.1234 N A

G 1/0/1 0000.0001. 2345 N A

G 1/0/1 0000.0001. 3456 N A

24 82 BA

- 2 HXHE MR CHE AA MAC FAE 7HE &
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« Q15 M BHE & 20000]

UNKNOWN Unaut h  OAFFOB8DOO000OECO00000AF

UNKNOWN Unaut h  OAFFOB8D000000F00016B7D7

UNKNOWN Unaut h  OAFFOB8D0028DE3500000000
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-12/configuration_guide/sec/b_1612_sec_3650_cg/configuring_ieee_802_1x_port_based_authentication.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-12/configuration_guide/sec/b_1612_sec_3650_cg/configuring_ieee_802_1x_port_based_authentication.html
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AlLtE|2 5- MTU EY x|

Wired B02, 11X Authentication failed,

Metwork Adapter. Intel{R) Ethernet Connection (13) 1219-LM
Interface GUID: {83dbSdta-fBaf-4f25-b133-adbdbad80ffe]
Peer Address: FETSAJEFASTS

Local Address: 089204206B8CE

Connection I0x Oxe

Identity: INULL

User:12345

Domain: ABC

Raason: OxS0007
Reason Text: There was no response to the EAP Response Identity packet.
Error Code l"":-:d
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Ext ensi bl e Aut hentication Protocol
Code: Response (2)
ld: 4
Lengt h: 1492
Type: TLS EAP (EAP-TLS) (13)
e EAP-TLS Fl ags: 0xcO
.0. .... = Start: False
EAP TLS Length: 3736
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