NAT HOIEF|H 7|2 Hu|ayo|Mo 2 QIft &
2 QFP AIEE =X sHZ&

Z|E o7 F3 u|g2i|o|M

NAT HO|E 7|1{Et?

NAT AHO|E 7|5 &9l
5 Zd dhed/axd

gHﬁ HEEH 4

SH7Zd w2

Ol EAM0M= NATed EEHED H| NATed EEiZlI0
QFP(High Quantum Flow Processor) & &g Al

Fz|oq
&5t

it
0L 0
]III ][]

L -
21r
miY,

3 o
nx om
I3 y1
C M
o o

—_

rr s
0F MK

| &
o

(e[}
ol
[e)[}

|.7c-| F Al.ol'
QT A
Ct2 FAlof Chst X|Al8 ERStD Qo™ 88t

>

ANEEETER
O| EME EH AZEQo] & FtER|0| HHS 2 FHHE|X| &f&LICtH ASR1000, ISR4000,
ISR1000, Cat8000 EE= Cat8000vet 22 S2|&/7t4 QFP7 & El 2 E 2l & Cisco 10S XE

ZE| MSELICH

O]l EM= Xt& 2E9| Cisco I0S XE C|HIO|A, SDWAN(ZAEE2]) EE= SD-routing= 7[|HS 2 3t



0 RAE =28 [HE & AXIE HF A2 O E = AU&LICH

Ol EMel HE= 54 & g E82| CIHIO|AE EOIZ A EE[I&LICH o EX{ol| AHSE 2 E Clut
OlaE X7I3tE(7|2) Zu|adoMe 2 AR EIRA&LICH M HELIZI 2S5 S 89 ZE
BE o HAHQ S 0|2| SXIStA|IZ| HHEfLICH

HiE HE

Cisco QFP(Quantum Flow Processor)2| =2 AIEE L ds =Xl S Us QIE{H 0|A0| NATE
EoiE &1 H| NAT E2fE 5 F0| E& & 8 Cisco 2t REMM ZEE = JU&LICH Ol =
gt QIEmo|A @F = & Z2 CHE M5 2XE o7 = U&LIC

S

&t 1: QFP= ESP(Embedded Services Processor)0l {x|5tH, Z & QHIRE 2! oFHI2
EfiZ 5o cHst olo|E Eoiel & i X{2l& HEELIct ol E3& mat S

£ 7hestE + &Lt

3]
HO
o

= Al
S o
Ol S%r& A'dsicd™ 2HRE{ollM Ol2{E & & ABstu #lste Kol SLELICH

ror

1.High QFP 2E Z1. 0|38t Z1E= 27+ UAH 2L 80%E Z+E i LIEHLIC

Feb 8 08:02:25.147 mst: %IOSXE_QFP-2-LOAD_EXCEED: STot: 0, QFP:0, Load 81% exceeds the setting threshol
Feb 8 08:04:15.149 mst: %IOSXE_QFP-2-LOAD_RECOVER: Slot: 0, QFP:0, Load 59% recovered.
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datapath utilization summary @&

Router# show platform hardware qfp active datapath utilization summary

CPP 0: Subdev 0 5 secs 1 min 5 min 60 min
Input: Priority (pps) 0 0 0 0
(bps) 96 32 32 32

Non-Priority (pps) 327503 526605 552898 594269
(bps) 1225600520 2664222472 2867573720 2960588728

Total (pps) 327503 526605 552898 594269

(bps) 1225600616 2664222504 2867573752 2960588760

Output: Priority (pps) 6 7 7 7
(bps) 8576 9992 9320 9344

Non-Priority (pps) 327715 526839 553128 594506
(bps) 1257522072 2714335584 2920005904 3016943800

Total (pps) 327721 526846 553135 594513

(bps) 1257530648 2714345576 2920015224 3016953144

Processing: Load (pct) 99 72 34 19
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Router# show interface gigabitEthernet 0/0/1
GigabitEthernet0/0/1 is up, line protocol 1is up
Hardware is ISR4351-3x1GE, address is e41f.7b59.cbal (bia e41f.7b59.cbal)
Description: ### LAN Interface ###
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 2/255
Encapsulation 802.1Q Virtual LAN, Vlan ID 1., loopback not set
Keepalive not supported
Full Duplex, 1000Mbps, 1ink type is force-up, media type is LX
output flow-control is on, input flow-control is on
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:02, output 00:06:47, output hang never
Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 9390000 bits/sec, 2551 packets/sec
30 second output rate 1402000 bits/sec, 1323 packets/sec
368345166434 packets input, 199203081647360 bytes, 0 no buffer
Received 159964 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
2884115457 input errors, 0 CRC, O frame, 2884115457 overrun, 0 ignored
0 watchdog, 3691484 multicast, 0 pause input
220286824008 packets output, 32398293188401 bytes, 0 underruns
0 output errors, 0 collisions, 4 interface resets
3682606 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
21 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out
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Router# debug platform
Router# debug platform
Router# debug platform
Router# debug platform
Router# debug platform

packet-trace packet 8192 circular fia-trace data-size 2048
packet-trace copy packet both L3 size 64

condition interface gigabitEthernet 0/0/1 both

condition start

condition stop
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Router# show platform packet-trace summary
Router# show platform packet-trace packet all
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Packet: 161 CBUG ID: 161
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/2.1730
State : FwD
Timestamp
Start 1 25136781447706429 ns (02/10/2024 00:25:49.584050 UTC)
Stop 1 25136781447993237 ns (02/10/2024 00:25:49.584337 UTC)
Feature: IPV4_NAT_INPUT_FIA <<<LLLLLLLLL<L
Entry : Input - 0x700162ac
Input : GigabitEthernet0/0/1

OQutput
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Lapsed time : 1873376 ns <<<<<<<<<<<<

Feature: IPV4_INPUT_IPOPTIONS_PROCESS

Entry : Input - 0x70016344
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/2.1730

Lapsed time : 64 ns
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Router# show platform hardware qfp active feature nat datapath gatein activity
Gatekeeper on
def mode Size 8192, Hits 191540578459, Miss 3196566091, Aged 1365537 Added 9 Active 7

Router# show platform hardware qfp active feature nat datapath gateout activity
Gatekeeper on
def mode Size 8192, Hits 448492109001, Miss 53295038401, Aged 149941327 Added 603614728 Active 1899



S Y

i)
4
Hr
1o
ot

FZAO|M NAT HIOIEZ|H 7|58 MOI2 255t X2 Yo 7|K| et&u|ch gLt o]
EA7FYAMstHE H x| WHo 2 A" = U&LICH

|28 RE el EX ol CHai A= NATed EB=EI1t H| NATed ECiEE S U IE{H 0[A00M EE
st= Aol E&LICH MZ CHE QEH 0|A EE= HERF ClHO|AM M AL E == U&LICH

HOIEZ|HO|M FE = =& £0|7] /51 NAT AHOIEZ|H 7|52| 7HA| 2 7|E& =&ILICH
_|

CHZ o= Cisco EHRE0IAM HOIEZ|HE ZHstE S Eo{ELICE 0] k2 29| HENMEZ2=
FEAlZ|o{ok BrLICH OHX| o 0| AISLE OEeE Y2 37|22 dYEELCH

Router(config)# ip nat service gatekeeper
Router(config)# ip nat settings gatekeeper-size 65536
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