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Instance  RLOC EID (mac address)
8189 FE2068 0019.3052.6d7f
8189 FE2069 0019.3052.6d7f
4099 FE2068 172.24.1.4/32
4099 FE2069 172.24.1.3/32
4099 Border 10.48.13.0/24
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"show lisp instance-id <instance> ethernet"& Al

<#root>
FE2068#

show i sp instance-id 8191 et hernet

Instance ID:

8191

Router-1isp ID:
Locator table:
EID table:

VI an 150

Ingress Tunnel Router (ITR):
Egress Tunnel Router (ETR):

Site Registration Limit:
Map-Request source:

ITR Map-Resolver(s):

ETR Map-Server(s):

=l VLAN E

gf LIk

0
default

enabled
enabled

0

derived from EID destination
172.30.250.19

172.30.250.19
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<ffroot>
FE2068#

show mac address-table vlian 150

Mac Address Table

Vlan Mac Address Type Ports
150 0000. Oc9f . f 18e STATI C VI 150
150 0050. 5693. 8930 DYNAM C G1/0/1
150 2416. 9db4. 33fd STATIC VI 150

150 0019. 3052. 6d7f CP_LEARN L2LI O

Total Mac Addresses for this criterion: 3
Total Mac Addresses installed by LISP: REMOTE: 1

RIEmH 0lA V1502 I1H =2 AR 7H4 QIE{H 0| A(QIE{H|O|A vian 150)2] MAC FA&lL
Ct.
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<ttroot>

FE2068#

show i sp instance-id 8191 ethernet database

LISP ETR MAC Mapping Database for LISP 0 EID-table

Vlan 150 (11D 8191)

, LSBs: Ox1



Entries total 3, no-route O,
0000. Oc9f . f 18e/ 48

, dynamic-eid Auto-L2-group-8191,
do not register

, inherited from default locator-set rloc_hosts

Uptime: 14:56:40, Last-change: 14:56:40

Domain-ID: Tocal

Service-Insertion: N/A

Locator Pri/Wgt Source State
172. 30. 250. 44

10/10 cfg-intf site-self, reachable

0050. 5693. 8930/ 48

, dynamic-eid Auto-L2-group-8191,

Uptime: 14:03:06, Last-change: 14:03:06

Domain-ID: Tocal

Service-Insertion: N/A

Locator Pri/Wgt Source State
172. 30. 250. 44

10/10 cfg-intf site-self, reachable

2

416. 9db4. 33f d/ 48

, dynamic-eid Auto-L2-group-8191, do not register,

Uptime: 14:56:50, Last-change: 14:56:50
Domain-ID: Tocal
Service-Insertion: N/A
Locator Pri/Wgt Source State
172. 30. 250. 44
10/10 cfg-intf site-self, reachable

inactive 0, do-not-register 2

inherited from default Tocator-set rloc_hosts

inherited from default locator-set rloc_hosts
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<#root>
FE2068#

show devi ce-tracki ng database vl anid 150

vlanDB has 6 entries for vlan 150, 3 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privi
ARP
172.24.1.3 0050. 5693. 8930
Gil/0/1 150 0005 31s REACHABLE 213 s try O

RMT 172.24.1.4
0050. 5693. 3120

TuO 150 0005 51s REACHABLE

ag



API

172.24.1.99 0000. 0000. 00f d

Gil/0/1 150 0000 5s UNKNOWN  try 0 (25 s)
ND FE80::1AE4:8804:5B8F:50F6 0050.5693.8930 Gil/0/1
ND
2001: DB8: : E70B: ESEL: E368: BDBY 0050. 5693. 8930

Gil/0/1 150 0005 137s REACHABLE 110 s try O
L 172.24.1.254 0000.0c9f.f18e V1150
L 2001:DB8::1 0000.0c9f.f18e V1150
L FE80::200:CFF:FE9F:F18E 0000.0c9f.f18e V1150

150

0005

0100
0100
0100

'show lisp instance-id <instance> ethernet database address-resolution' &2 AL&3t0{ ZZof|

SEE lEE EAlELCH

<tfroot>
FE2068#

show i sp instance-id 8191 ethernet database address-resol ution

LISP ETR Address Resolution for LISP O EID-table Vlan 150 (IID 8191)
(*) -> entry being deleted
Hardware Address L3 InstID Host Address

0000. Ocof . f 18e 4099 FE80::200: CFF: FE9F: F18E/ 128

4099 2001: DB8::1/128

0050. 5693. 8930 4099 172.24.1.3/32

4099 2001: DB8: : E70B: ES8E1: E368: BDB7/ 128

4099 FE80:: 1AE4: 8804: 5B8F: 50F6/ 128
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'show lisp instance-id <instance>ipv4' BEE A& 3504 VRF2t LISP QIAEA ID 7to| OHEE &
L|C}.

<#root>
FE2068#

sh lisp instance-id 4099 ipv4

I nstance | D: 4099
Router-1isp ID: 0

Locator table: default

El D tabl e: vrf Fabric_VN 1
Ingress Tunnel Router (ITR): enabled

Egress Tunnel Router (ETR): enabled

I TR Map- Resol ver (s): 172. 30. 250. 19
ETR Map- Server(s): 172. 30. 250. 19

o] TS £ 0 AATIAO] T BAISHE £ e
= S, LISP VXLAN IHEZ] LHO|M AFREl ZHE

gflojo] 3 QIARA T} MA |0 VRFO| @4Z2|H LISP 0 <instance-id> QIE{H| O| A7} AAIE| T AlSH
=0l 741|128 0|40l A show vrfoll T A|EILICH

Ol QEfHolAE $E02 YuE Bet glont AitioR dnielol WeASE Med
He YEFIAE HI|a2olMT} HE 2 Hu|a2olMo| Wt x| gheLich

<ffroot>
FE2068#

show vrf Fabric_VN_1

Name Default RD Protocols Interfaces



Fabric_VN_1

ipv4,ipv6

L1 0. 4099

VI 150

VI 151

VLANS| 2 & MAC FA47} PO AFE E[= O|HY! = 2|zt F 2| IP F£4 7t Dynamic EID 32| LHof
o

2A0{0F St&E = A&LICH

<#root>
FE2068#

sh lisp instance-id 4099 dynanic-eid

LISP Dynamic EID Information for router O,

11D 4099, EID-table VRF "Fabric_VN_ 1"
Dynani c- El D nane:
Fabri c_VN Subnet _1 | Pv4

Dat abase- mappi ng El D-prefix: 172.24.1.0/24, locator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c-El Ds di scovered: 2



Last dynam c-EI D di scovered: 172.24.1.3, 21:17:45 ago

Dynamni c- EI D nane: Fabric_VN Subnet_1 | Pv6

Dat abase- mappi ng ElI D-prefix: 2001:DB8::/64, |locator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c- El Ds di scovered: 2

Last dynam c-EI D di scovered: 2001: DB8:: E70B: ESEl: E368: BDB7, 21:17:44 ago

Dynani c- EI D nane: Fabric_VN Subnet_2 | Pv4

Dat abase- mappi ng ElI D-prefix: 172.24.2.0/24, locator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c-El Ds di scovered: 2

Last dynam c-EI D di scovered: 172.24.2.2, 21:55:56 ago
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<tfroot>
FE2068#

show i sp instance-id 4099 ipv4 database

LISP ETR IPv4 Mapping Database for LISP O EID-table vrf Fabric_VN_1 (IID 4099), LSBs: Ox1
Entries total 4, no-route 0, inactive 0, do-not-register 2

172.24. 1.3/ 32, dynanmic-eid Fabric_VN Subnet 1 IPv4

, inherited from default locator-set rloc_hosts
Uptime: 21:28:51, Last-change: 21:28:51
Domain-ID: Tlocal
Service-Insertion: N/A



Locator Pri/Wgt Source State

172. 30. 250. 44
10/10 cfg-intf site-self, reachable
172.24. 1. 254/ 32, dynam c-eid Fabric_VN Subnet_1 |Pv4, do not register

inherited from default locator-set rloc_hosts
Uptime: 22:22:35, Last-change: 22:22:35
Domain-ID: Tlocal

Service-Insertion: N/A

Locator Pri/Wgt Source State

172. 30. 250. 44
10/10 cfg-intf site-self, reachable
172.24.2.2/ 32, dynanic-eid Fabric_VN Subnet_ 2 |Pv4

, inherited from default locator-set rloc_hosts
Uptime: 22:07:03, Last-change: 22:07:03
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44
10/10 cfg-intf site-self, reachable

172. 24. 2. 254/ 32, dynam c-eid Fabric_VN Subnet 2 |Pv4, do not register

, inherited from default locator-set rloc_hosts
Uptime: 22:22:35, Last-change: 22:22:35
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable
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FIF >

<tfroot>
CP_BN_2071#

sh lisp instance-id 4099 ipv4 dat abase

LISP ETR IPv4 Mapping Database for LISP O EID-table vrf Fabric_VN_1 (IID 4099), LSBs: Ox1



Entries total 2, no-route 0, inactive 0, do-not-register 0

0.0.0.0/0

, locator-set rloc_border, auto-discover-rlocs, default-ETR
Uptime: 2d17h, Last-change: 2d17h
Domain-ID: Tlocal

Metric: O
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 19

10/10 cfg-intf site-self, reachable

10. 48.13.0/ 24, route-inport

, inherited from default locator-set rloc_border, auto-discover-rlocs
Uptime: 2d17h, Last-change: 2d16h
Domain-ID: Tocal, tag: 65101
Service-Insertion: N/A
Locator Pri/Wgt Source State
172. 30. 250. 19

10/10 cfg-intf site-self, reachable
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<#root>
FE2068#

show |i sp session



Sessions for VRF default, total:

Peer

172.30. 250. 19: 4342

22:06:07

Down2 2 E A|E

1, established: 1

State Up/Down

Up
9791/6531 10

LISP M/M2 Mo BEH E0| §5

LIC}.
QUHIMo 2 Ol HAEIJEXQIETV| Qi THE2!
H ==QlL|C}.

'show lisp session
ghlct.

<tfroot>

FE2068#

vrf default <ip address>' HZEE Al

show lisp vrf default session 172.30.250. 19

Peer address:
Local address:
Session Type:

Active

Session State:
Up

(22:07:24)

172.30.250.19:4342
172.30.250.44:13255

Messages in/out: 9800/6537

Bytes 1in/out: 616771/757326

Fatal errors: 0

Rcvd unsupported: 0

Rcvd invalid VRF: 0

Rcvd override: 0

Rcvd malformed: 0

Sent deferred: 1

SSO redundancy: N/A

Auth Type: None

Accepting Users: 0

Users: 10
Type ID
Policy subscription Tisp O IID 4099 AFI IPv4
Pubsub subscriber Tisp 0 IID 4099 AFI IPv6
Pubsub subscriber Tisp 0 IID 8191 AFI MAC
Pubsub subscriber Tisp 0 IID 8192 AFI MAC

ETR Rel i abl e Regi s

6/5

ETR Rel i abl e Regi s

tration lisp O |1 D 4099 AFl |Pv4

TCP

tration lisp O |1 D 4099 AFl |Pv6

In/Out Users

FAHEE A

& EID7} §i= ClHFO| A0 A L e

= O|X| C|H}O|A2 BEREE 71K X| 2

5104 LISP AllAdofl CHEH REAIEH MEE

In/Out
2/1
1/0
2/0
0/0

State
Established
Idle

Idle

Idle

e



1/3 TCP

ETR Reliable Registration lisp O 11D 8191 AFl MAC

9769/6517  TCP

ETR Reliable Registration lisp O 11D 8192 AFl MAC

2/6 TCP
ETR Reliable Registration Tisp 0 IID 16777214 AFI IPv4 4/4 TCP
Capability Exchange N/A 1/1 waiting
O| RFMIEH MM E242 KMo BH =0 SSEI EIDE 04 QIAEA T} S M E|URE=EX| 20{EL
Ct.
<#root>
CP_BN_2071#

show | i sp session

Sessions for VRF default, total: 7, established: 4
Peer State Up/Down In/Out Users

172. 30. 250. 19: 4342 Up
22:10:52 1198618/1198592 4
172. 30. 250. 19: 49270 Up
22:10:52 1198592/1198618 3
172. 30. 250. 30: 25780 Up
22:10:38 6534/9805 6
172. 30. 250. 44: 13255 Up

22:10:44 6550/9820 7

ZEE Ede/ 2ol MM 8 EH iMooz 53 2l Mol o B&Lch

« O| =7} &7A i X|El Border/CP = EQ| AL RIAIS &8t LISP MME MMELICH

o 0| B2 172.30.250.19:43420{| A 172.30.250.19:492707} X| 2| M| 0] & LICt.
« O] MM S5l Border 1 24 ZHEE Z0|Q) = =0 EIDE SS¢&HLc}.
14 ZAEE ZQ|2l HE
SE2 S 22 ClHIO|ANM MB35t HEE Sl ZHEE Zd|19 === T{EE| 9| TR I=’7|
£ ztME £ QI&LICE Instance-idoll 2t & EID 2 ¢4ZZAE 2 E! 2F|0|E{7| /= Elo|E
S K| #e|guct

HZ 0| show lisp siteE AF&35+04 210|104 3 QIAEAIA N CHEH O] HEE EAIELICH



<ffroot>
CP_BN_2071#

show lisp site

LISP Site Registration Information
* = Some locators are down or unreachable
= Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site_uci never no -— 4097 0.0.0.0/0
never no -- 4097 172.23.255.0/24
never no -- 4097 172.24.255.0/24
never no -— 4099 0.0.0.0/0
00:00:00

yes# 172. 30. 250. 19: 49270 4099 10.48.13.0/ 24
never no -- 4099 172.23.1.0/24
never no -- 4099 172.24.1.0/24
21:35:06

yes# 172. 30. 250. 44: 13255 4099 172.24.1.3/ 32
22:11:46

yes# 172. 30. 250. 30: 25780 4099 172.24.1. 4/ 32
never no -- 4099 172.24.2.0/24
22:11:52

yes# 172. 30. 250. 44: 13255 4099 172.24.2.2/ 32

ol FHL S=E TE EIDY 0IX|F O EIDE SS3 A2 EAIZLICH Yeksoz 0[Zi0] A
& SIRLOCOIZIE 3HXISH, Ol CHE 4 U&LICH E3 EIDE 042 RLOCH S2& 4 s

Ct.

A MFALS S

FHl

A|5t24H EIDS} QIABIAE mado{z EaahL|ct

<{froot>
CP_BN_2071#

show lisp site 172.24.1.3/32 instance-id 4099

LISP Site Registration Information
Site name: site_uci
Description: map-server
Allowed configured Tocators: any
Requested EID-prefix:

EID-prefix:

172.24.1.3/32 instance-id 4099



First registered: 21:35:53

Last registered: 21:35:53

Routing table tag: 0

Origin: Dynamic, more specific of 172.24.1.0/24
Merge active: No

Proxy reply:

Yes

Skip Publication: No
Force Withdraw: No
TTL:

1d00h

State:

conpl ete

Extranet IID: Unspecified
Registration errors:
Authentication failures: 0
Allowed Tocators mismatch: 0
ETR 172.30.250.44:13255, last registered 21:35:53, proxy-reply, map-notify
TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce Ox6ED7000E-0xD4C608C5
XTR-ID 0x88F15053-0x40C0253D-0xAE5EA874-0x2551DB71
site-ID unspecified
Domain-ID Tocal
Multihoming-ID unspecified
sourced by reliable transport
Locator Local State Pri/Wgt Scope

172. 30. 250. 44 yes up

10/10 IPv4 none
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« TTL-EID S&2| TTL(Time To Live)LIC}. 7|EX 2 2 24 A|ZHRILICEH

- ETRHYE, O|= EID 8§ ™&8 22| ClHiolAQ #t2d0| Q& LICtH

« RLOC ME, EIDM| ==35t7] 95 AHE Eli= RLOCRILICE 07|0l= up/downt 22
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<#root>
CP_BN_2071#

show i sp server registration-history last 10

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator
*Mar 24 20:49:51.490 4099 TCP No No 172.30.250.19
+ 10.48.13.0/24
*Mar 24 20:49:51.491 4099 TCP No No 172.30.250.19
- 10.48.13.0/24
*Mar 24 20:49:51.621 4099 TCP No No 172.30.250.19
+ 10.48.13.0/24
*Mar 24 20:49:51.622 4099 TCP No No 172.30.250.19
- 10.48.13.0/24
*Mar 24 20:49:51.752 4099 TCP No No 172.30.250.19
+ 10.48.13.0/24
*Mar 24 20:49:51.754 4099 TCP No No 172.30.250.19
- 10.48.13.0/24
*Mar 24 20:49:51.884 4099 TCP No No 172.30.250.19
+ 10.48.13.0/24
*Mar 24 20:49:51.886 4099 TCP No No 172.30.250.19
- 10.48.13.0/24
*Mar 24 20:49:52.017 4099 TCP No No 172.30.250.19
+ 10.48.13.0/24
*Mar 24 20:49:52.019 4099 TCP No No 172.30.250.19

- 10.48.13.0/24

<tfroot>
CP_BN_2071#

show i sp instance-id 8191 ethernet server

LISP Site Registration Information

* = Some locators are down or unreachable

# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID



site_uci never no -- 8191 any-mac

00:00:04

yes# 172. 30. 250. 44: 13255 8191 0019. 3052. 6d7f/ 48
21:36:41

yes# 172. 30. 250. 44: 13255 8191 0050. 5693. 8930/ 48
22:13:20

yes# 172. 30. 250. 30: 25780 8191 0050. 5693. f 1b2/ 48

SEof cHEt RtM[Et HEE E2{H MAC FAE FI7HELICH

<tfroot>
CP_BN_2071#

show i sp instance-id 8191 ethernet server 0019.3052. 6d7f

LISP Site Registration Information
Site name: site_uci
Description: map-server
Allowed configured locators: any
Requested EID-prefix:

EID-prefix:

0019. 3052. 6d7f/ 48 instance-id 8191

First registered: 22:14:38

Last registered: 00:00:03

Routing table tag: 0

Origin: Dynamic, more specific of any-mac
Merge active: No

Proxy reply:

Yes
Skip Publication: No
Force Withdraw: No
TTL:
1d00h
State:
conpl ete
Extranet IID: Unspecified
Registration errors:
Authentication failures: 0

Allowed Tocators mismatch: 0O
ETR 172.30.250.30:25780, last registered 00:00:03, proxy-reply, map-notify



Locator

172.30. 250.30 yes

up

4

<#root>

CP_BN_2071#

show i sp instance-id 8191 ethernet server

10/10

TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce 0x0465A327-0xA3A2974C
XTR-ID 0x280403CF-0x598BAAF1-0x3E70CE52-0xE8F0O9EGE
site-ID unspecified
Domain-ID Tocal
Multihoming-ID unspecified
sourced by reliable transport
Pri/Wgt Scope

Local S

IPv4 n

tate

one

2 ClHtolA 7 THEElo| M 2 5t0d MAC FATE SEE {IX[2 Al
gL

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event,

Timestamp (UTC) Instance
*Mar 24 20:47:10.291 8191
*Mar 24 20:47:10.296 8191
*Mar 24 20:47:18.644 8191
*Mar 24 20:47:18.647 8191
*Mar 24 20:47:20.700 8191
*Mar 24 20:47:20.702 8191
*Mar 24 20:47:31.914 8191
*Mar 24 20:47:31.918 8191
*Mar 24 20:47:40.206 8191
*Mar 24 20:47:40.210 8191

Proto Roam WLC Source

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

Yes

No

Yes

No

Yes

No

Yes

No

Yes

No

No

No

No

No

No

No

No

No

No

No

+

+

+

+

+

EID prefix / Loca
172.30.250.44
0019.3052.6d7f/48
172.30.250.30
0019.3052.6d7f/48
172.30.250.30
0019.3052.6d7f/48
172.30.250.44
0019.3052.6d7f/48
172.30.250.44
0019.3052.6d7f/48
172.30.250.30
0019.3052.6d7f/48
172.30.250.30
0019.3052.6d7f/48
172.30.250.44
0019.3052.6d7f/48
172.30.250.44
0019.3052.6d7f/48
172.30.250.30
0019.3052.6d7f/48

regi stration-history

* = AR register event

tor

jo
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<tfroot>

CP_BN_2071#
sh lisp instance-id 8191 ethernet server address-resol ution
Hardware Address

Address-resolution data for router lisp O instance-id 8191
0050. 5693. 8930

L3 InstID Host Address

4099 172.24.1.3/ 32

4099 172.24.1. 4/ 32 0050. 5693. f 1b2
0050. 5693. 8930

2001: DBS8: : E70B: ESEL: E368: BDB7/ 128
0050. 5693. f 1b2

4099
4099 2001: DBS8: : F304: BCCD: 6BF3: BFAF/ 128
4099 FESO: : 3EE: 5111: BA77: E37D/ 128 0050. 5693. f 1b2
4099 FESO: : 1AE4: 8804: 5B8F: 50F6/ 128 0050. 5693. 8930
21023 2ZH IPve TA}F IPve SXM EIDQF Yx|SHK| StHEE
OF 5tH, Ol HEE Z¢Q! = =0l EA|ELIC}. o] ID= Bflo]oq 3
OFK|BF = A 20lof| AF2E 4= Ql&LIC.
o —
3 CHak =0l
=

LISP VXLAN I{EZ2lZ
IHE 2] Lol M O] 22 [ FHAIE
2E =gt

FIB(Forwarding Information Base)0| H =

2| of| X|ofA] Ei|o]oq 2
dst= ol AFSELCH

T4 202 Qs B
QIAEIA DO SEEIX|

2fQI5HoF & LIC. LISP VXLAN

= "1 -
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LISP VXLAN IHE 2l0{| M= C[O|E] AlE 2 2l5H B FHA|7F E2|7HEILICE

. Ol EHT0| CPUZ MEFEIT CPUZH HES EailQl == of CHet B 238 Aastod s
EIDOY Chet Za2S M slof s RLOC M= E Halshchs 21g olnlgruic

. 9 2H2 we Mo AlZle of EIDS 91ZE 212 E 2AOE HEE MBsHLE £HH
2 SEHS ChAl 2L

HAQI B SES Bl I Moi BH o E= QX E EIDVH LBKIX| 4SS LIEHHE %
= |

L=
2o| otL|2t O EID7} &st= EIDL| MA| 252 MIst2= S50| E2sHX| ef&LCh

HEE Z02 =E9| map-reply LIE HEE A8 3504 map-cache?t I O|EELIC.

- Y SEHOTTLS YitH o= 24A[ZHALICH (FHAQl ol B - LMo = 158).
« Ethernet EID2| Z —?— ne gatlve map-replies= map-cache0l| i X|E|X| 2L &L[Ct. Of 242 i
0lo{ 3 RIAFE A0 BF ~RHELICE.

2.1 O|HS! T FHA|

show lisp instance-id <instance> map-cache @& & AF& 35104 O|HY map-cache EA|

<#root>



FE2067#

show i sp instance-id 8191 ethernet map-cache

LISP MAC Mapping Cache for LISP 0 EID-table
Vi an 150 (11D 8191)

, 1 entries
0

019. 3052. 6d7f/ 48

, uptime: 00:00:07, expires: 23:59:52, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

172. 30. 250. 44

00:00:07 up 10/10 -

gLict
. 22 W2 Clutol Aol M LISPE S3f 08 siZsteim Al ErLIc
. B SES 5o A5 M FHAIC] MEEIH, 2oloi 2 BHKIZ Fote 24 ZaYe 3

E! Routing Locator2 &7 M&ElLICH
MEiTio 2 f|ofo] 2 AR AMME BUM EBiZo| EB{EE AHSELICH

* LISP/VXLAN2 2H{Z||0]| 7|2 AI8StE R 7|E2XMo 2 ECiEE Se{T st x| A x|2
GRT(Underlay Network)ol| A 2i|0fo{ 2 Z2f|lg EE{YE + U= IP Multicast IEE +

T+ U&LICE

HEEIHAE Y0l & T4 EA

<#froot>
FE2068#

sh run | sec instance-id 8191

instance-id 8191
remote-rloc-probe on-route-change
service ethernet
eid-table vlan 150

br oadcast - under | ay 239.0.1.19

database-mapping mac locator-set rloc_hosts
exit-service-ethernet

I

exit-instance-id



2.2 1P B FHA|

cilojo] 3 RIABRIA | F2 M FHA| HE = CPUO| ECiEE MEstod A5 E ELf=E ol HE I
ot fARELICH

- J2{Lt Bi[o]oq 3 Z!e| B CPUM|Et 2 & E|o] O] HH0| EHR et AI™E & LICt o] 2
2 FdE map-cache B0l 2|5 =& EILIC} IPv42| Z3< 0.0.0.0/0, IPv62| < ::0/0R]L
EP.

« 8H =AM Ol Y FHA| & Fof x| el|o|Me 2B StH =&sHoF & LICH border node7t
O| map-cache 0.0.0.0/0 E£& ::0/0 map-cache AEZ|Z FHE FA2 22| QI8 Z 2l E!5
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HA L—
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<tfroot>

FE2068#

sh run | sec instance-id 4099

instance-id 4099
remote-rloc-probe on-route-change
dynamic-eid Fabric_VN_Subnet_1_IPv4
database-mapping 172.24.1.0/24 Tocator-set rloc_hosts
exit-dynamic-eid
I
dynamic-eid Fabric_VN_Subnet_1_IPv6
database-mapping 2001:DB8::/64 Tocator-set rloc_hosts
exit-dynamic-eid
I
service 1ipv4
eid-table vrf Fabric_VN_1

map- cache 0.0.0.0/0 nap-request

exit-service-ipv4

!

service ipv6

eid-table vrf Fabric_VN_1

map- cache ::/0 map-request

exit-service-ipv6
!
exit-instance-id

map-cache 0.0.0.0/0 & ::/0 map-requestE A2 324 map-cache0ll A map-cache &5 0| "send-
map-request" 2 1t &4 A& ELICE 0|8 MB5t= E EHZ 2 map-requests= EE|7-| glch
FHAl IEE|= Z|1E YX|(longest-match)& 7|BtS 2 2t & 35HE= FIBO| E7| 20, EX A EE|0f
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« X Hmf IiZlo| A RElE WE YXISH| fIsH XIHElE EHEFAM EAIE 22 send-map-
request + encapsulate to proxy ETR&IL|C}.
e & = gl CHabof cHEr & §Himl| THZ) 0| map-requestE E2|7{E # 8t otL|2} THZ! 0]
ZEN-etr2 MEELICHUE BR).

<tfroot>
FE2067#

show i sp instance-id 4099 ipv4 map-cache

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf Fabric_VN_1 (IID 4099), 6 entries

0.0.0.0/0,

uptime: 22:28:18, expires: 00:13:41, via map-reply, unknown-eid-forward
action:

send- map-request + Encapsul ating to proxy ETR

PETR Uptime State Pri/Wgt Encap-IID Metric
172.30.250.19 22:28:18 up 10/10 - 0

10. 48. 13. 0/ 24,
uptime: 02:31:26, expires: 21:28:34, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
172. 30. 250. 19
02:31:26 up 10/10 -
172.24.1.0/ 24

, uptime: 22:31:34, expires: never, via dynamic-EID, send-map-request

Negative cache entry, action: send-nap-request

172.24.2.0/ 24
, uptime: 22:31:34, expires: never, via dynamic-EID, send-map-request

Negati ve cache entry, action: send-map-request

172.24.2.2/32

, uptime: 00:00:21, expires: 23:59:38,
via map-reply, conpl et

e

Locator Uptime State Pri/Wgt Encap-IID

172. 30. 250. 44



00:00:21 up 10/10 -

172.28.0.0/ 14,
00:13:39, via map-reply, unknown-eid-forward

uptime: 22:28:22, expires:
PETR Uptime State Pri/Wgt Encap-IID Metric
172. 30. 250. 19
0

22:28:19 up 10/10 -

ook

Ol £2iof= ZE 7Ho| &= 0| EAIELICH
| 10.48.13.0/24 ! 172.24.2.2/322 map-replyE S3ll & x|m 2t AHELICH o248t

2 H=stklo| Z 27|0[HE MM ELC.

CHefoll CHEF EBE2 es
« 172.28.0.0/142 AE S B SEHI BrEtEl IP =4 852 of ALICH ol MELo| CHet E
cHZ2 o] & =o| Y FiAlo] U= & M 2FE EC|7HsHK| et&LICH
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3.1 2llojo{ 2 EE= B|ofo{ 3 2 &



LISP/VXLAN IHE2|o| EEfZI2 70|02 EE= |00 LIARAE Sl MEE & U&LICH.

- MA8E|= QAEHAE Zo| Tid MAC =40 et Z-E Lt

« OH MAC FAERE M&E|= EEI '(A%’-IxICHI SE& = 09| F4)2 El0jo 28 At
SELCH miZlol it ol AL x|l A< ilolo{ 32 Sal MEE LICH.

« O|& Catalyst 9000 Series A-?—Iil% %%F it Z 2ol M8 E|l= 20t SYgLCH

3.2 gflo]o] 2 =T

LISP VXLAN IHE 2| &§t 2f[o]of 2 2 Bi[o]o{ 2 CHA MAC FAE 7(|dte 2 =" EL|CI &
Z4d CHAF 2 O|2B|A QIE{H O|A L2LI0E AFR510{ MAC A E|O|E0] AFQIElL|CE.

224 00 2174 7|0[0] 2 CIE{H|O|A EA|

<tfroot>
FE2068#

show mac address-table vlian 150

Mac Address Table

Vlan Mac Address Type Ports
150 0000.0c9f.f18e STATIC V1150
150 0050.5693.8930 DYNAMIC Gil/0/1
150 2416.9db4.33fd STATIC V1150

<- Loca

150 0019.3052.6d7f CP_LEARN

L2LI0 <- Renote

Total Mac Addresses for this criterion: 3
Total Mac Addresses installed by LISP: REMOTE: 1

oh = l= CHA S| B2 4 E F2 0|0 & IP HEPHAE O&2 S5l Ecielo| ™
SE L.

« BERZEIIAE, & £ Qi RUIFIAE L HEFHAE(MEIX HE|FHAE ZE =0 S T) E2|
Z/o| 2HIE EHEE E&stti™ Arel|olo|H SHtEH 2 S5t= HEIFHAE F0| EHe
ghlct.

- O| HE[FHAE QIHE[0o| 2 Sdll ME k= EEfE 2 vX LAN01|A-I =3t x|o{oF FLct.

« CIE 2 E ofX|= HE|PHAE O &0 =Ql5t1 Ef=E =415t 4%l Bifo]o] 2 LIARA

of Chell Eci=E =t slilsH oF &f LICt.

Aelol IP HEIFHAE & EA|



<tfroot>
FE2068#

sh ip nroute 239.0.19.1

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VXLAN group, c - PFP-SA cache created entry,
- determined by Assert, # - iif-starg configured on rpf intf,
e - encap-helper tunnel flag, 1 - LISP decap ref count contributor
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
t - LISP transit group

X <O0OoOZ0<NCX-Hr
1

Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode
(*, 239.0.1.19), 00:02:36/stopped, RP 172.31.255.1, flags: SICF
Incoming interface: GigabitEthernetl/0/23, RPF nbr 172.30.250.42
Outgoing interface list:
L2LISP0.8191, Forward/Sparse-Dense, 00:02:35/00:00:24, flags:
(

172.30. 250. 44, 239.0.1.19

), 00:02:03/00:00:56, flags: FT
Incoming interface:

Nul | O

, RPF nbr 0.0.0.0
Outgoing interface list:

G gabi t Et her net 1/ 0/ 23

, Forward/Sparse, 00:02:03/00:03:23, flags:
(

172.30. 250. 30, 239.0.1.19

), 00:02:29/00:00:30, flags: IT
Incoming interface:

G gabi t Et hernet 1/ 0/ 23

, RPF nbr 172.30.250.42
Outgoing interface list:

L2LI SPO. 8191

, Forward/Sparse-Dense, 00:02:29/00:00:30, flags:
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G Ho{ELIC} ESH 0] Edge C|HFO|A Q] Loopback00| AAZ Z & El S G AEZ| §HLET}
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[[|-|'| 00|'

olciel|o] HEIPHAE J&E Stste E2fZlo| £ 4IXt Fof| ChaH show ip mroute B2
L2LISPO.<instance>T & A|EtL|C}.

Ol= O] ol x| C|HtO|A 7 EXYE ECHE| &35t E At HE ClHIO|AZ Z T8 2|0]of
2 QIARAAE LIEFHLICE

224 QIE{m o] A,

[

3.380/0{3 2! M-

LISP VXLAN I{EE|g 5 & M EcfZio| ME=le LAS #lotedH CEFE #elst= 20| &
ErLcH

- LISPE7IE BB Z2EZT EE| 2t HO|E0 2t Y¥S &5 X|RF CEF2L &
H &= 2&stod FIBE MololEF Lt

<ffroot>
FE2067#

sh lisp instance-id 4099 ipv4 map-cache 172.24.2.2

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf Fabric_VN_1 (IID 4099), 1 entries

172.24.2.2/32

, uptime: 11:19:02, expires: 12:40:57, via map-reply, complete
Sources: map-reply
State: complete, last modified: 11:19:02, map-source: 172.30.250.44
Idle, Packets out: 2(1152 bytes), counters are not accurate (~ 11:18:35 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

172. 30. 250. 44

11:19:02 wup 10/10 -
Last up-down state change: 11:19:02, state change count: 1
Last route reachability change: 11:19:02, state change count: 1
Last priority / weight change: never/never
RLOC-probing Toc-status algorithm:
Last RLOC-probe sent: 11:19:02 (rtt 2ms)

I FH A0 A O] EIDOI| AFR2E 2 F|0|E{E 172.30.250.44/L|C}. [I}2FA O] CHAYOY| CHEF ERH =2
H&stT|ofof 5tH QI8 IP sl 2| IP CHA A E 172.30.250.44 Q1 L|C}.



o] elAEIA0 ALEE VRFO| 2t & HO|E0AM= O] & 50| ZA|ZIX| ef&LICH

<{froot>
FE2067#

show i p route vrf Fabric_VN_ 1

Routing Table: Fabric_VN_1
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected
Gateway of Tast resort is not set
172.24.0.0/16 is variably subnetted, 5 subnets, 2 masks
172.24.1.0/24 1is directly connected, V1anl50
172.24.1.4/32 [10/1] via 172.24.1.4, 06:11:02, Vl1anl50
172.24.1.254/32 is directly connected, Vlanl50
172.24.2.0/24 1is directly connected, Vlanl51
172.24.2.254/32 is directly connected, Vlanl51

roOorr =N

CEF £2i2 LISP VXLAN m{E2lg S8 MEof cist RtM|EF HEE XS EhLict.

« show ip cef B0 detail 7|HE7t F7HE[H =3t E Zoi(E &S SHX|BE X[H5HK]
er& Lt

- O| &40 o|aBllA QIE{H O|AE LISP 0 L|CH.<instance>E ECHZ0| ZH&3sl |0 TS E
2 LIEFHL|CH

<#root>
FE2067#

sh ip cef vrf Fabric_VN 1 172.24.2.2 detai

172.24.2.2/32, epoch 1, flags [subtree context, check 1isp eligibility]
SC owned,sourced: LISP remote EID - Tocator status bits 0x00000001
LISP remote EID: 2 packets 1152 bytes

fwd action encap

, dynamic EID need encap
SC inherited: LISP cfg dyn-EID - LISP configured dynamic-EID
LISP EID attributes: localEID No, c-dynEID Yes, d-dynEID No, a-dynEID No
SC inherited: LISP generalised SMR - [enabled, inheriting, Ox7FF95B3EOBE8 locks: 5]
LISP source path 1ist



next hop 172. 30. 250. 44 LI SPO. 4099

2 IPL sources [no flags]

next hop 172. 30. 250. 44 LI SPO. 4099

CI2 &2 ECfEE TE5510d MESHEE, CFHS B = show ip cef <next hop>2 A& 504 If
Zlo| 2t E|E o|aBlA CIE{H O|AE &olste ZWLICEH
O|Z3A QIE{HO[AE EE{H A

<#root>
FE2067#

sh ip cef 172.30.250. 44

172.30.250.44/32

next hop 172. 30. 250. 38 G gabi t Et her net 1/ 0/ 23

S

o2t
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- ®ZE RLOC} 2719 7=
RLOC IP F40| £E5

= 0|'7| ‘r‘l?_}'
HHE—|AI° _/'\_oHol' A OIA|_||:|.

« UDP 2Xxx]| ;‘tE7|'4789E
AAQIZEXHXIPF
Zlg Yx|st7| {5 H°E'$ Fdo| Mot &
+ LISP VXLANS| Z< O|l= 2|5 3Ho
o|Ct2 Z2 0] CHalf CHELICt.

. LISP VXLAN THE 2| Ljof M 2E EjTe
012 2! 2ilo[o{ 3 2H{E|0|E ZF X|E £+ U

cilojof 2 Zef|e| B el sllci7t H=3stELIct Bilofod3

o| Z< 0l 2llolod 2 SH7H AL E LT

<{froot>

: ECMP(Equal Cost Multiple Path) 2t &2

2| 0]ol| A EcfE 2|
E 7=I§7|. E

Bsln £ B clgtola gol @
A7t SYst7| W2, SYs B2 E S

Ol
AN —

VXLANO| A &t& 5| Z

27 x| B2 7HsELICH

2 g A
A2 e
I_O

X| HZHLIEO| HMHoHO|= glct.

T 5 A gilofo{ 2 =y Jo| & ELICt.

OI_IAEI_-l/\E EOH x-|./.: |

2E %E—?—Oﬂ CHet
|z 2E i

UDP AA ZEO|H LHER HWEXA

H=3HELICt o7]ol= &flo]

=g

Ethernet II, Src:
Internet Protocol Version 4, Src:

24:16:9d:3d:56:67 (24:16:9d:3d:56:67), Dst: 6¢c:31:0e:f6:21:c7 (6c:31:0e:f6:21:c7)
172.30.250.30, Dst: 172.30.250.44



User Datagram Protocol, Src Port: 65288, Dst Port: 4789
Virtual eXtensible Local Area Network

Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... GBP Extension: Defined

Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

B 0
R

e |
.000 .000 0.00 .000

Group Policy ID 16

VXLAN Network Identifier (VNI): 4099

Reserved: 0
Ethernet II, Src: 00:00:00:00:80:a3 (00:00:00:00:80:a3), Dst: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
Internet Protocol Version 4, Src: 172.24.1.4, Dst: 172.24.2.2
Internet Control Message Protocol

MO & 4= UI=0]| vxlan THZ! LR ol & 2t

LISP VXLAN IHEZ2|E Saf MEE o ME £
LIC}. 2llojod 3 =Bl ol Sl{= O] Sl LCt.

o3| BestE Za Yol U

VXLAN &C{0i| A VLAN Network Identifier(VLAN HIE 9|3 Aledx}) e
OIAEAA IDE MEtgtLC).

_=2Hd

B

tl&lo| &£5F= LISP

Group Policy ID(Z& X34 D) ZHEE
ol M &lo| QlaB|A(ingress)oll A
el A ELCH

aofl T2l SGT eEf27t HMEE LCtH
7g5-_||:|:|’ T2 7|8 MR Ao £HE 7R MEEIS

.

ZFVLANO| QIEZQIEE SMo 2 &5t SGT Ef1 Q15 S &tetst 4 Qla Lt

« Dot1x/MAB/central webauth®t Z2 Q8 T 2ZEE2 115
Al ELE Radlus Meq2| APQXP ':" .iE_o.JEE Cl&5tn HEtE Fo45t0{ 2HIE E9| 2
B

LICE.

LISP VXLAN IHE2lol= & 7t X| LA 0Ol radius & 40| U&LICE

« Vlan &%: 0| EM2 VLAN ID EE = RADIUS MM AQX|22| 0|Ec 2 MMEHAEER
ClE= &7 Layer 2/Layer 3 LISP QUAE A &EE &= U&LICH

« SGT Zt: 0| 542 SGTE M™H3st1 0| SGTo] °"':;‘t°._| E gY&Lct ol o] dExQIE
of I:HEF :LE 7|8t HAof| AFSE #0F ofL[2l O] REEZQIEN|M AlZIEl THEHEIZ Sl TS
Ee = B0l SGT 2t & &rLct.

. SN 44o+ l='o4 =8 C|HO|AE S8 VLANMIM 2 SEFLICH O|ZEH dtH AI=EXQIETJ}



ZEO| CHEr 215 Z

Eof TAE B4 VLANOIM EBITIZ 2T e £ ol 84 M Roi7t AHELC O
S 24 2 ololE] 24T 2t VLANOIA E2I5t7| g Zieluict

Mi44 Azt Z3h: Cher et A= ZQIEof AMAdoll ChEF TR AlzH ABHO| 2l LICt 2ato|RiE
7h RHQIE sHof sh= EIZE LIEFLE7| 9lai RADIUS Mol Alzt &0HE Hd & QlaLich
YB3 g e zolsol B Sut2l ASstei Teof CHE HEE HSso gLt
. ZEof MO ¥ 22 LIELiE WES! OIS Radius ME{olM 2l 4 Ql&LiCt

1t &9l show access-session H&I2 Al EFL|Ct

[

<tfroot>

FE2067#

show access-session interface G1/0/1 details

Interface: GigabitEthernetl/0/1
ITIF-ID: Ox1FF97CF7

MAC Address: 0050.5693.f1b2

IPv6 Address: FE80::3EE:5111:BA77:E37D
IPv4 Address: 172.24.1.4

User-Name: 00-50-56-93-F1-B2
Device-type: Microsoft-Workstation
Device-name: W7180-PC

Status:

Aut hori zed

Domain:

DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Acct update timeout: 172800s (local), Remaining: 172678s
Common Session ID: 9256300A000057B8376D924C

Acct Session ID: 0x00016d77

Handle: 0x85000594

Current Policy: PMAP_DefaultWiredDotlxClosedAuth_1X_MAB

Local

Policies:

Server Policies:

VI an Group: M an: 150

SGT Val ue: 16

Method status Tist:
Method State

dotlx

St opped



mab Authc

Success

CIS =2 Zoof folstMAI2.
« IPv4 2 IPv6 T4 UM O 2 C|HFO|A FXME Sl &&ElLCt
- AFEXLO|&: 2150 AFE I AEXt O|F L.

- Dot1x2| B2 LMo Z QB2 =& st= AFS AL
- MABE AFE & I} O|= Q152 flall At O|F & & 5 £ Radiusoll & = AH|0|M
S| MAC =4 lLC}.
. AI-EH O|£ I:II O|£ 7=|‘l|.o| M'EH% |__|.E|.I|_=I|-I|__||_-_|._
« THQL UHIAEZQIE Q| AR Data THQI0| |22 ERfEI2 ZEO|AM Ef27} XIHEIX]
of2 MEfE SAELICH (BY EX|e 32 ol 8¥E 4o < 2
o ME{ 22 Vian %*%* 2 SGT &1t 2 Radius MO HE7I ZA|El= Y x[ILICt
. EHIH': MEH £ 32 AdE HMES IQE 2o FLICH
dot1x._ MAB 7of Al=EL|C,

; °+IE3¢°IE7+ EAPOL Z3|of SEH5X| o2 AL WS mabE Fol| = x|ELICtH

- 2™ dot1x7t Alfst Jo 2 E A|ELICEH
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- -
Underlay >

|y -

Only SSH
172.24.1.4 allowed 172.24.2.2

SGT 17 SGT 16

LISP VXLAN IHEZ| LHO{|AM CTSE AlE5t0o{ Eci= HAg ME&L|Ct.

« Group Based Policy O} 7|=|*{= Secure Group TagE 7 .

- HEZ 2o RE ECfEH2 ZE Z|oiM HERIE S8l ME L= 2/aslA & SGT Ef
Jof gEELICE

- O| EEiEo| HEE]|g Ho{d 22 Efw EAo| MEELICH

« O] 22 Group Based Policies(1& 7|8 ‘EH)0lM s>, o] HH2 mZlo| 24 T 5
MX| 2§ EiE Source-Destination SGTE T4 & OHE=ZIA0f CHEH HAFEFLICE 047|M Z
= o EEHE 0| {EE|7LE H{EEIX| &S WXIE Holst= SGACLYLIC.

- Source-Destination SGTOI| CHEt BHEZIA LHo| & L X7t gi= 42 HolEl 7|2 &40l X
&Lt



& 718 QM2 A8sto 2Bstc{H MEE| ClHo|A0 He et & Hmf A2 CTS pacg 7+
2E AL

0| pace Cisco ISEQ| RADIUS Z g Q1F 517 flsl 8tE =&Y LHoll M AFE ElLICE. O]
£ Radius Z 2| LYol M cts-pac-opaque Z t

CTS pac HE EA|

<#froot>
FE2067#

sh cts pacs

AID:

C7105D0DA108B6AEOFB00499233B9C6A

PAC-Info:

PAC-type = Cisco Trustsec

AID: C7105DODA108B6AEOFB00499233B9C6A
I-ID: FOC2410L1ZZ

A-ID-Info: Identity Services Engine
Credential Lifetime:

18: 05: 51 UTC Sat Jun 24 2023

PAC-Opaque: 000200B80003000100040010C7105DODA108B6AEOFB00499233B9C6A0006009C00030100C5COB998FB5E8C106F6

Refresh tinmer is set for 12w0d

CTS pac’t &1 & 8HX| #Qlsfol EfLICH 0] 7|52 WMEZ| C|HIO|AMM RIS 22 MZ 1
MELICH

02502 MZ 1EE EC|H5IEd™ "cts refresh pac" B S A&E 4= &LIC.
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& 718 H2o| 5t Soted #E Ho|HE Oh22Est 1 Ee

+ 0 27 ClOIE{olls A91%| AHAOIM AHSSHE CTS EH19 Radius Aol Y247 BE 18
718k 3 280l Blolg0| 25 E#Elo] YaLICH

cts 84 Cl|lO|E{ A

<tfroot>

FE20674#



sh cts environnent-data

CTS Environment Data

Current state =

COVPLETE

Last status =

Successfu

Service Info Table:
Local Device SGT:
SGT tag =

2-00: Trust Sec_Devi ces

Server List Info:
Installed Tist: CTSServerListl-0001, 1 server(s):
*Server:

10. 48. 13. 221

, port 1812,

A-1D C7105D0DA108B6AEOFB00499233B9C6A

Status = ALIVE

auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Security Group Name Table:

0-00:Unknown

2-00:TrustSec_Devices

3-00:Network_Services

4-00:Employees

0:Contractors

0:Guests

0:Production_Users

0:Developers

9-00:Auditors

10-00:Point_of_Sale_Systems
11-00:Production_Servers
12-00:Development_Servers

13-00:Test_Servers

14-00:PCI_Servers

15-00:BYOD

16-00:Fabric_Client_1

17-00:Fabric_Client_2
255-00:Quarantined_Systems

Environment Data Lifetime = 86400 secs

Last update time = 11:46:41 UTC Fri Mar 31 2023
Env-data expires in 0:19:17:04 (dd:hr:mm:sec)
Env-data refreshes in 0:19:17:04 (dd:hr:mm:sec)
Cache data applied = NONE

State Machine is running

Retry_timer (60 secs) is not running



T2 J|H MHAMO| AIRE|E AR CIREC = XMAL C|hlo|Ao| X8

rl
0
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7t = CTS Ef 2 iLC.

- IPEAMEE MER)IM 2E 78t M a8
based sgt-map vrf <vrf> all' BES A& = U

VRFO| CH8H €247 2 E IP-SGT ME EA|

<tfroot>

FE2067#

sh cts rol e-based sgt-map vrf Fabric_VN_ 1 al

Active IPv4-SGT Bindings Information
IP Address SGT Source

172.24.1.4 17 LOCAL

172.24.1. 254 2 | NTERNAL

172.24.2. 254 2 | NTERNAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings = 2
Total number of active bindings = 3
Active IPv6-SGT Bindings Information
IP Address SGT Source

2001: DB8::1 2 | NTERNAL

2001: DB8: : F304: BCCD: 6BF3: BFAF 17 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings =
Total number of INTERNAL b1nd1ng =
Total number of active bindings = 2

ol £42 XIYE VRF & O & 7[gF E* 40| Cier LTl ZE IP FAM(H M

. =4 Qz0| 08 ZlH MM I8 170 T ET 2HIM &
7}

Sollof stE 2

2 ol

cx2l

HUHE EA|
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L

EQ|IP &4 st



« Ol ZEOIM YdlstE 2152 Atolm, Zutol sl A=ZIESt HAAE EfT7F EAIEL

EP

o B ARIXI KA IP FAE Z X EAISIH, Ol CIHIO|A sgt E{17} LR AA R SEHE
Ct.

e O 7|8t MM EjO = HI|O0|ME E5l tE= ISEO CHEF SXP MME S5 &tes &
A& LICH

ClHtO|AT7 SGT EfZE LA =H ISE MM AZEE HME 22 =6t A= gfLCH

« show cts authorization entries @HE2 siiE = 0| CREE L2 A|EEIRS M a2
SO R CIRRCE LML CIREZEE|X| 2 B /L E A|B &t

S

I HMO| HEE B2 FUIHoRE WHME ME TA0F &LCt. I E= E3H#HE ALE Ol
AS M M S CRZEstY| 2l 2X|7F EEIHE|ZS CoA BEE FAIE = UE
LICI Mg 522 MZ 1 x|24™ "cts refresh policy"” B2 ’é'%”i*l—llik

CIRRCEE ATt M3 71 L HAMO| HE 02 CIRZEE|UHU CIR2ZEE|X| 2 B EA

<#root>
FE2067#

show cts authorization entries

Authorization Entries Info

Peer name = Unknown-0
Peer SGT =

0- 00: Unknown

Entry State =

COVPLETE

Entry Tast refresh = 22:14:46 UTC Thu Mar 30 2023

SGT policy last refresh = 22:14:46 UTC Thu Mar 30 2023
SGT policy refresh time = 86400

Policy expires in 0:05:23:44 (dd:hr:mm:sec)

Policy refreshes in 0:05:23:44 (dd:hr:mm:sec)
Retry_timer = not running

Cache data applied = NONE

Entry status =

SUCCEEDED

AAA Unique-ID = 11

Peer name = Unknown-17
Peer SGT =



17-01: Fabric_Cient_2

Entry State =

COVPLETE

Entry Tlast refresh = 11:47:31 UTC Fri Mar 31 2023

SGT policy last refresh = 11:47:31 UTC Fri Mar 31 2023
SGT policy refresh time = 86400

Policy expires in 0:18:56:29 (dd:hr:mm:sec)

Policy refreshes in 0:18:56:29 (dd:hr:mm:sec)
Retry_timer = not running

Cache data applied = NONE

Entry status =

SUCCEEDED

AAA Unique-ID = 4031

CIHRE =8 HA0| Q= B2 "show cts rolebased policies(cts @& 7|8t 221 T A|)" B3t &7
EAE = el

<#root>

FE2067#

sh cts rol e-based perm ssions

IPv4 Role-based permissions

def aul t

Permt |1P-00

IPv4 Role-based permissions from

group 17:Fabric_Cient_2 to group 16:Fabric Cient_1

Per m t Web- 02

RBACL Monitor A1l for Dynamic Policies : FALSE
RBACL Monitor Al1 for Configured Policies : FALSE

O] BH2 ClHIO|AMIM St&Et 2RE HAE EAIELICH ISE MHoll= CHE &0l Ohs . BE2
Aol AU = UKX|EF ClHtolA = JA=ZQIEE &1 QlE HAE 2= Estt{ A& LICH Of
£ TI&E st=%0] 2laAE HopgLo

Ol FI2 L ol EH =S & + ¢l Ecli=Eo M8E 7|8 Zrdx EAIELICH 0 F



Permit IPO|2 2 E||0|= 2| £ AEE|Qt LRI5HK| &= ZE ECiE2 SIE s{&sHok gfLict
show cts rbacl <name>2 Al&5t04 Ct2 2= E RBACLS| Mt Lol CHEt RhAME LI8 2 & ¢l
gLict

<#root>

FE2067#

sh cts rbacl permtssh

CTS RBACL Policy

RBACL IP Version Supported: IPv4 & IPv6
name =

permtssh

-03

IP protocol version = IPV4
refcnt = 2

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit tcp dst eq 22
permt tcp dst eq 23

deny ip

0| A2 0| RBACLO| MEE H=EQIER 2 £ Q= EBfT2 22(SSH) L 23(HH) 2 Fote
tcp TN 2 L CH.

S

2 1:RBACL2 & 20 S &Lt B2t E2fEHof HHo| gls 32 7|2 B2
AHELICH HEEZ Qa8 A(ingress)stE ECHE2 A[MEX| 2 OIZLFJI/\ o

QE{EI SGT BN} 37 HHE2lg Sof MSTLIC HE RIS He e AREIN s &
jofl Q= B Aol AIEILICH YT R Ol2{Et HAS SUSHKIT, o E Sof HIZE &
OF Bl Ife} CHE BAMS Bol¥ £ 9l WS S50 CTS THQlS Hae £ 9

—
L|C.

N'm

o>

tod =B 0| AN EA=EX| 0{FEE & QISHLICH.

ol

'cts AT 7|E Ft2E EAI'E A

« 0| BH2 ™A ARl CiEr =X 7t2EE EAIELICH QIEHO|AH equivelant BHE2 €1



&Lt
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RoTe-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
* *
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