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Update failed baecause of a network timeaout.

Definitions Last Updated Check your network, firewall or proxy settings to
verify connectivity between endpaints and the
update server, Contact Cisco support if the issua

persists.

3. debug sfc.exe.logolME= 257 3000 272 &7 oo/ EE Hol7} #& LM, ol &
ZEl'Unknown_Error& LIERLHL|CEH,

E Azt

(978223515, +0 ns) Aug 04 07:30:23 [11944]: TetraUpdatelnterface::update updateDir:

C.\Program Fi |l es\Ci sco\AMP\tetra, 20, -3000, -3000, O, O, O

(978223515, +0 ns) Aug 04 07:30:23 [11944]: ERROR TetraUpdatel nterface:: update Update

failed with error -3000

(978223515, +0 ns) Aug 04 07:30:23 [11944]: PipeSend: sending nessage to user inte
26, id: 0

(978223515, +0 ns) Aug 04 07:30:23 [860]: PipeWite: waiting on pipe event handle
(978223515, +0 ns) Aug 04 07:30:23 [11944]: TetraUpdaterlnit deflnit: O, bUpdate
(978223515, +0 ns) Aug 04 07:30:23 [11944]: TetraUpdaterlnit bUpdate: 0, bRel oad:
(978223515, +0 ns) Aug 04 07:30:23 [11944]: FASharedPtr<cl ass

TetraUpdat el nt erface>: : Rel easel nstance count: 1

(978223515, +0 ns) Aug 04 07:30:23 [11944]: PerforniletraUpdate: bUpdated = FALSE,
20, status: -3000

(978223515, +0 ns) Aug 04 07:30:23 [11944]: PerforniletraUpdate: sig count: 0, vers
(978223515, +0 ns) Aug 04 07:30:23 [11944]: Config::|sUpl oadEvent Enabl ed: returns
(978223515, +0 ns) Aug 04 07:30:23 [11944]: AVStat::Copylnternal : engine - 2, def
first failure - never, last err code - 4294964296, |ast upd success - never
(978223515, +0 ns) Aug 04 07:30:23 [11944]: AVStat::Copylnternal : engine - 2, def
first failure - Thu Aug 4 06:35:16 2022, |last err code - 4294964296, |ast upd succ
never
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4. OnTetra0|M G338 A=EXZQIEE Ol 0|E5tH THZ! ZX{0| A THZ! 2 http.host ==
"tetra-defs.amp.cisco.com:443"2 £ ZE{2/5t EP% Z+ %1 9] tep.stream [ 2} tFE._" =1
g EMELCt

5. 'Server Hello' T{Z!0{| M= Server7} Server Hello T{Z! 9|
'TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384' &5 & £l 22 2 £ &L
C}.

N [tcp.stream eq 7

No. | Time: | | Destination |
169 17:54:13.5@1878 68649 ~ 6858 [SYN, ECN, CWR] Seq=8 Win=8192 Len=8 M55=146@ W5=256 SACK_PERM=1

|— 178 17:54:13.501185 TcP 68 6050 - 60649 [SYN, ACK, ECN] Seq=@ Ack=1 Win=20280 Len=@ MS5=146@ SACK_PERM=1 W5=128
171 17:54:13.501321 TP 62 60649 - 6050 [ACK] Segq=1 Ack=1 Win=2182272 Len=0
172 17:54:13.501438 HTTP 141 COMMNECT tetra-defs.amp.cisco.com:443 HTTP/1.1
173 17:54:13.501449 TCP 56 6050 -+ 60649 [ACK] Seq=1 Ack=86 Win=29312 Len=@
174 17:54:13.519661 HTTP 155 HTTP/1.1 280 Connection established
175 17:54:13.520100 TLSv1. 255 Client Hello
176 17:54:13.559831 TCP 56 6050 - 68649 [ACK] Sequl@® Acks=285 Win=38336 Lens=@
182 17:54:17.326748 TLSvl. 1343 Certificate, Server Key Exchange, Server Hello Done
183 17:54:17.327138 TCP 62 GR649 - 6050 [ACK] Seq=285 Ack=8687 Win=2182272 Len=@
184 17:54:17.325911 TLSv1. 182 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
185 17:54:17.329925 TCcP 56 6050 - 60649 [ACK] Seq=8687 Ack=411 Win=38336 Len=@
186 17:54:17.784930 TLSv1.. 346 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
187 17:54:17.785908 TLSv1.. 355 Application Data
188 17:54:17.785921 TCP 56 6050 - 68649 [ACK] Seq=8977 Ack=71@ Win=3136@ Len=0
189 17:54:18.134677 TLSvl. 7356 Application Data
199 17:54:18.134689 TP 6924 6050 - 60649 [PSH, ACK] Seq=16277 Ack=71@ Win=3136@ Len=6868 [TCP segment of a reassembled PDU]
191 17:54:18.135276 TCcP 62 60649 - 6050 [ACK] Seq=710 Ack=23145 Win=2102272 Len=@
192 17:54:18.370829 TLSvl. 9680 Application Data [TCP segment of a reassembled PDU]
193 17:54:18.370461 TP 62 60649 - 6050 [ACK] Seq=710 Ack=32769 Win=2102272 Len=0
194 17:54:18.370471 TP 4608 6050 - 60649 [PSH, ACK] S5eq=32769 Ack=71@ Win=3136@ Len=4544 [TCP segment of a reassembled PDU]
195 17:54:18.3707e3 TP 62 60649 - 6050 [ACK] Seq=71@ Ack=35689 Win=2102272 Len=0
196 17:54:18.370839 TCP 62 68649 - 6050 [ACK] Seq=718 Ack=37313 Win=2182272 Len=@
18 640187 TLSvl. 2799 Application Data, Encrypted Alert

443
-~ Transport Layer Security
rd Layer: Handsha
: Handshake (
1.2 (@xe3e3)

- Handshake P Server Hello

Han-:Ishakc T,l|: rver Hello

552881e62044737¢9ec4e5fe 776255
on ID Lengt
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (8xce3a@)
Compression Method: null (@)

6. AMP Tetra MHH= CHS &t S0t S{& & LIC}.

TLS_ECDHE_RSA W TH_AES 256_GCM SHA384
TLS_ECDHE_RSA W TH AES 128 GCM SHA256
TLS_DHE_RSA W TH_AES_128_GCM SHA256
TLS_AES 128 GCM SHA256
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M [tep.stream eq

| Source | Destination | Protocol | Lengtt| Info

— 245 TCP 68 51771 - 6850 [SYN, ECN, CWR] Seq=0 Win=8192 Len=8 M55=1468 W5=256 SACK_PERM=1
246 TCP 68 6850 - 51771 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MS55=146@ SACK_PERM=1 W5=128
247 TCP 62 51771 - 60858 [ACK] Seg=1 Ack=1 Win=2182272 Len=9
248 HTTP 141 COMNNECT tetra-defs.amp.cisco.com:443 HTTP/1.1

TCP 56 6858 - 51771 [ACK] Seq=1l Ack=B6 Win=29312 Len=@
:17.396776 HTTP 155 HTTP/1.1 2@@ Connection established
:17.397258 TLSvl. 233 Client Hello
17.436829 TCP 56 6850 - 51771 [ACK] Seq=10@ Ack=263 Win=30336 Len=0
7584305
17.984759 TCP 62 51771 - 6858 [FIN, ACK] Seq=263 Ack=187 Win=2102272 Len=8
18.823828 TCP 56 6858 - 51771 [ACK] Seq=187 Ack=264 Win=38336 Len=9
:57:18.833241 TCP 56 60858 - 51771 [FIN, ACK] 5eq=187 Ack=264 Win=38336 Len=9
278 16:57:18.833509 TCP 62 51771 - 6858 [ACK] Seq=264 Ack=188 Win=2182272 Len=8

» Frame 257: 63 bytes on wire (584 bits), 63 bytes captured (504 bits)
Linux cooked capture vl
Transmission Control Protocol
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: tetra-defs.amp.cisco.com]
[Proxy-Connect—Port: 443)
- Transport Layer Security
~ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Handshake Failure)
Content Type: Alert (21)
Version: TLS 1.2 (@x@383)
Length: 2
+ Alert Message
Level: Fatal (2)
Description: Handshake Failure (48)

| Destination | Protecol | Lengtt| Info

245 TCP 68 51771 - 6858 [SYN, ECN, CWR] Seq=@ Win=8192 Len=@ MSS5=146@ WS=256 SACK_PERM=1
246 TCP 68 6858 - 51771 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=146@ SACK_PERM=1 W5=128
247 16:57:17.398587 TCP 62 51771 - 6850 [ACK] Seq=1 Ack=1 Win=2182272 Len=0
248 16:57:17.398766 HTTP 141 COMNECT tetra-defs.amp.cisco.com:443 HTTP/1.1

TCP 56 6858 - 51771 [ACK] Segq=1 Ack=B6 Win=29312 Len=0

HTTP 155 HTTP/1.1 28@ Connection established

TLSv1. 233 Client Hello

16:57:17.436829 TCP 56 6858 -+ 51771 [ACK] Seq=18@ Ack=263 Win=3@336 Len=8

257 16:57:17.984309 TLSv1. 63 Alert (Level: Fatal, Description: Handshake Failure)

TCP 62 51771 - 6050 [FIN, ACK] Seq=263 Ack=187 Win=2182272 Len=0

TCP 56 6850 ~ 51771 [ACK] Seq=187 Ack=264 Win=38336 Len=9

TCP 56 6858 - 51771 [FIN, ACK] Seq=187 Ack=264 Win=30336 Len=0
278 16:57:18.833589 TCP 62 51771 - 6850 [ACK] Seq=264 Ack=188 Win=2102272 Len=@

« Transport Layer Security
TL! .2 Record Layer: Handshz Protocol: Client Hello
Content T {
Version: TLS 1.2 (@x@303)
Length: 172
- Handshak C Client Hello
Client Hello (1)

TLS 1 (@
la : 63868b138818b = 3 Bed74d24259
Session ID Le
Cipher Suites
Cipher Suites (16 suites)
pher Suite: TLS
Cipher Suite:
Cipher S
Cipher
Cipher
Cipher

TLS_ECDHE_EC _AES_128_CBC_SHA256 (@
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@
Cipher
Cipher § DHE_ECDSA_WITH_AES_128_CBC_!
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xceda)
Cipher Suite: WITH_AES_128_CBC_SHA256 (@xee4d)
Cipher ite: S5_WITH_AES_128 CBC_SHA (0x0032)
TLS_DHE_DSS_WITH_AES_: C_SHA256 (@x@esa)
o TLS_DHE_DS5_WITH_AES_:
Compression Methods Length: 1
> Compression Methods (1 method)

9. EE 3 'Get-TiIsCipherSuite & AF& 3610 A=EZQIEN| M e E &f S E WAl &l = Q
&LICH | ft name' PowerShell @23 Q1L|C}.
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Run -> gpedit.nsc -> Local
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Conputer Policy -> Corrputer Configuration -> Adm nistrative

Tenpl ates -> Network -> SSL Configuration Settings -> SSL C pher Suite Order -> Edit

policy setting
[ Local Group Policy Editor
File Help

e 2@ B

Action  View

Y

| Local Computer Policy
v @& Computer Configuration
Software Settings
Windows Settings
~ [ Administrative Templates
| Control Panel
Network
| Background Intelligent Transfer Service (BITS)
BranchCache
| DirectAccess Client Experience Settings
| DNS Client
Fonts

w

Hotspot Authentication
Lanman Server
| Lanman Werkstation
| Link-Layer Tepology Discovery
Microsoft Peer-to-Peer Networking Services
Metwork Connections
Metwork Connectivity Status Indicator
1 Network lsclation
| Metwork Provider
Offline Files
QoS Packet Scheduler
SMMP
| S5L Configuration Settings
| TCPIP Settings
Windows Connect Now

Windows Connection Manager
12. %% I8 &ME
6EF7[0M g et &f 5 &

‘T EEX|

| 55L Configuration Settings
S5L Cipher Suite Order Setting State
[&] S5L Cipher Suite Order Enabled

Edit policy setting 1] ECC Curve Order Mot configured

Requirements:
At least Windows Vista

Description:

This pelicy setting determines the
cipher suites used by the Secure
Socket Layer (S5L).

If you enable this pelicy setting, S5L
cipher suites are prioritized in the
order specified.

If you disable or do not configure this
policy setting, default cipher suite
order is used.

Link for all the cipherSuites:
http://go.microsoft.com/fadink/?
Linkld=517265
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m S51 Cipheer Suite Order

Mt betting
() Mot Configured ~ Comment
i#) Enabled
() Disabded |
Supporied one | At leaid Windows Vista
Cptiend: Help:
550 Cipher Suites Thiz policy sefting detenmines the cipher suites used key the

. : Secung Sodhet Layer [351).
TLE_ ARS 255 GOM_SHALES TLS AES i

I you enable this policy setting, 550 cipher suites ane priontized
i thee ordier specified,

W i Ariable oF B ol Sonfagiie h pohiy 16itang, dileull
cipher sbe Drder 15 wed.
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