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Quick Start to Address Fault: F199144(tt2 A[&F 91 374 7451
1. "show platform internal hal I3 routingthresholds" 2323
2. 32 "show platform internal hal health-stats”

Che T4 Z4%: F199144
Zgt F93337
Quick Start to Address Fault: F93337
1. & "moquery -d 'comp/prov-VMware/ctrlr- ]- /vm-vm- "
2. B3 "mogquery -c compRsHyv | grep 'vm-1071"
3. 3 "moquery -c compHv -f 'comp.Hv.oid=="host-1068""
CtS EHA 243 F93337

A% F93241

Quick Start to Address Fault: F93241

1. H2 "moquery -d 'comp/prov-VMware/ctrlr-[ ]- /vm-vm-
2. 3 "mogquery -c compRsHYv | grep 'vm-1071"
3. & "moquery -¢c compHv -f 'comp.Hv.oid=="host-1068""

Ch ) 78t F93241

Zgl: F381328

Quick Start to Address Fault: F381328
1 o= 2o CRCIt Q= 7t =2 40| OIE{H|0|A S HESILIC}H
2. 2o 7t B2 0| FCSE HE§ILICE

CtS EHA 743 F381328

Zgtoll ci$t Python A3 BIE: F381328

748l F450206

Quick Start to Address Fault: F450296
1. B2 "show platform internal hal health-stats asic-unit all"

CtS ErA| 28 F450296

A7

Ol EMollMe= ACI A8 Z=2o| 7 EhA|of| cHal AHELICH F199144, F93337, F381328,
F93241, F450296
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Ol M CHEX ACI Fo{o| dEtoE MaMo = ZILIHZIEL|CE

ol EMolM= Chs 2% sidE 2IEF ChE Er7[ol| Cis dBEfLICH

Ze: F199144

"Code" : "F199144",

"Description" : "TCA: External Subnet (v4 and v6) prefix entries usage current value(eqgptcapacityPrefix
"Dn" : "topology/pod-1/node-132/sys/eqptcapacity/fault-F199144"

Ol 53 ZE 2 olf Muul MT AL 3R] AL820| 99% S X TH8 mf X|7|ELICH ol= ofzq3t &
XM MEIStE B2 FHAM stES 0] MEHES LIEHLICH
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Quick Start to Address Fault: F199144(ttt & Al2f 2 2 2

oo

)

1. "show platform internal hal I3 routingthresholds" &

module-1# show platform internal hal 13 routingthresholds
Executing Custom Handler function

OBJECT O:

trie debug threshold : 0

tcam debug threshold : 3072

Supported UC 1pm entries : 14848

Supported UC Tpm Tcam entries : 5632

Current v4 UC 1pm Routes : 19526

Current v6 UC 1pm Routes : 0

Current v4 UC Tpm Tcam Routes : 404

Current v6 UC Tpm Tcam Routes : 115

Current v6 wide UC 1pm Tcam Routes 1 24

Maximum HW Resources for LPM : 20480 < —-————- Maximum hardware resour
Current LPM Usage in Hardware : 20390 < mmmmmm— - Current usage in Hw
Number of times 1limit crossed : 5198 < mmmmmm - Number of times
Last time Timit crossed : 2020-07-07 12:34:15.947 < --———- Last oc

2. B "show platform internal hal health-stats"

module-1# show platform internal hal health-stats
No sandboxes exist
|Sandbox_ID: 0 Asic Bitmap: 0x0


https://www.cisco.com/c/ko_kr/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html
https://www.cisco.com/c/ko_kr/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html

bds:

12_total_host_entries_norm

13_v4_local_ep_entries
max_13_v4_Tlocal_ep_entries
13_v4_local_ep_entries_norm
13_v6_local_ep_entries
max_13_v6_Tlocal_ep_entries
13_v6_local_ep_entries_norm
13_v4_total_ep_entries
max_13_v4_total_ep_entries
13_v4_total_ep_entries_norm
13_v6_total_ep_entries
max_13_v6_total_ep_entries
13_v6_total_ep_entries_norm
max_13_v4_32_entries
total_13_v4_32_entries
13_v4_total_ep_entries
13_v4_host_uc_entries
13_v4_host_mc_entries
total_13_v4_32_entries_norm
max_13_v6_128_entries
total_13_v6_128_entries
13_v6_total_ep_entries
13_v6_host_uc_entries
13_v6_host_mc_entries
total_13_v6_128_entries_norm
max_13_lpm_entries
13_Tpm_entries
13_v4_lpm_entries
13_v6_1pm_entries
13_Tpm_entries_norm
max_13_lpm_tcam_entries

max_13_v6_wide_Tpm_tcam_entries:
: 864
: 404
: 460
1 24
: 15

13_Tpm_tcam_entries
13_v4_lpm_tcam_entries
13_v6_1pm_tcam_entries

13_v6_wide_Tpm_tcam_entries

13_Tpm_tcam_entries_norm
13_v6_1pm_tcam_entries_norm
13_host_uc_entries
13_v4_host_uc_entries
13_v6_host_uc_entries
max_uc_ecmp_entries
uc_ecmp_entries
uc_ecmp_entries_norm
max_uc_adj_entries
uc_adj_entries
uc_adj_entries_norm
vrfs
infra_vrfs
tenant_vrfs
rtd_ifs
sub_ifs
svi_ifs

: 250

: 150

1 249

: 40
1 12288

: 8192
1 221

1 24576
1 12288
1 49152
T 6294
1 221

: 6073
12

1 12288
17
17

: 20480
1 19528
1 19528

: 99

5632
1000

: 6090
: 6073
17

32768

: 8192
1 261

: 148

: 185

——————————— Maximum

Current L3 LPM entries



CtS ©HA Z2E: F199144

1. 3tE JIO-I DR HolE & dg ExStE 4 Aol AM2lsHok st 2o =& EL
EP g2 M 7HO|E (https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-
x/verified-scalability/Cisco-ACl-Verified-Scalability-Guide-412.html) & 2 QIS M A|2.

2. E20ll met MY =3 T2telg HEs 2AAlR.
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-
profiles/cisco-apic-forwarding-scale-profiles/m-overview-and-quidelines.html

3. L30ut0f|A1 0.0.0.0/0 HELIE M7Hstn st MEURE T/ -EELCt

4. 1MITHE ALE st B2, 2M|CH 2 2{x[0f A 20,0007l 0| 2| 2|F v4 B=2E SHESIEE StES
0{E 1MICHol M 2H[CHEZ ‘.L.".:LEJIOI_ StAAIL.

&g F93337

"Code" : "F93337",
"Description" : "TCA: memory usage current value(compHostStatsl5min:memUsagelast) value 100% raised abo
"Dn" : "comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/vm-vm-1071/fault-F93337"

Ol §d A2 VM Z2E7 YA E Ztst= HIZEIE M8ste B M7IELICH APICE
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Quick Start to Address Fault: F93337

1. "moquery -d 'comp/prov-VMware/ctrlr-[<DVS>]-<VCenter>/vm-vm-<Z & DN2| VM id>' HZHE"

# comp.Vm

oid : vn-1071

cfgdOs : Ubuntu Linux (64-bit)

childAction

descr :

dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/vm-vm-1071
ftRole : unset

guid : 501030b8-028a-be5c-6794-0b7bee827557
id : 0

issues :

TcOwn : Tocal

modTs : 2022-04-21T17:16:06.572+05:30
monPo1Dn : uni/tn-692673613-VSPAN/monepg-test
name : VM3

nameAlias

0s


/content/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/verified-scalability/Cisco-ACI-Verified-Scalability-Guide-412.html
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-profiles/cisco-apic-forwarding-scale-profiles/m-overview-and-guidelines.html
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-profiles/cisco-apic-forwarding-scale-profiles/m-overview-and-guidelines.html

rn : vm-vm-1071

state : poweredOn

status :

template I no

type Tvirt

uuid : 4210b04b-32f3-b4e3-25b4-fe73cd3belca

2. B "moquery -c compRsHyv | grep 'vm-1071"

Ol A2 VMO| EARIEIE $AE0 ChE HEE MIFLICH 0] 0oilM VME host-34701 UL
=3

apic2# moquery -c compRsHv | grep vm-1071
dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/vm-vm-1071/rshv-[comp/prov-VMware/ctrl1r-[FAB4-,

3. B "moquery -¢ compHyv -f 'comp.Hv.oid=="host-1068""

Ol HYL S AE CHE ME HEE MSELICH

apic2# moquery -c compHv -f 'comp.Hv.oid=="host-1068""
Total Objects shown: 1

# comp.Hv

oid : host-1068

availAdminSt 1 gray

availOperSt : gray

childAction :

countUplink : 0

descr :

dn : comp/prov-VMware/ctrir-[FAB4-AVE]-vcenter/hv-host-1068
enteringMaintenance : no

guid : ble21bc1-9070-3846-b41f-c7a8c1212b35
id : 0

issues :

TcOwn : local

modTs 1 2022-04-21T14:23:26.654+05:30
monPo1Dn : uni/infra/moninfra-default
name : myhost

nameAlias

operIssues

os :

rn : hv-host-1068

state : poweredOn

status :

type : hv

uuid



CtE EFAH A F93337
1. ZAE0M vMmol &FE HZE|E HEELICH

2. 227t Hett 32 SH =& S ddsto] LA ZUS HEsio e AME + JA&Lth

b. Monitoring(2 LIE{&)) 22401 M stats collection policy(& 7| =& H&)E MEiFHLICT.
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c. Monitoring object(Z2 LIE{& 7HA|) EECH2 Ao U=
Machine(comp.Vm)2 ZLIE{E 7HAMZ MEdStL|CE ME
ECH20M compVm 7HA| S ME4SHL|CE.

=% olo|2& 2 &!6} 1 Virtual
% Monitoring Object(Z2 LIE{& 7HA]|) =

0
-*--:!::?;(:.l‘:'.(. Monitoring Object - [+ <] = E—
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Edit Stats Type [=]

e. 81 8 EELCI20i| A select host(EAE MENHE Z=l5t1 + 7|58 2=/t LS
Granularity(M[£4J), Admin state(& 2| 4 Ell) 2! History Rentension Penod(7|§ HE J7[ZhE &
8t CtS update(HIO|E)E 2l LICH.
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MlanSaring | v et fromp / o v -
.'ii-lh"vdn’n Audrin Giang Hiatory Ruseran Period (e} 1h'¢s-'\-c-u:
L e ] o ]
f. config threshold(Z1Z| 22| 0| & AH|Zk) ot el + Sign(ME)E £ =25t "memory usage
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apicl# moquery -c compVm -f
monPo1Dn

'comp.Vm.oi

28 F93241

"Code"™ : "F93241",
"Description"
lanll :

O| 4 A& VM ZAEJI CPUE AU ECH B
AEE DLIE{ZIELICE Comp:HostStats15min2 MEZ2! 774 158 St S AEof Cf

"vm-1071""
: uni/tn-692673613-VSPAN/monepg-test <==

oe

Tree: = ©

e Cordg Thegshaoids

reshold

Ol VMO M E|= K| & @15tE4™ "moquery -¢c compVm -f 'comp.Vm.oid = "vm-<vm-

| grep monPol1Dn
Monitoring Policy test has been applied

"TCA: CPU usage average value(compHostStatsl5min:cpuUsageAvg) value 100% raised above t
"comp/prov-VMware/ctrl1r-[FAB4-AVE]-vcenter/vm-vm-1071/fault-F93241"

to| ArE & i MZ|ELICH APICE VCentergE &
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Quick Start to Address Fault: F93241

1. "moquery -d 'comp/prov-VMware/ctrlir-[<DVS>]-<VCenter>/vm-vm-<Z2& DN2| VM id>' H&"

# comp.Vm

oid : vn-1071

cfgdOs : Ubuntu Linux (64-bit)

childAction

descr :

dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/vm-vm-1071
ftRole : unset

guid : 501030b8-028a-be5c-6794-0b7bee827557
id : 0

issues :

TcOwn : local

modTs : 2022-04-21T7T17:16:06.572+05:30
monPo1Dn I uni/tn-692673613-VSPAN/monepg-test
name : VM3

nameAlias

os

rn : vm-vm-1071

state : poweredOn

status

template : no

type D ovirt

uuid : 4210b04b-32f3-b4e3-25b4-fe73cd3belca

2. @& "moquery -¢c compRsHyv | grep 'vm-1071"

Ol BHS VMO| 3ARE|E 3AE CHE HEE MIFLICH 0] ool VM host-34701 L& L

apic2# moquery -c compRsHv | grep vm-1071
dn : comp/prov-VMware/ctrl1r-[FAB4-AVE]-vcenter/vm-vm-1071/rshv-[comp/prov-VMware/ctrl1r-[FAB4-,

Ol BH2 SAE CHE ME MEE MSELIC

apic2# moquery -c compHv -f 'comp.Hv.oid=="host-1068""'
Total Objects shown: 1



# comp.Hv

oid : host-1068

availAdminSt 1 gray

availOpersSt : gray

childAction :

countUplink : 0

descr :

dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/hv-host-1068
enteringMaintenance : no

guid : ble21bc1-9070-3846-b41f-c7a8c1212b35
id : 0

issues

TcOwn : Tocal

modTs 1 2022-04-21T14:23:26.654+05:30
monPo1Dn : uni/infra/moninfra-default
name : myhost

nameAlias

operIssues

os :

rn : hv-host-1068

state : poweredOn

status :

type : hv

uuid

CtS CHAl 28 F93241
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c. Monitoring object(Z2 LIE{& 7HA|) EECH2 Aol QL o
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d. Stats type(S 7| F&) 22| edit(=7) 0t0|2 2 25t CPU Usage(CPU AISZ)E MEAEIL
Ct.
00

Edit Stats Type [=]

SH 8 EELCIR20| A select host(EAE MENHE Z2l5t1 + 7|38 28/t LIS
Granularity(M[£4J), Admin state(2 2| 4 Ell) & History Rentension Period(7|& E& 7|7hHE /&
gt Ct2 update(YOIO|E)E 2l LIC.
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£ 915+24M "moquery -¢c compVm -f 'comp.Vm.oid = "vm-<vm-
apicl# moquery -c compVm -f 'comp.Vm.oid == "vm-1071""' | grep monPol1Dn
monPo1Dn : uni/tn-692673613-VSPAN/monepg-test <== Monitoring Policy test has been applied
& F381328
"Code" : "F381328",
"Description” : "TCA: CRC Align Errors current value(eqptIngrErrPkts5min:crclLast) value 50% raised abov
"Dn" : "topology/



/sys/phys-<[interface]>/fault-F381328"

O| & A& 2 QEHo|AS| CRC 2/ 7t HAIZIS Z=ote | MZ|ELICH 5 7tK| LEAel K3
©| CRC 287} EAIE/LIC FCS 2589} CRC Stomped 2 £ ILICH CRC 28LE FHAZ AQJR|E
BE22 Qe Mutk|H £7| FCS 72| ALt ACIE HAFR AQEE MEM, o248 =&l
O|ACI HE 2|2 E1t6tH £l BEE M2t AHI CRC 287 EAIEIZZ, CRC 287t Q=
E QE{Ho|A 7 A& Ol2l= 2l0|&= otELICH CRCO| AAE AHst T EX|7F = SFP/ZE/T}

O|HHE +=d35t= Ao E&LICH
Quick Start to Address Fault: F381328

1. 220 M CRC7} = 7HE =2 w2 QEmo|AE HZfLICH

moquery -c rmonEtherStats -f 'rmon.EtherStats.cRCAlignErrors>="1""' | egrep "dn|cRCATlignErrors" | egrep
topology/pod-1/node-103/sys/phys-[ethl/50]/dbgEtherStats 399158
topology/pod-1/node-101/sys/phys-[ethl/51]/dbgEtherStats 399158
topology/pod-1/node-1001/sys/phys-[eth2/24]/dbgEtherStats 399158

2. HE2]of| 71 B2 2| FCSE FE= &L ct

moquery -c rmonDot3Stats -f 'rmon.Dot3Stats.fCSErrors>="1""' | egrep "dn|fCSErrors" | egrep -o "\S+$" |

ClS BtAH 28 F381328
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Aol CHEF Python A3 2 E: F381328

O A ZEMAE python AT R EE ALE5t04 At SSHE =X JU&LICH
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-

infrastructure-controller-apic/217577-how-to-use-fcs-and-crc-troubleshooting-s.html2 & &5 A A
o

Zet: F450296

"Code" : "F450296",
"Description" : "TCA: Multicast usage current value(eqgptcapacityMcastEntrySmin:perLast) value 91% raise
"Dn" : "sys/eqptcapacity/fault-F450296"

Ol EY A&=2 HEIPHIAE AEZ| =7} A IZtE =0He mf A Z7|E LICE
Quick Start to Address Fault: F450296

1. B&E "show platform internal hal health-stats asic-unit all"

module-1# show platform internal hal health-stats asic-unit all
| Sandbox_ID: 0 Asic Bitmap: 0xO0

L2 stats
bds: : 1979
max_bds: : 3500
external_bds: : 0
vsan_bds: : 0
legacy_bds: : 0
regular_bds: : 0
control_bds: : 0
fds : 1976
max_fds : 3500
fd_vlans : 0
fd_vxlans : 0
vlans : 3955
max vlans : 3960
vlan_xTlates 1 6739
max vlan_xlates 1 32768
ports : 52
pcs 1 47
hifs : 0
nif_pcs : 0
12_local_host_entries : 1979
max_12_local_host_entries 1 32768
12_local_host_entries_norm : 6
12_total_host_entries : 1979
max_12_total_host_entries : 65536

12_total_host_entries_norm 3


https://www.cisco.com/c/ko_kr/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217577-how-to-use-fcs-and-crc-troubleshooting-s.html

L3 stats:

13_v4_local_ep_entries
max_13_v4_Tlocal_ep_entries
13_v4_local_ep_entries_norm
13_v6_local_ep_entries
max_13_v6_Tlocal_ep_entries
13_v6_local_ep_entries_norm
13_v4_total_ep_entries
max_13_v4_total_ep_entries
13_v4_total_ep_entries_norm
13_v6_total_ep_entries
max_13_v6_total_ep_entries
13_v6_total_ep_entries_norm
max_13_v4_32_entries
total_13_v4_32_entries
13_v4_total_ep_entries
13_v4_host_uc_entries
13_v4_host_mc_entries
total_13_v4_32_entries_norm
max_13_v6_128_entries
total_13_v6_128_entries
13_v6_total_ep_entries
13_v6_host_uc_entries
13_v6_host_mc_entries
total_13_v6_128_entries_norm
max_13_lpm_entries
13_Tpm_entries
13_v4_lpm_entries
13_v6_1pm_entries
13_Tpm_entries_norm
max_13_lpm_tcam_entries

max_13_v6_wide_Tpm_tcam_entries:
1 2689
1 2557
: 132

13_v6_wide_Tpm_tcam_entries :
: 65

13_Tpm_tcam_entries
13_v4_lpm_tcam_entries
13_v6_1pm_tcam_entries

13_Tpm_tcam_entries_norm
13_v6_1pm_tcam_entries_norm
13_host_uc_entries
13_v4_host_uc_entries
13_v6_host_uc_entries
max_uc_ecmp_entries
uc_ecmp_entries
uc_ecmp_entries_norm
max_uc_adj_entries
uc_adj_entries
uc_adj_entries_norm
vrfs
infra_vrfs
tenant_vrfs
rtd_ifs
sub_ifs
svi_ifs

Mcast stats:

mcast_count
max_mcast_count

Policy stats:

3953
32768

12
: 1976
1 24576

3953

: 65536

: 1976
: 49152

: 98304

35590
3953
37
31600
36

: 49152

3952

: 1976
: 1976

38912

: 9384

3940
5444
31

: 4096

1000

: 2013

37

: 1976

32768

1 8192
: 1033
;12

: 1806

: 1804

: 1978

31616
32768

<L



policy_count
max_policy_count
policy_otcam_count
max_policy_otcam_count
policy_label_count
max_policy_label_count

Dci Stats:

vlan_xlate_entries
vlan_xlate_entries_tcam
max_vlan_xTlate_entries
sclass_xlate_entries
sclass_xlate_entries_tcam
max_sclass_xlate_entries

ClS BtA Z2&: F450296

1. HE|ZHAE Egf=Eol &

: 127116
: 131072
1 2920

: 8192
: 0
: 0

[eNeNeNoNoNel
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2. HEPHAE H2E sCl7| 2o CHYet X olS 72 Z20t S B MefLICH
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-

profiles/cisco-apic-forwarding-scale-profiles/m-forwarding-scale-profiles-523.html @3 & & X5t 4

A2,
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