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18.10.58.2/24

DHCP Server
Access VLAN-GB
Tel/1/2
SVis -
Distribution VLAN 18 : 10.18.12.1/24
Switch VLAN 20 : 10.16.20.1/24
VLAMN 38 : 18.18.38.1/24
VLAN 5@ : 19.18.50.1/24
Tel/1/3
Trusted
Tel/a/f2
Access Switch
Gil/e/1 G11/8/5

DHCP Snooping
enabled on
VLANs 18,20,38

Gil/fe/2| Gil/e/3

Gil/fa/4

R RN S R ——



M A2|x[e] 2E QlE{m|o]A0f DHCP
{3 M7 X DHCP Me{ 2l Bl x|ofl rtet

ip dhcp snooping vlan 10,20,30
2tA|. & DHCP Aol M DHCP Aot df= o
Z ER{AEE TAELICH 0l2{E QlE{mojA0| £ LE
SetELICH ol2gt Qe o|lA = HE DHCP A‘II:HE M&SELch
MM A ALK
interface TenG gabitEthernet1/0/2
swi tchport node trunk
i p dhcp snooping trust
3EtH|. DHCP AFEE MYo 2 T otH ALRIXKIC| ZE ZE= AIS2E AME| shMELICH M
M AXEH =SR2 MRSt ZEE= 1|2|) JodLt BE ZAET MRS £ gz QEmolA
of Y M&H 4 2= DHCP ZAM W20 8 748 & st
O|= DHCP MHE HIE& Mo = B2 =4I DHCP HAMo 22 E| H5 57| {{&t HZAHLIE
1 &2 ATE = JsLct

Z, W& AlZF LHo

interface range G 1/0/1-5
ip dhcp snooping linmt rate 10

1
o

Access_SW#show ip dhcp snooping
Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs

10,20,30
DHCP snooping is operational on following VLANs

10,20,30
DHCP snooping is configured on the following L3 Interfaces

Insertion of option 82 is disabled
circuit-id default format: vlan-mod-port



remote-id: 00fc.ba9%e.3980 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled

DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate 1imit (pps)
GigabitEthernetl/0/1 no no 10
Custom circuit-ids:
GigabitEthernetl/0/2 no no 10
Custom circuit-ids:
GigabitEthernetl/0/3 no no 10
Custom circuit-ids:
GigabitEthernetl/0/4 no no 10
Custom circuit-ids:
GigabitEthernetl/0/5 no no 10
Custom circuit-ids:
TenGigabitEthernetl/0/2 yes yes unTimited

Custom circuit-ids:



1 0| 222 2™ Malicious DHCP AMB{ol 1Z2El Gi1/0/57F S2d0f Al

ip dhcp snooping ZH2 2 HAZ Elod &Lt

[t2k A DHCP Snooping2 0|28t Z Eof CHet 2 E ZHAAE s&stLct.
0 E0f, 0|ZH 5™ 0] ZE(GiV/0/5)HM E0{2E 2 E DHCP

to
El
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CHS 2 GiYo/1, Givo/2, Gi1/o/32| 371 Z2+0|e1Eo| Cist IPF4, MAC T4 AU CIE{H| 0|AE E 043 = DHCP

Lct.

Access_SWitshow ip dhcp snooping binding

MacAddress IpAddress L ease(sec) Type VLAN Interface

00:FC:BA:9E:39:82 10.10.10.2 62488 dhcp-snooping 10 GigabitEthernet1/0/1
00:FC:BA:9E:39:A6 10.10.20.2 62492 dhcp-snooping 20 GigabitEthernet1/0/2
00:FC:BA:9E:39:89 10.10.30.3 62492 dhcp-snooping 30 GigabitEthernet1/0/3
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rr

show



Total number of bindings: 3

EI2 &2 2 ip dhep snooping trust Access Switch| Tel/0/20| M 24|22 00| M7HE LICH AL XM MEE 2O E EOISHAAIL.

Access SWish cdp neigh

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S- Switch, H - Host, | - IGMP, r - Repeater, P - Phone,

D - Remote, C- CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
Dist_SW Ten 1/0/2 175 R S| C9300-48U Ten 1/1/3

Total cdp entries displayed : 1

Access_ SWishow runint Tel/0/2
Building configuration...

Current configuration : 64 bytes

|

interface TenGigabitEthernet1/0/2
switchport mode trunk

*Apr 4 01:12:47.149: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:14:07.161: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message

*Apr 4 01:29:30.634: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:30:03.286: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
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! https://www.cisco.com/c/en/us/td/docs/switches/lan/catal yst9300/sof tware/rel ease/17-
9/configuration_guide/sec/b_179 sec 9300_cg/configuring_dynamic_arp_inspection.html 2 & X35 &A1,


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_dynamic_arp_inspection.html

Cat8388 Router
acting as DHCP server

18.208.38.1| Ted/af4
Hul/a8s7
Hul/e/f1 Hul/@/4
Cat9588 Switch
DHCP Snooping and DAI
enabled s
Hul/8/& Hul/@/3
DHCP Static DHCP DHCP
Client Host Client Client
168.26.38.2 16.28.308.5 18.28.38.4 18.208.38.3

ol o|0|X|= 4712l AEH|
IP 4(10.20.30.5)2 Z&LICt.

2 EEZX|E= DAIZI QIE{HO|A0M RESHK| t2 ARPH
0of &&= ol A8 ELcH

M-

12 A_X|0IM DHCP AFE A DAIE MAXMo =2 FMFLICH

F241.24.02-9500-1#sh run | i dhcp

ip dhcp snooping vlian 10

no ip dhcp snooping information option
ip dhcp snooping

F241.24.02-9500-1#shrun | i ip arp
ip arp inspection vlan 10

2EHA|. DHCP A0l EBHAE EZ o4
2 (ingress)st 1 DHCP 22t0|HE0| 2 & += /JU&Lch
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F241.24.02-9500- 1#sh run int Hul/0/7
Building configuration...

Current configuration : 85 bytes
!

interface HundredGigEL/0/7
switchport access vlan 10

ip dhcp snooping trust

end

3Et7|. DHCP 22+0|HE 0| QIAE ZEE VLAN10

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/4
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigEL1/0/4
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/1
Building configuration...

Current configuration : 61 bytes
|

interface HundredGigE1/0/1
switchport access vlan 10
end

F241.24.02-9500- 1#sh run int Hul/0/6
Building configuration...

Current configuration : 85 bytes
!



interface HundredGigE1/0/6
switchport access vlan 10
end

4EtAH. DHCP 220[2E 7} DHCP ME{2| IP FAE BFQLE K], Cat9500 A 2| %[ 2] DHCP Snooping HFRIE! El0]E 04| A EH %t =X|

ct.

F241.24.02-9500-1#sh ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

78:72:5D:1B:7F:3F 10.20.30.2 85046  dhcp-snooping 10 HundredGigel/0/1
5C:71:.0D:CD:EE:.OC 10.20.30.3 85065  dhcp-snooping 10 HundredGigel/0/4
2C:4F:52:.01:AA:CC 10.20.30.4 85085  dhcp-snooping 10 HundredGigE1/0/3

Total number of bindings: 3

fijo
Jo
ro
Mok
4>
H1
30
o>
-
ul

DHCP AMEHOI| A HFQIE

DHCP_Server#show ip dhcp binding

Bindings from all pools not associated with VRF:

IPaddress  Client-1D/ Lease expiration Type  State Interface

Hardware address/

User name

10.20.30.2  0063.6973.636f.2d37. Apr 08 2024 07:04 AM Automatic Active TenGigabitEthernet0/0/4

3837.322e.3564.3162.

2e37.6633.662d.4875.

312f.302f.31

10.20.30.3  0063.6973.636f.2d35. Apr 08 2024 07:04 AM  Automatic Active TenGigabitEthernet0/0/4

6337.312e.3064.6364.

2e65.6530.632d.5465.

312f.302f.35

=0 |5f| |

=



10.20.30.4 0063.6973.636f.2d32. Apr 082024 07:05 AM Automatic Active TenGigabitEthernet0/0/4
6334.662e.3532.3031.
2e61.6163.632d.5465.

312f.302f.35

5CA|: Hu1/0/60] AZEE SAEO[IP FAE 10.20.30.50|M 10.20.30.22 A T T S AE0| A CHE DHCP E20|2IE £ pingSH
gLt

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

Cat9500 AR x| M CHE Tt Z2 HZEIARPRIE 2 £ UYUELICH

F241.24.02-9500-1#

*Apr 7 09:29:24.520: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on HuL/0/6, vlan 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000¢
*Apr 7 09:29:26.520: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on HuL/0/6, vlan 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000¢
*Apr 7 09:29:28.521: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Hul/0/6, vlan 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
*Apr 7 09:29:30.521: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Hul/0/6, vlan 10.([ 7035.0956.7ee4/10.20.30.2/0000.0000.000C
*Apr 7 09:29:32.521: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Hul/0/6, vlan 10.([ 7035.0956.7ee4/10.20.30.2/0000.0000.000C
F241.24.02-9500-1#

*Apr 7 09:29:47.521: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Hul/0/6, vian 10.([ 7035.0956.7ee4/10.20.30.2/0000.0000.000C
*Apr 7 09:29:49.521: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Hul/0/6, vian 10.([ 7035.0956.7ee4/10.20.30.2/0000.0000.000(
*Apr 7 09:29:51.521: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Hul/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
*Apr 7 09:29:53.522: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Hul/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
*Apr 7 09:29:55.523; %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Hul/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000(

o HA|CHA|T| Static Hostoll A 10.20.30.3 2! 10.20.30.4Z pingdt2d 1 5l ping2 &g & mal_l:r.
Static_Host7t 24 DHCP 22t0|MEQ| IPFAE AFH G 2D XD Huvoed T25tE 2E
ZAME|D DHCP A5 HICIE Ef|o|E0 EXH3tE ClO|E{Qt HIZE|7| 20| AFEE &~ id&LICH

o Cat9500 A%|%|o| £4& EIE Static Host0l A DHCP 22I0|HE R MEE|E ARP 20| AMX|E S =olgtLc.

o Cat9500 A2 %= DHCP A5 E HIQIE HI|O|E{H|O|AE & X504 0| AlSELICH



+ ARP 20| DHCP AFE HIRIE Cl|O|E{H| 0| A0 Q= 2t UXISHK| &tE AA MAC-IPE AFE 504 Hul/0/62 €I
agAaE i AQX|IE ARP HE AMA|EFLILCE.
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o

6EHAL.

F241.24.02-9500- 1#show ip arp inspection
Source Mac Validation  : Disabled
Destination Mac Validation : Disabled

IP Address Validation  : Disabled

Vlan Configuration Operation ACL Match Static ACL

10 Enabled Active  DAI No

Vlan ACL Logging DHCPLogging ProbeLogging

10 Deny Deny Off

Vlan  Forwarded Dropped DHCPDrops ACL Drops

10 9 39 39 0

Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures

10 6 3 0 0

Vlan Dest MAC Failures |IP Validation Failures Invalid Protocol Data




10 0 0 0

0| Z&0iME Cat9500 22| %|2] VLAN 100{A DAIZF AtXMIGE D §{85lE T2 =& &Qle &~ Q&LICh.
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IHIPFALTL UE EY SAE0 HES MSat7| floll #Ig = Ue B 7HK| sif 2 S 0|

iparp A EB{AEE A 25t0 SAE| HAE QIE{H|0|AS FAFLICH

F241.24.02-9500- 1#sh run int HundredGigE 1/0/6
Building configuration...

Current configuration : 110 bytes
|

interface HundredGigE1/0/6
switchport access vlan 10
switchport mode access

ip arp inspection trust

end

Static_Host#ping 10.20.30.4
*Apr 7 18:44:45.299 JST: %SY S-5-CONFIG_I: Configured from console by admin on vty0 (192.168.1.5)
F241.24.02-9300-STACK#ping 10.20.30.4
Type escape segquence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
1

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
gl

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms
Static_Host#ping 10.20.30.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

gM2.

ARP Access-ListE At&3t0d I SAEE &{&&LICH

F241.24.02-9500-1#sh run | s arp access-list

OlA
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arp access-list DAI
permit ip host 10.20.30.5 mac host 7035.0956.7ee4

F241.24.02-9500-1#shrun | i iparp ins
ip arp inspection filter DAI vlan 10

Static_Host#ping 10.20.30.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
R

Success rate is 80 percent (4/5), round-trip min/avg/max = /1/1 ms

Static_Host#ping 10.20.30.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
R

Success rate is 80 percent (4/5), round-trip min/avg/max = /1/1 ms

=2
=

=
w

1Y zAE0 OiE HiQIE ElOIE 58 FEELICH

F241.24.02-9500-1#sh run | i binding
ip source binding 7035.0956.7EE4 vlan 10 10.20.30.5 interface Hu1/0/6

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 80640 dhcp-snooping 10 HundredGigEL/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 80659 dhcp-snooping 10 HundredGigEL/0/4
70:35:09:56:7E:E4 10.20.30.5 infinite static 10 HundredGigE1/0/6
2C:4F:52:01:AA:CC 10.20.30.4 80679 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 4




Static_Host#ping 10.20.30.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
R

Success rate is 80 percent (4/5), round-trip min/avg/max = /1/1 ms

Static_Host#ping 10.20.30.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
i

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

DAIOIM AL8E == lE F7H SM:

i

F241.24.02-9500-1(config)#ip arp inspection validate ?
dst-mac Validate destination MAC address

ip Validate |P addresses

src-mac Validate source MAC address
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Switch(config)#interface Gigabitethernet<>
Switch(config-if)#ip arp inspection limit rate 10

IP Source Guard
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CatB8388 Router
acting as DHCP server

19.208.30.1| Te@/0/4

Hul/@e/7
Hul/@e,/ 1 Hul/@/4
Cat9508 Switch
DHCP Snooping and IPSG
enabled
Hul/f@/é Hul/f@e/3
DHCP Static DHCP DHCP
Client Host Client Client
16.28.39.2 16.208.38.5 18.28.38.4 16.26.30.3
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F241.24.02-9500-1#sh run | i dhcp

ip dhcp snooping vlian 10

no ip dhcp snooping information option
ip dhcp snooping

2EtA|. DHCP AMBHol] 9473 E! CIE{H|0|A Tel/o/7€ AMEE £+ U ZEZ FHEILICH O|F A 5t DHCP 217} QIE{H0|AE 21
BllA(ingress)5t L DHCP 221 0|Eof =& £ /U&LIch

F241.24.02-9500-1#sh run int Hul/0/7
Building configuration...

Current configuration : 85 bytes



|

interface HundredGigeEL/0/7
switchport access vian 10

ip dhcp snooping trust

end

3EH7Hl. DHCP 2E2I0|HEof| ¢IAE ZEEZE VLAN 102 SHBStE HMA ZEZ FHELICH

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

end

F241.24.02-9500-1#sh run int Hul/0/4
Building configuration...

Current configuration : 61 bytes
|

interface HundredGigE1/0/4
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/1
Building configuration...

Current configuration : 61 bytes
!

interface HundredGige1/0/1
switchport access vlan 10

end

F241.24.02-9500-1#sh run int Hul/0/6
Building configuration...

Current configuration : 85 bytes
!

interface HundredGigEL/0/6
switchport access vlan 10

end

4%H7|. DHCP 2 20| HE 7} DHCP MM IP TAE BtotE=X| &QlsfLCt

F241.24.02-9500-1#sh ip dhcp snooping binding

MacAddress IpAddress L ease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 85046 dhcp-snooping 10 HundredGigE1/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 85065 dhcp-snooping 10 HundredGigE1/0/4




2C:4F:52:01:AA:CC 10.20.30.4 85085 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 3

F241.24.02-9500- 1#show ip source binding

MacAddress IpAddress L ease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 64764 dhcp-snooping 10 HundredGigEL/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 64783 dhcp-snooping 10 HundredGigEL/0/4
2C:4F:52:01:AA:CC 10.20.30.4 64803 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 3

DHCP_Server#show ip dhcp binding
Bindings from all pools not associated with VRF:
IPaddress  Client-1D/ Lease expiration Type State Interface
Hardware address/
User name
10.20.30.2  0063.6973.636f.2d37. Apr 08 2024 07:04 AM  Automatic Active
3837.322e.3564.3162.
2e37.6633.662d.4875.
312f.302f.31
10.20.30.3 0063.6973.636f.2d35. Apr 08 2024 07:04 AM  Automatic Active
6337.312e.3064.6364.
2e65.6530.632d.5465.
312f.302f.35
10.20.30.4  0063.6973.636f.2d32. Apr 08 2024 07:05 AM  Automatic Active
6334.662e.3532.3031.
2e61.6163.632d.5465.

312f.302f.35
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F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

TenGigabitEthernet0/0/4

TenGigabitEthernet0/0/4

TenGigabitEthernet0/0/4

E 1x ZAE)0|M IPSGE F A& LICH.



Current configuration : 79 bytes

!
interface HundredGigE1/0/3
switchport access vlan 10
ip verify source

end
F241.24.02-9500-1#sh run int Hu1/0/4

Building configuration...

Current configuration : 79 bytes

!
interface HundredGigEL/0/4
switchport access vlan 10

ip verify source

end

F241.24.02-9500- 1#sh run int Hul/0/1
Building configuration...
Current configuration : 79 bytes
!
interface HundredGigE1/0/1
switchport access vlan 10
ip verify source
end
F241.24.02-9500-1#sh run int Hul/0/6
Building configuration...
Current configuration : 103 bytes

!
interface HundredGigE1/0/6
switchport access vlan 10

ip verify source
end
&to|
= =
F241.24.02-9500-1#show ip verify source
Interface Filter-type Filter-mode IP-address ~ Mac-address Vlan
Hul/0/1 ip active  10.20.30.2 10
Hul/0/3 ip active  10.20.30.4 10
Hul/0/4 ip active  10.20.30.3 10
ip active  deny-al 10

Hul/0/6
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6t AHl. Static_Hostofl A 1P =4 10.20.30.2, 10.20.30.3 & 10.20.30.42 DHCP 220/ E & pingdll SLICt.

Static_Host#ping 10.20.30.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)
Static_Host#ping 10.20.30.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 0 percent (0/5)
Static_Host#ping 10.20.30.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

F241.24.02-9500-1(config)# ip source binding <mac-address-of-static-host> vlan 10 10.20.30.5 interface Hu1/0/6

F241.24.02-9500-1#show run int Hul/0/6
*Apr 7 15:13:48.449: %SY S-5-CONFIG_I: Configured from console by console
F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode IP-address  Mac-address Vlan

Hul/O/1 ip active  10.20.30.2 10
Hul/0/3 ip active  10.20.30.4 10
Hul/0/4 ip active  10.20.30.3 10
Hul/0/6 ip active  10.20.30.5 10

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface



78:72:5D:1B:7F:3F 10.20.30.2 62482  dhcp-snooping 10 HundredGigel/0/1
5C:71:0D:CD:EE:OC 10.20.30.3 62501  dhcp-snooping 10 HundredGigel/0/4
70:35:09:56:7E:E4 10.20.30.5 infinite static 10 HundredGigeE1/0/6

2C:4F:52:.01:AA:CC 10.20.30.4 62521  dhcp-snooping 10 HundredGigE1/0/3

Total number of bindings: 4

Verification:

Static_Host#ping 10.20.30.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

F241.24.02-9500-1#sh run int Hul/0/1
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigE1/0/1
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...



Current configuration : 89 bytes
!

interface HundredGigE1/0/3
switchport access vian 10

ip verify source mac-check

end

F241.24.02-9500-1#sh run int Hul/0/4
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigE1/0/4
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500- 1#sh run int Hul/0/6
Building configuration...

Current configuration : 113 bytes
|

interface HundredGigE1/0/6
switchport access vlan 10
switchport mode access

ip verify source mac-check

end

F241.24.02-9500- 1#show ip verify source

Interface Filter-type Filter-mode IP-address ~ Mac-address Vlan

Hul/O/1 ip-mac  active  10.20.30.2  78:72:5D:1B:7F:3F 10
Hul/0/3 ip-mac  active  10.20.30.4 2C:4F:52:01:AA:CC 10
Hul/0/4 ip-mac  active  10.20.30.3 5C:71:0D:CD:EE:0C 10

Hul/0/6 ip-mac  active  deny-all deny-all 10
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