Catalyst 9000 Series & 2{x|0{l SNMPv2c/v3

SNMP2| M| &7
HE23 Clojo{a 2
SNMPv2c
SNMPv3

oI5 9iSPriv
o|= M3t ol
e O e HALD

OIE SHA
QI&-MD5

oIz M3t
auth-SHA + priv-DES
auth-SHA + priv-AES
auth-MDS5 + priv-DES
auth-MD5 + priv-AES

O] E Mol AE Catalyst 9000 A 2| %|2] SNMPv2c 2! SNMPv32| 7|&£
L|Ct.

A T AL
QT A
CHe MOl CHE X|Al2 HRstn o™ K88

« SNMP Z £ E Z(Simple Network Management Protocol).
« Catalyst 9000 Series 29| x| FX|
« SNMP OID(Object Identifier)ofl 2|=&fL|C}.
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« C9200
« C9300
+ C9400
+ C9500
+ C9600
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Switch(config)#snmp-server community cisco RW
Switch(config)#snmp-server community cisco RO

Switch#show snmp community
Community name: cisco
Community Index: cisco

Community SecurityName: cisco

SW
192.168.1.1

>Read-only access with this community string
>Read-write access with this community string



storage-type: nonvolatile active

~ % snmpwalk -v2c -c cisco 192.168.1.1 1.3.6.1.2.1.1.3
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111410969) 12 days, 21:28:29.69

Switch(config)#snmp-server group noAuthNoPrivGroup v3 noauth
Switch(config)#snmp-server user testuserl noAuthNoPrivGroup v3

Switch#show snmp user

User name: testuserl

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: None
Privacy Protocol: None

Group-name: noAuthNoPrivGroup

~ % snmpwalk -v3 -u testuserl -1 noAuthNoPriv 192.168.1.1 1.3.6.1.2.1.1.3
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111425887) 12 days, 21:30:58.87
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Switch(config)#snmp-server group AuthNoPrivGroup v3 auth
Switch(config)#snmp-server user testuser2 AuthNoPrivGroup v3 auth sha Passwordl23



Switch#show snmp user

User name: testuser?2

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: None

Group-name: AuthNoPrivGroup

~ % snmpwalk -v3 -u testuser3 -1 authNoPriv -a MD5 -A Passwordl123 192.168.1.1 1.3.6.1.2.1.1.3
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111447478) 12 days, 21:34:34.78
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Switch(config)#snmp-server group AuthNoPrivGroup v3 auth
Switch(config)#snmp-server user testuser3 AuthNoPrivGroup v3 auth md5 Passwordl23

Switch#show snmp user

User name: testuser3

Engine ID: 800000090300EC1D8B0A7B80
storage-type: nonvolatile active
Authentication Protocol: MD5
Privacy Protocol: None

Group-name: AuthNoPrivGroup

~ % snmpwalk -v3 -u testuser3 -1 authNoPriv -a MD5 -A Passwordl23 192.168.1.1 1.3.6.1.2.1.1.3
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111455526) 12 days, 21:35:55.26
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Switch(config)#snmp-server group AuthPrivGroup v3 priv
Switch(config)#snmp-server user testuser4 AuthPrivGroup v3 auth sha Passwordl23 priv des Passwordl23



Switch#show snmp user

User name: testuser4

Engine ID: 800000090300EC1D8BOA7B80
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: DES

Group-name: AuthPrivGroup

~ % snmpwalk -v3 -u testuser4 -1 authPriv -a SHA -A Passwordl23 -x DES -X Passwordl23 192.168.1.1 1.3.6
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111472744) 12 days, 21:38:47.44
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Switch(config)#snmp-server group AuthPrivGroup v3 priv
Switch(config)#snmp-server user testuser5 AuthPrivGroup v3 auth sha Passwordl23 priv aes 128 Passwordl2

Switch#show snmp user

User name: testuser5

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: AES128
Group-name: AuthPrivGroup

~ % snmpwalk -v3 -u testuser5 -1 authPriv -a SHA -A Passwordl23 -x AES -X Passwordl23 192.168.1.1 1.3.6
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (111476608) 12 days, 21:39:26.08
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Switch(config)#snmp-server group AuthPrivGroup v3 priv
Switch(config)#snmp-server user testuser6 AuthPrivGroup v3 auth md5 Passwordl23 priv des Passwordl23



Switch#show snmp user

User name: testuser6

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: MD5
Privacy Protocol: DES

Group-name: AuthPrivGroup

~ % snmpwalk -v3 -u testuser6 -1 authPriv -a MD5 -A Passwordl23 -x DES -X Passwordl23 192.168.1.1 1.3.6
DISMAN-EVENT-MIB: : sysUpTimeInstance = Timeticks: (76726018) 8 days, 21:07:40.18
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Switch(config)#snmp-server group AuthPrivGroup v3 priv
Switch(config)#snmp-server user testuser7 AuthPrivGroup v3 auth md5 Passwordl23 priv aes 128 Passwordl2

Switch#show snmp user

User name: testuser?

Engine ID: 800000090300EC1D8B0OA7B80
storage-type: nonvolatile active
Authentication Protocol: MD5
Privacy Protocol: AES128
Group-name: AuthPrivGroup

~ % snmpwalk -v3 -u testuser7 -1 authPriv -a MD5 -A Passwordl23 -x AES -X Passwordl23 192.168.1.1 1.3.6
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (76738170) 8 days, 21:09:41.70
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/nmgmt/b_1715_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/nmgmt/b_1715_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/nmgmt/b_1715_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
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