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<#froot>

Cat9ok#

TS S5t Hotg Baish i

hw- modul e switch 1 usbflashl security ?

disable disable security on USB3.0
enable Enable security on USB3.0
unlock Unlock USB3.0

Cat9k (config)#hw-module switch 1 usbflashl-password
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Catalyst 9410 17.5.1 22|A o4
Catalyst 9400X 17.8.1 22| o4
Catalyst 9500 145 2! 9600 Series|17.5.1 2 2|A 0|4
Catalyst 9500X 2! 9600X Series 17.8.1 E2|A o4
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Cisco Models

Networking

(AppGig Port)

Catalyst 9300X
Catalyst 9300/L/LM
Catalyst 9400X
Catalyst 9400
Catalyst 9500X
Catalyst 9500
High performance
Catalyst 9600X
Catalyst 9600
SMo| SEstx| &
2 C|

Platform

Catalyst 9300
Catalyst 9400
Catalyst 9500

Catalyst 9500 High-performance

HPol* 2la

2x10G

1X1G

2x10G

1xX1G

2x10G

Management

*

Port

Management

*

Port

Management
Port”

Memory (GB)

8

vCPUs

Upto 8 GB

2 GB

Upto 8 GB

Upto 8 GB

Upto B8 GB

Upto 8 GB

Up to 8 GB

Up to 8 GB

oM 2laA, CPU, HZE| B

A Mgt ohs % _‘?'_%

7400

7400

7400

7400

CPU Units

50% of total CPU (2 CPU
Cores)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

25% of total CPU (1 CPU
Core)

UE ALS X XIE E2la

AoHAA.

USB Back Storage (GB)

120

NA

120

NA

120/240 GB (USB 3.0
SSD)

120/240 GB (USB 3.0

55D)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

240 - 960 GB (SATA)

A TZ2LIZ 04

M2 SATA Storage (GB)
NA,
960
NA

960
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<{froot>

Cat9k(config)#

app- hosting appi d MYAPP

Cat9k(config-app-hosting)#

app-resource profile custom

Cat9k(config-app-resource-profile-custom)#

cpu 7400

Cat9k(config-app-resource-profile-custom)#

menory 2048

Cat9k(config-app-resource-profile-custom)#

vcpu 2
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Supported Platforms I0S XE Release

Catalyst 9300/L StackWise 480/360 (1+1 mode only) 17.2.1
Catalyst 9300LM StackWise 360 (1+1 mode only) 17.9.1
Catalyst 9300X StackWise 1T (1+1 mode only) 17.6.1
Catalyst 9400 Dual Sup (Single Chassis and StackWise Virtual) 17.5.1

Catalyst 9400X Dual Sup (Single Chassis and StackWise Virtual) 17.9.1

Catalyst 9500 High Performance StackWise Virtual 17.5.1
Catalyst 9600 Dual Sup (Single Chassis and StackWise Virtual) 17.5.1
Catalyst 9600X Dual Sup (Single Chassis) 17.9.1
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<#froot>

Cat9k(config)#

interface AppG gabitEthernet 1/0/1

Cat9k (config)#

swi t chport node trunk

Cat9k(config-if)#exit



Cat9k(config)#

app- hosting appi d MYAPP

Cat9k(config-app-hosting)#

app-vni ¢ AppG gabit Et hernet trunk

Cat9k (config-config-app-hosting-trunk)#

guest-interface

Cat9k (config-config-app-hosting-trunk-mode-guest)#

end

* VLAN QIE{H|0|A o] F< offZE|7i|o|4d0] £ VLANO]

<#root>
Cat9k(config)#

interface AppG gabitEthernet 1/0/1

Cat9k(config)#

swi tchport trunk allowed vl an

Cat9k(config-if)#

exit

Cat9k(config)#

app- hosting appi d MYAPP

Cat9k (config-app-hosting)#

app-vni ¢ AppG gabi t Et hernet trunk

Cat9k (config-config-app-hosting-trunk)#
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vl an

guest-interface

Cat9k (config-config-app-hosting-trunk-mode-guest)#

end

- 22| eIE{H oA 2| B2 o E 2|7 0|M0o| & E| X E(GigabitEthernet0/0)0l @4 ZE L[Ct.

<#root>
Cat9k(config)#

interface gigabitEthernet 0/0

Cat9k(config-if)#

i p address

Cat9k(config-if)#

exit
Cat9k(config)#
app- hosting appi d MYAPP

Cat9k (config-app-hosting)#(config-app-hosting)#

app- vni ¢ managenment guest-interface



Cat9k((config-app-hosting-mgmt-gateway)#

end

2 ZE|o|L{ol CHE 1P Z4 & ZEfo]L
#T 57U DHCPE S5 SHo2 ¥g 4 aLin

<#root>
Cat9k(config)#

app- hosting appid MYAPP

Cat9k(config-app-hosting)#

app-vni ¢ AppG gabit Et hernet trunk

Cat9k(config-config-app-hosting-trunk)#

vl an

guest-interface

Cat9k (config-config-app-hosting-vian-access-ip)#

guest - i paddr ess
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net nask

<-- Container |P Address

Cat9k(config-config-app-hosting-vlan-access-ip)#

exit

Cat9k (config-config-app-hosting-trunk)#

exit

Cat9k (config-app-hosting)#

app- def aul t - gat eway

guest-interface

Cat9k (config-app-hosting)#

exit

+ GigabitEthernet 0/02

<#root>
Cat9k(config)#

app- hosting appi d MYAPP

Cat9k (config-app-hosting)#

app- vni c managenment guest-interface



Cat9k (config-app-hosting-mgmt-gateway)#

guest - i paddr ess

net nask

Cat9k (config-app-hosting-mgmt-gateway)#

exit

Cat9k (config-app-hosting)#

app- def aul t - gat eway

guest-interface

Cat9k (config-app-hosting)#

exit

- ol S IP F4 (DHCP) 71

<{froot>



Cat9k(config)#

app- hosting appi d MYAPP

Cat9k(config-app-hosting)#

app-vni ¢ AppG gabit Et hernet trunk

Cat9k (config-config-app-hosting-trunk)#

vl an

guest-interface

Cat9k(config-config-app-hosting-vlan-access-ip)#

end

Catok#

Or through Interface

G gabi t Et hernet 0/0

Cat9k(config)#

app- hosting appi d MYAPP

Cat9k (config-app-hosting)#

app-vni ¢ managenent guest-interface

Cat9k(config-app-hosting-mgmt-gateway)#

end
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é app-hosting appid myapp package usbflashl:myapp.tar E

appid myapp E

: app-hosting

appid myapp %

E app-hosting deactivate appid myapp

app-hosting u appid myapp é

Docker THE} 2] &M

ZAH|O|L o E 2|7 0|M BHEE SM(0l: ZHEEE IP, CIO|IE{ CIHEZ| & Z7|EHe 2 ME = ™
El SMo| 2R3t AL "app-resource docker" HHE AFE35104 0|28t SME FHEE £+ U&L
Ct.

ALEE2 ofe] ol A M EXY T b 0|/ME X|HELICH OS2 AASKE Bt F2 1
o

« AH&XH= ZICH 30Z 2] docker A SME UR/FA-E0{L7(|E = &Lt

o AAEI2 BIR1 1~302| EAPE0AM HZEE EAtEE SHE =ME MggLIcH

« 2 run-option &2| ZF EXtA2 %|CH 235KHE 7HE = U &LCt.

- 2 BAE2 235K10 25 ZEE[= B = 0|4 o "R MEH docker A SM2 VHE = UE
L|Ct.

- OfH FoME A S M EXUS O S o2 B8E =+ gLt

- SHOR 7 WOo| FXUS ZTEY ER7 gLt A|IAHRES 7|E0| ZE A™ M 22X
2 O EXUEE 8 M ZF Zoi|l CiEt SHE AISo 2 MMELCt

« MR AY SME HEE F9 M AY SM2 ME5It{H 38 T2 IS X, HIEH
3, st & CHA] A|ZFSHoF & LCtH

Ct=22 Cat9k & 2|x|0 M 7+S 8t Docker =44 & 0|t SS & 72| of| &lLCt

docker run -v $(APP_DATA):/data --entrypoint startup.sh

Catalyst 9000 A 9| x|9| T 4:

<tfroot>



Cat9k(config)#

app- hosting appi d

MYAPP
Cat9k(config-app-hosting)#

app-resource docker

Cat9k (config-app-hosting-docker)#

run-opts 1 "-v $(APP_DATA):/data"

Cat9k (config-app-hosting-docker)#

run-opts 2 "--entrypoint startup.sh"

QIf BT Olo|H AEZ|X|o| B2 OIS BH2
/vol/usb1/iox_host_data_share:/(APP_DATA)"

<#root>

Cat9k(config)#

app- hosting appi d MYAPP
Cat9k (config-app-hosting)#

app-resource docker

Cat9k (config-app-hosting-docker)#

A& LI, run-opts 1 "-v

run-opts 1 "-v /vol/usbl/iox_host _data_share:/ (APP_DATA)"

Au[aefoldoM e &M &S XM7HstedH of o2k RALEF "no" BHE

<#root>

Cat9k(config)#

app- hosting appi d MYAPP
Cat9k (config-app-hosting)#

app-resource docker

Cat9k (config-app-hosting-docker)#

no run-opts 1 "-v /vol/usbl/iox_host_data_share:/ (APP_DATA)'
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<#root>

Cat9k (config)#

app- hosting appid MYAPP
Cat9k (config-app-hosting)#

no

app-resource docker

Jh

K| E|X| &= Docker HEIY SM =

gk

LIZEl Docker BHE SM2 EH 2| O|R EE Linux EHE0| MEE = gl S W=

Application Hosting Framework0Oil A X2 | X| ot &L|CH.
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Docker &M

--attach STDIN, STDOUT == STDERRO]| @3ZAFL|Ct.

22 |0 7HEx|(MTH ClHtolA 7HE XN E RIKE

LICt.
a2 A ZAEl|O[LAof CHEF MEHR A2 T E LT
- cidfile XEE mtdoi ZElold IDE 7S gfLic
—cpu-count CPU =& X|™E&LICHWindowsol| 2k 3 ).
—cpu HEE CPU #EZ&& X|™HELICH Windows0l| B SHE).
__cpu CPU (APl 1.25+)& X|&grLCt.

cgroup allowed devices 501 I8 FIteL

—device-cgroup-rule ct
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—LC|HFO|A 217] iops

ClHtola o] ei7] S =(XF I/0)E M BHefLct.

—LC|HFO|A-AL 7 |-bps

C|HFO|AO] CHEE 7| £ (XY HIOIE £)E A
stefLICt.

—LC|HFO|A AAT] jops

ClHtO|AOf| CHEE A 7| S (XY 1/0)E MIBHEL

—disable-content-trust

—env-file

—CHEFE(-)

STDINZ 445t K| 2t Foq ELCt.

—io-maxbandwidth

AlAE Egtol=of CHE &|CH 10 CHA = A|Et
(Windows 0l 2+ 3H).

A|lAE] =2to|=of CH3t =|cH 10ps &IE

—io-maxiops (Windows 0|2+ 3HE)

--ip IPv4 FAE X|IFELICHO0d: 192.168.100.100).
—ip6 IPv6 T4 X|E(0dl: 2001:db8::44).

- 32| Ze|o|d A2l 7|&2 KI™EELICH

—23 CtE ZiE|olLHol CHEt 213 & FI+ErLICH.
-0|§ ZiEo|L4of| O|§ 2 L& LCH.

—oomkilldisable

ZiEf 0|0l CiEh OOM Z & HIE &3tefLct

--pid

AEE PID WA HO|AE X|IHELICH
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LICt.
- sysctl sysctl M2 X[H&HgLc.
—tty (-t) OIAFTTYE & &LICt
- AFE X} Ar2st A2 A HIYUATHO|AE K|&GHAIAL.
—uts AMEE UTS HAAHO|AE XIMGHAAIL.
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<#froot>
Cat9k#

dir usbflashl:/

Directory of usbflashl:/
17 -rw- 5843233 Jan 23 2025 20:50:01 +00:00

MYAPP. t ar


https://developer.cisco.com/app-hosting/apps/

- HERZ o7& FdELCHO| odlof M= AppGigabitEthernet Q1E{H| 0| A7} AFHS E|H
VLAN 100{|A{ 192.168.1.10/24 & AtE5tH Google & QIAIE AFEELICH.

<#root>
Cat9k(config)#

interface AppG gabitEthernet 1/0/1

Cat9k(config-if)#

swi tchport trunk allowed vlan 10
Cat9k(config-if)#

exit

Cat9k(config)#

app- hosting appid MYAPP

Cat9k (config-app-hosting)#

app-vnic

AppG gabi t Et her net

t runk

Cat9k (config-config-app-hosting-trunk)#

vl an 10 guest-interface O

Cat9k(config-config-app-hosting-vlan-access-ip)#

guest -i paddress 192.168. 1. 10 net mask 255. 255. 255.0

Cat9k(config-config-app-hosting-vlan-access-ip)#

exit

Cat9k (config-config-app-hosting-trunk)#

exit

Cat9k (config-app-hosting)#

app-defaul t-gateway 192.168.1.1 guest-interface O

Cat9k (config-app-hosting)#



nane-sever 8.8.8.8

Cat9k (config-app-hosting)#

exit

o ALQx[OIA IOx ZRIUKIE EM355tT ZE MH|ATF AR

<#root>
Cat9k(config)#
i ox

Cat9k#

show i ox-service

I0x Infrastructure Summary:

I0x service (CAF) : Running
I0x service (HA) : Running
I0x service (IOxman) : Running
IOx service (Sec storage) : Running
Libvirtd 5.5.0 : Running
Dockerd v19.03.13-ce : Running
Application DB Sync Info : Available
Sync Status : Disable
« E 0| 2P Docker A& S M2 MHEFLICH

<#root>
Cat9k(config)#

app- hosting appid MYAPP

Cat9k (config-app-hosting)#

app-resour ce docker

Cat9k (config-app-hosting-docker)#

run-opts 1"

Cat9k (config-app-hosting-docker)#

run-opts 2 "
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show app-hosting 1ist' for progress

<#root>
appi d MYAPP package usbfl ashl: MYAPP. t ar
' for 'MYAPP'. Use '

Cat9k#
app- hosting instal
usbflashl:MYAPP.tar

Installing package

Cat9k#
show app-hosting |ist
App id State
MYAPP
DEPLOYED
- OHE2|7o|ME & g5t HEfE ElEhot
<#root>
Cat9k#
app- hosting activate appi d MYAPP
MYAPP activated successfully
Current state is: ACTIVATED
Cat9k#
show app-hosting |ist
App id State
MYAPP
ACTI VATED
AlZtstn A HEfE Eelghct
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<tfroot>
Cat9k#

app- hosting start appi d MYAPP

MYAPP started successfully

Current state is: RUNNING

Catok#

show app-hosting |ist

RUNNI NG

+ RHRE AOIE ZAI 23014 7 Al RAIEIE S M LICH

<tfroot>
Cat9k#

app- hosting start appi d MYAPP

MYAPP started successfully

Current state is: RUNNING

Catok#

show app-hosting |ist
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show app-hosting utilization appid MYAPP

O{ZCtOo[AA0 CHE MEE HEE E A
gfLCH.

r

app-hosting appid MYAPP 21 & bootflashZ 0|S:

W FH 20U BR)E URsitd™
| BES ALSELICH

ofZEE|70lME 2A- AAH V& XIHE 2 0I&

HEZDHAl Cie 42
crashinfo-1: e B2
crashinfo: e B2
flash-1: CHet Z2
flash: CHet Z=2
£ 0l iy 42

0| HHEZ A& 304 A|AHE techsupport®
CHA| C|IHE 2|2 Oo|s & LICH.

show app-hosting infrastructure
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<#froot>

Cat9k#
app- hosting stop appid MYAPP

MYAPP st opped successfully
Current state is:
STOPPED

- OfZCIFO|ME HIE E&tfLIC

<{froot>

Cat9k#
app- hosting deactivate appid MYAPP

MYAPP deacti vated successfully

Current state is:

DEPLOYED



« Docker SM

<#froot>

Cat9k#
app- hosting start appi d MYAPP

Cat9k(config)#
app- hosting appid MYAPP

Cat9k (config-app-hosting)#

app-resource docker

Cat9k (config-app-hosting-docker)#

pr epend- pkg- opt s
Cat9k (config-app-hosting-docker)#

Cat9k (config-app-hosting-docker)#

exit
Cat9k (config-app-hosting)#

exit

Cat9k(config)#

exit
- S8 ZEOYUE CHA| EHstELICH
<#root>
Cat9k#
app- hosting activate appi d MYAPP

MYAPP activated successfully

Current state is:



STOPPED

- OZZ|70|dE AlFfEfLICH

<{froot>
Cat9k#

app- hosting start appi d MYAPP

MYAPP started successfully

Current state is:

RUNNI NG
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