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CGE

CGE(Class Group Entry) - 224 2 &0 & E ACE

&=Lt

FMAN

FMAN(Forwarding Manager) - Cisco |OS® XE2+ st=9o4 Zte| =2 a2 B|0oq

k)

FED(Forwarding Engine Driver) - C|HFO|A 9| SIERI0E Z2 O UstE 74 24
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of 1. IPv4 TCAM

1

It
fjo

access-1list 101 permit ip any 10.1.1.0 0.0.0.255
access-1list 101 permit ip any 10.1.2.0 0.0.0.255
access-1list 101 permit ip any 10.1.3.0 0.0.0.255
access-1list 101 permit ip any 10.1.4.0 0.0.0.255
access-1list 101 permit ip any 10.1.5.0 0.0.0.255

TCAM &=| L4OP VCU
AH| 5 0 0

0i 2. IPv4 TCAM/L4OP/VCU

ip access-list extended TEST

permit tcp 192.168.1.0 0.0.0.255 any
permit tcp 10.0.0.0 0.255.255.255 any

2o 7| 2lall Ch& Ml 74X ol & MSELICH

Each range L40OPs
consume two VCUs

ne 3456

range 3000 3100

permit tcp 172.16.0.0 0.0.255.255 any range 4000 8000

permit tcp 192.168.2.0 0.0.0.255

<tfroot>

gt 10000

any eq 20000

=

Source and destination

—— L40OPs consume

separate VCUs




ip access-Tlist extended TEST
10 permit tcp 192.168.1.0 0.0.0.255 any

neq 3456

<-- 1 L40P, 1 VCU

20 permit tcp 10.0.0.0 0.255.255.255 any

range 3000 3100 <-- 1 L40P, 2 VCU

30 permit tcp 172.16.0.0 0.0.255.255 any

range 4000 8000 <-- 1 L40P, 2 VCU

40 permit tcp 192.168.2.0 0.0.0.255
gt 10000
any

eq 20000 <-- 2 L40P, 2 VCU

TCAM &=| L4OP VCU

AH| 4 5 7

0i 3. IPvé TCAM/L4OP/VCU

IPv6 ACE= TCAM A EZ| 27HE At&5t= BHH, IPv4= TCAM QIEE| 17HE AFSEFLICE Of oo
M 4712| ACEE= 4717} otHl 87H2| TCAME At EFLCE.

<tfroot>

ipv6 access-1list V6TEST

sequence 10 deny ipv6 any 2001:DB8:C18::/48 fragments

sequence 20 deny ipv6 2001:DB8::/32 any

sequence 30 permit tcp host 2001:DB8:C19:2:1::F host 2001:DB8:C18:2:1::1

eq bgp <-- One L40P & VCU

sequence 40 permit tcp host 2001:DB8:C19:2:1::F
eq bgp
host 2001:DB8:C18:2:1::1

<-- One L4CP & VCU
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9500H(config)#

ip access-list extended TEST <-- Create a naned extended ACL

9500H(config-ext-nacl)#

permt ip host 10.1.1.1 any

9500H(config-ext-nacl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface twentyFiveG gE 1/0/1 <-- Apply ACL to Layer 2 interface

9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1

Building configuration...
Current configuration : 63 bytes

!
interface TwentyFiveGigEl/0/1

i p access-group TEST in <-- Display the ACL applied to the interface

end

PACL 29

ClE{H|o|AQt HAZAE IF_ IDE HMELLCE.
<ffroot>

9500H#

show platformsoftware fed active ifminterfaces ethernet



Interface

IF_ID

Twent yFi veG@ gE1/ 0/ 1

0x00000008
READY

<-- |F_ID value for Twi/0/1

IF_IDoi| HIQIEEl E2ilA 18 ID(CG ID)E &olgtL|ct.

<tfroot>

9500H#

show platformsoftware fed active acl interface 0x8 <-- IF_IDwth | eading zeros omtted

HARARARARARRRRRHR R R R R B R R R R R R A FA A AR

###HHHRY HERHHHRBHH R SRR
#######  Printing Interface Infos #####H RSB R R R R
###HHHRY HERHHHRBHH R SRR

HARARARARARRRRR R R R R R R R R R R R R A FA A AR

INTERFACE:

Twent yFi veG gE1/ 0/ 1 <-- Confirms the interface matches the IF_ID

MAC 0000.0000.0000

BAHBHBHH R AR H R AR R HRHHRHRHH B AR HH B AR BB AL R H R AR R HRHR R RSS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028

Interface Type: Port <-- Type: Port indicates Layer 2 interface

i f-id: 0x0000000000000008 <-- IF_ID 0x8 is correct

Input IPv4: Policy Handle: 0x5b000093

Pol i cy Name: TEST <-- The named ACL bound to this interface

CGID 9 <-- Cass Goup ID for this entry



CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

CG ID2t AAE ACL HE.

<tfroot>
9500H#

show platformsoftware fed active acl info acl-cgid 9 <-- The CGID associated to the ACL TEST

HARARARARARRRRR R R R R R R R R R R R R R FAFAAA AR

#AHARAAAH HARARARARHRRHHHHHH#
#AR#RAHH Printing CG Entries RERBRARBRFH IR SR HH#
#AHARAAAH HARARARARHRRHHHHHH#

HARARARARARRRRR R R R R R R R R R R R R R FAFAAA AR

ACL CG (acl/9): TEST type: |Pv4 <-- feature ACL/ICGID 9: A nanme TEST : ACL type |Pv4

Total Ref count 1

1 Interface

<-- ACL is applied to one interface

region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2

14:N
matchall:N deny:N

<-- #flds: 2 =tw fields in entry | 14:N (no Layer 4 port match)

Result: 0x01010000

i pv4d_src: val ue

0x0a010101

mask = Oxffffffff



<-- src 0x0a010101 hex = 10.1.1.1 | mask Oxffffffff = exact host match

i pv4_dst: val ue

0x00000000, mask = 0x00000000

dst & mask = 0x00000000 = natch any
GCE#:1 #flds: 4

14:Y

matchall:N deny:N

<-- #flds: 4 = four fields in entry | 14:Y (ACE uses UDP port L4 match)

Result: 0x01010000

ipvd_src: value = 0x0a010101, mask = Oxffffffff <-- Exact match (host) 10.1.1.1

i pv4d_dst: val ue = 0x0a010102, mask = Oxffffffff <-- Exact match (host) 10.1.1.2

ip_prot: start = 17, end = 17 <-- protocol 17 is UDP

4 _src: start = 1000, end = 1000 <-- matches eq 1000 (equal UDP port 1000)

CGID 2 CG IDE AM&3t= QE{H o|A0] CHEF HAH HE.

<{froot>
9500H#

show pl atform software fed active acl policy 9 <-- Use the CG I D val ue

g

HA#HH##HH HAHARRRAHAHHHRRAAH
HA####RE Printing Policy Infos HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHRRRAAH

g g



| NTERFACE: Twent yFi veG gE1/0/ 1 <-- Interface with ACL applied

MAC 0000.0000.0000
i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

if-id: 0x0000000000000008 <-- The Interface IF_ID 0x8
Direction: |nput <-- AC is applied in the ingress direction
Protocol Type:|Pv4d <-- Type is |Pv4d

Policy Intface Handle: 0x880000cl
Policy Handle: 0x5b000093

g

#H###HHHHH HER#HHAHHRBHH AR RHH

#H##H#HHHH Policy information H##HHHAHBHHHA AR R

#H###HHHHH HER#HHAHHRBHH AR RHH
e e g

Policy handle : 0x5b000093

Pol i cy nane : TEST <-- ACL Nane TEST

1D 9 <-- CGIDfor this ACL entry
Protocol : [3] IpPv4

Feature : [1] AAL_FEATURE_PACL <-- ASIC feature is PACL
Number of ACLs !

HAHHRBRH R R R RRHAAA R R B H R R AR BRI
## Complete policy ACL information
HAHHRBBHHAHAHRRRR AR BRI AR R R R ARSI

Ac1l number 1
Acl handle : 0x320000d2
Acl flags : 0x00000001

Nunmber of ACEs
3

<-- 3 ACEs: two explicit and the inplicit deny entry

Ace handle [1] : 0xb700010a
Ace handle [2] : 0x5800010b

Interface(s):



Twent yFi veG@ gE1/ 0/ 1 <-- The interface ACL is applied

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#A# B HAHBHBHH R AR H RS 1 H
#HH#H##E  Policy instance information ########HHHHHHY
#A# B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR HR AR R HRHHRHRHH R AR R B AR R R AL R H R AL R HRHR R RS2 H
Policy intf handle : 0x880000c1

Policy handle : 0x5b000093

ID 9

Protocol : [3] IPV4

Feature : [1] AAL_FEATURE_PACL

Direction : [1] Ingress

Number of ACLs 1

Number of VMRs D3

PACLO| B S5t x| 2HoIsfLICt

% 7._§.|'_T'_: = ¢ Ql=d o|":'=| show ip access-lists privileged EXEC %'Ec';'% A|"gé|'|:'=1 A |EI UR | ZFE 3|' -||0'|0‘||A‘|
MM A Moixl= A S DEdstR| S &LICH AXIE I 2HRE|E TZlof CHEt &2 7HX| 7|2
SIEH0{ ACL SHE 2224 show platform software fed
switch{switch_num|active|standby}acl counters hardware privileged EXEC B&& Al &L
Ct.

<tfroot>

### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1 <--- Ping source is pernmtted and f

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:



Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm PACL drop ###

9500H#

show access-|ists TEST

Extended IP access 1list TEST

10 permit ip host 10.1.1.1 any <-- Counters in this comrand do not
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#
show pl atform software fed active acl counters hardware | i PACL Drop
I ngress | Pv4 PACL Drop (0x77000005) : 11 franes <-- Hardware | evel conmand displ ays
Ingress IPv6 PACL Drop (0x12000012): 0 frames
.snip...>

AILIE|L 2. PACL(MAC ACL)
PACL2 &|0]0o{ 2 QIE{zfo|20f &EELICt.

P AH: ZE £= VLAN

m'nmummwA

Q1A EEE o|ZBIA (B ol SHLAAY)

EIE ACL 8: MACACL Y IPACL(EZE =& &%)

Rl 1
rlo ()olI -||I o

MAC ACLE PACL #+4

<#root>
9500H#

show run | sec mac access-1li st

mac access-1ist extended

MAC- TEST <-- MAC ACL nanmed MAC- TEST

pernmt host 0001. aaaa. aaaa any <-- permt host MAC to any dest MAC



9500H#

show access-1ists MAC- TEST
Extended MAC access Tist MAC-TEST

permit host 0001.aaaa.aaaa any

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1

Building configuration...

interface TwentyFiveGigEl/0/1
switchport access vlan 10
switchport mode access

mac access-group MAGC-TEST in <-- Applied MACL to layer 2 interface

PACL ¢l

CIE{H|O| At HAZAEI IF_IDE ZHAUEHL|CE.

<tfroot>

9500H#

show platform software fed active ifminterfaces ethernet

Interface

IF_ID

Twent yFi veG@ gE1/ 0/ 1

0x00000008

READY

<-- |F_ID value for Twil/0/1

IF_IDoi| HIQIEEl E2il4A 18 ID(CG ID)E &olgtL|ct

<tfroot>

9500H#

show platformsoftware fed active acl interface 0x8 <-- IF_IDwth |l eading zeros omtted



HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

###HHHRY HEBUHHRBHH A SRS
#######  Printing Interface Infos HAHHHHH
###HHHRY HEBUHHRBHH A SRS

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

| NTERFACE: Twent yFi veG gE1/ 0/ 1

MAC 0000.0000.0000

<-- Confirms the interface matches the IF

HARARARARARBRHRRR R R R R R H R HHH R FFFAAA AR

intfinfo: 0x7f489404e408

Interface handle: 0x7e000028

Interface Type: Port

i f-id: 0x0000000000000008

Input MAC: Policy Handle:

Pol i cy Nanme: MAC- TEST

CGID 20

CGM Feature: [0] ac

Bind Order: 0

CG D2t HZE ACL HE.

<{froot>

9500H#

<-- Type: Port indicates Layer 2 interface

<-- IF_ID Ox8 is correct

0xde000098

<-- The nanmed ACL bound to this interface

<-- Cass Goup IDfor this entry

<-- Feature is ACL

show platform software fed active acl info acl-cgid 20 <-- The CG ID associated to the AC MAC TEST

g g

HA#HH##HH HAHARRRAHAHHHR R
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHRRAAH

g

ACL CG (acl/20): MAC- TEST type: MAC <-- feature ACL/CG ID 20: ACL name MAC- TES



Total Ref count 1

1 Interface <-- Applied to one interface

region reg_id: 3
subregion subr_id: 0
GCE#:1 #flds: 2 14:N matchall:N deny:N
Result: 0x01010000

mac_dest: value = 0x00, mask = 0x00 <-- Mac dest: hex 0x00 mask 0x00 is "any desti nat

mac_src: value = Oxlaaaaaaaa

mask = Oxffffffffffff

<-- Mac source: Oxlaaaaaaaa | hex with |l eading zeros omtted (000l. aaaa. aaaa) & mask Oxffffffffffff is |

CGID % CG IDE Ar8st= 2/E{m o|A0i CHEF HA HE.

<tfroot>

9500H#

show platform software fed active acl policy 20 <-- Use the CG ID val ue

HARARARARARRRRRIR R R R R R R R R R R A FAAA AR

#AHRARAAAH HARARARARHRRHH AR #H
#AR#RAHH Printing Policy Infos RERRRARBRBHHR AR HH
#AHRARAAAH HARARARARHRRHH AR #H

HARARARARARRRRRH R R R R R B R R R R B R R FAF A A AR

| NTERFACE: Twent yFi veG gE1/0/ 1 <-- Interface with ACL applied

MAC 0000.0000.0000

BAHBHBHHR AR H R AR R HRHH R AR AR AR R B AR RH B AL R H R AR R HRHR BB 1H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

i f-id: 0x0000000000000008 <-- The Interface |IF_|ID 0x8

Direction: Input <-- AC is applied in the ingress direction



Prot ocol Type: MAC

Policy Intface Handle: 0x30000c6
Policy Handle: 0xde000098

g

HHHHEHE HIHHH AR R R RS R #
HHHHHHHH Policy information HERHHAHHH AR B R B R B H
HHHHEHE HIHHH AR R R RS R #
G
Policy handle : 0xde000098

Pol i cy name : MAC- TEST

I D . 20

Protocol : [1] MAC

Feature : [1] AAL_FEATURE_PACL
Number of ACLs 1

HAHHRBBH R R BRI R R AR R AR
## Complete policy ACL information

HAHHRBBH R R BRI R R AR R AR
Acl number : 1

Acl handle : 0xd60000dc
Acl flags : 0x00000001
Nunber of ACEs : 2

Ace handle [1] : 0x38000120
Ace handle [2] : 0x31000121

Interface(s):

Twent yFi veG gE1/ 0/ 1

g

H### SRR HAHHRBRAHH AR RS
#H#HH##E  Policy instance information #######HHHHHHHHY
Ht#### RS HAHHRBRAHH AR RS
HAHH R BB R R BB R R AR R AR R AR
PoTlicy intf handle : 0x030000c6

Policy handle : 0xde000098

ID 1 20

Protocol : [1] MAC

Feature : [1] AAL_FEATURE_PACL

Direction : [1] Ingress

Number of ACLs 11

Number of VMRs PO JE

<-- Type is MAC

<-- ACL nane is MAC- TEST

<- -

CG ID for this ACL entry

<-- ASIC Feature is PACL

<- -

<- -

2 ACEs: one permt, and one inplicit deny

Interface the ACL is applied



PACLO| 2t &S3ot=X| & QlgfLCh.

« MACL2 AA T4 0001.aaaa.aaaabt {2 gfL|C}.
+ O|= MAC ACLO|=2Z H| IP ARP I{Z! 0| A X £|0q pingO| Al EfL|Ct.

<#root>

### Ping originated from nei ghbor device w th Source MAC 0000. 0000. 0002 ###
C9300#

ping 10.1.1.2 source vlan 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 0 percent (0/5)

C9300#

show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.2 0
Inconpl ete

ARPA

<-- ARP is unable to conplete on Source device

### Monitor capture configured on Tw 1/0/1 ingress ###

9500H#

nonitor capture 1 interface TwentyFiveG gE 1/0/1 in nmatch any

9500H#
show nonitor cap
Status Information for Capture 1

Target Type:

Interface: TwentyFiveG gE1l/0/1, Direction: IN

9500H#sh nonitor capture 1 buffer brief | inc ARP

5 4.767385 00:00:00:00:00:02 bAFAR

ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.2? Tell 10.1.1.1

8 8.767085 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1
11 10.767452 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1



13 12.768125 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1

<-- 9300 (10.1.1.1) sends ARP request, but since there is no reply 4 nore ARP requests are sent

9500H#

show platform software fed active acl counters hardware | inc MAC PACL Drop

I ngress MAC PACL Drop (0x73000021): 937 frames <-- Confirmed that ARP reqt
Egress MAC PACL Drop (0x0200004c): 0 frames

<...snip...>

ALIEI2 3. E2tE
RACL2 SVI EE& B E|= QIE{m|0|AgH Z2 Bi|0]0{ 3 QIE{m|0| A0l #FE LCt,

« Hot ZA7|: CtE MEY
e ot: g|ojod 3 CIE{H|0|A
HFSF- OB A EE= O|ad A

o o
- X|YElE ACL R8: IPACL(EZE EE &)

RACL o

<#froot>

9500H(config)#

ip access-list extended TEST <-- Create a naned extended ACL

9500H(config-ext-nacl)#
permt ip host 10.1.1.1 any
9500H(config-ext-nacl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface Vlan 10 <-- Apply ACL to Layer 3 SVI interface

9500H(config-if)#



ip access-group TEST in

9500H#

show runni ng-config interface Ml an 10

Building configuration...

Current configuration : 84 bytes
!

interface VlanlO

i p access-group TEST in <-- Display the ACL applied to the interface

end

RACL &2l

CIE{H|O| At HAZAEI IF_IDE ZHAUEHL|CE.

<#root>
9500H#
show platform software fed active ifmmappings |13if-le <-- Retrieve the IF_ ID for a Layer 3 SVI type pc

Mappings Table

L3IF_LE Interface IF_ID Type

0x00007f8d04983958

VI an10

0x00000026
SVI_L3_LE

<-- |F_ID value for SVI 10

<tfroot>
9500H#

show platform software fed active acl interface 0x26 <-- IF_ID for SVI Man 10 with | eading zeros omtt

HUBURHRBHH BB RSB R BRI S R
###HHHRY HERUHHHBHHHRAH SRR
#it#i#t### Printing Interface Infos  #########H#######H



#ERRRAHH HARARARRRRRRHH R R A
HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

I NTERFACE: VI anl0 <-- Confirnms the interface matches the I F_II

MAC 0000.0000.0000

BAHBHBHHR AR HR AR R HRHHRHRHH R AR R B AR R R AL R H R AL R HRHR R RS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047

Interface Type: L3 <-- Type: L3 indicates Layer 3 type interface

i f-id: 0x0000000000000026 <-- |F_ID 0x26 is correct

Input IPv4: Policy Handle: 0x2e000095

Pol i cy Nane: TEST <-- The naned ACL bound to this interface
CGID 9 <-- Class Goup IDfor this entry
CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

CG ID2t AAE ACL HE.

<tfroot>

9500H#

show platform software fed active acl info acl-cgid 9 <-- The CGID associated to the ACL TEST

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

#AHRARAAAH HARARARARHRRHRHHHH
#AR#RAHH Printing CG Entries RERRRARBRBHHR AR HH
#AH#ARAAAH HARARARARHRRHRHHHH

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

ACL CG (acl/9): TEST type: |Pv4

<-- feature ACL/ICGID 9: A nanme TEST : AC type |Pv4



Total Ref count 2

2 Interface <-- Interface count is 2. Applied to SVI 10 and as PACL to Twl/ 0/

region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2

14:N
matchall:N deny:N

<-- #flds: 2 =tw fields in entry | 14:N (no Layer 4 port match)

Result: 0x01010000

i pvd_src: val ue

0x0a010101

mask = Oxffffffff

<-- src 0x0a010101 hex = 10.1.1.1 | mask Oxffffffff = exact host match

i pv4_dst: val ue

0x00000000, mask = 0x00000000

dst & nmask = 0x00000000 = match any
GCE#:1 #flds: 4

14:Y

matchall:N deny:N

<-- #flds: 4 = four fields in entry | 14:Y (ACE uses UDP port L4 match)

Result: 0x01010000

i pv4d_src: value = 0x0a010101, mask oxffffffff <-- Exact match (host) 10.1.1.1

i pv4_dst: val ue = 0x0a010102, mask

oxffffffff <-- Exact match (host) 10.1.1.2



ip_prot: start = 17, end = 17 <--

14 src: start = 1000, end = 1000 <--

CGID 2! CG IDE AM&3t= QE{H o|A0] CHEF HAH HE.

<{froot>

9500H#

protocol 17 is UDP

mat ches eq 1000 (equal UDP port 1000)

show pl atform software fed active acl policy 9 <-- Use the CG I D Val ue

g

HA#HH##HH HAHARRRAHAHH R R
HA####RE Printing Policy Infos HHARBHBHHAHHHRRAAA
HA#HH##HH HAHARRRAHAHH R R

g g

I NTERFACE: VI anl0

MAC 0000.0000.0000
i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047
Interface Type: L3

if-id: 0x0000000000000026

Direction: |nput

Protocol Type:|Pv4

Policy Intface Handle: 0x1c0000c2
Policy Handle: 0x2e000095

g g

HHHHEH HHHHH AR AR R R R R R #
AR Policy information HHAHHAAAAAAAA A
HHHHEH HHHH AR R R RS R
i
Policy handle : 0x2e000095

Pol i cy name : TEST

<-- Interface with ACL applied

<-- Interface | F_ID 0x26

<-- ACL applied in the ingress direction

<-- Type is |Pv4d

<-- ACL nane TEST



<-- CGIDfor this ACL entry

Protocol : [3] IPV4
Feature . [27] AAL_FEATURE_RACL <-- ASIC feature is RACL
Number of ACLs 1

g
## Complete policy ACL information
g

Ac1 number 1

Acl handle : 0x7c0000d4

Acl flags : 0x00000001

Nurmber of ACEs . 5 <-- 5 Aces: 2 explicit, 1 inplicit deny, 2 ??°

Ace handle [1] : 0x0600010f
Ace handle [2] : 0x8e000110
Ace handle [3] : 0x3b000111
Ace handle [4] : Oxeb000112
Ace handle [5] : 0x79000113

Interface(s):

VI anl10 <-- The interface the ACL is applied

HARARARARARBRHRRR R R R R R H R R R R R FFFF A A AR

##H#HH## A HH##HHHHBHBHRHHH AR
Y Policy instance information ########HHHHHHY
##H#HH## A HH##HHHHBHBHAHH SR
HHARHHHHHHBHBHRH R AR AR AR HRH R AR AR AR HRH ARG AR AR R HH AR AR A
Policy intf handle : 0x1c0000c2

Policy handle : 0x2e000095

ID 9

Protocol : [3] 1IPV4

Feature : [27] AAL_FEATURE_RACL

Direction : [1] Ingress

Number of ACLs 1

Number of VMRs R et e

RACLO| & &3t=X| &g Lt

~ £ E U245 showip accesslists privileged EXEC HEE AFESHH EAIE L R| =& =X 00 A
HMA Moizl= WZ!E 1Ed5H K| ek & LTt show platform software fed
switch{switch_numl|active|standby}ACL 7} 2E{ 5t =0 At A X|E L 2t RE|= fZof
CHEH 24 74X| 712 StESI0 ACL SHIE 7| I8 §H Mt EXEC HE

<tfroot>



### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1 <--- Ping source is pernmtted and f

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm RACL drop ###
9500H#

show access-|ists TEST

Extended IP access 1list TEST

10 permit ip host 10.1.1.1 any <-- Counters in this comrand do not
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#
show pl atform software fed active acl counters hardware | i RACL Drop
Ingress | Pv4 RACL Drop (0xed000007) : 100 franes <-- Hardware |evel comrand di spl ay

<...snip...>

AlL2|2 4. HIE

VACLL ti|0|0{ 2 VLANO]| & =lL|C}.



o

F Z47): VLAN LIS EE= VLAN 2+

m}: VLAN/VLAN B4

: @132 A(Ingress) X 0| 28| A(Egress) 25 S Alo]
Z|= ACL $3: MACACL X IPACL(EZE = &%)

> 0 3 Hr

ro o% 4r

VACL 7o

<ttroot>

ip access-list extended TEST

10 permit ip host 10.1.1.1 any
20 permit ip any host 10.1.1.1

ip access-list extended ELSE
10 permit ip any any
vl an access-map VACL 10

match ip address TEST
action forward

vl an access-map VACL 20

match ip address ELSE
action drop

vlian filter VACL vlan-list 10

9500H#

sh vl an access-map VACL

Vlan access-map "VACL" 10
Match clauses:
ip address: TEST

Acti on:

f orwar d

Vlan access-map "VACL" 20
Match clauses:
ip address: ELSE

Acti on:



dr op

9500H#
sh vlan filter access-map VACL

VLAN Map VACL is filtering VLANs:

10

VACL ¢l

QIE{mo|A 2t HAAE IF_IDE AMELICH

<#froot>
9500H#

show platformsoftware fed active ifminterfaces vlan

Interface

IFID

VI an10 0x00420010

READY

IF_IDoi| HIQIEEl E2ilA 18 ID(CG ID)E &olgtL|ct

<tfroot>

9500H#

show platform software fed active acl interface 0x420010

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

###HHHRY HEBUHHRBHHHRAH SRR
#######  Printing Interface Infos #####H RSB R R R R
###HHHRY HEBUHHRBHHHRAH SRR

HARARARARARRRRRHR R R R R R R R R R R A FAAA AR

| NTERFACE: VI anl0

MAC 0000.0000.0000

BAHBHBHHR AR H R AR R HRHHRHRHH B AR HH B R BH R AL R H R AR R HRHR RSS2 H
intfinfo: Ox7fc8cc7c7f48
Interface handle: 0xf1000024

<- -

IF ID for the Vlan

<-- Can be L2 only,

with no vlian interfze



Interface Type: Vlan
if-id: 0x0000000000420010

I nput | Pv4:
Policy Handle: 0xd10000a3

<-- VACL has both Ingress and Egress actions

Pol i cy Nane: VACL

CG ID: 530

CGM Feature: [35] acl-grp

Bind Order: 0

Qut put | Pv4:

Policy Handle: 0xc80000a4

<-- VACL has both Ingress and Egress actions

PoTlicy Name: VACL
CG ID: 530
CGM Feature: [35] acl-grp
Bind Order: 0

S et BHE VACL HHoM A8 El= F 7Hel ACLO|

9500H#

<- -

<-- Nane of the VACL used

Class Goup ID for entry

<- -

Feature is ACL group, versus AC

/2 M 0| acl-groupL 2 1 E3HE/LICE

show pl atform software fed active acl info acl-grp-cgid 530

g

HA#HH##HH HAHABHRHHAHHHHHRAH
HAH####RY Printing CG Entries HHEAAHARRRHHAHHHRH
HA#HH##HH HAHABHRHHAHHHHHRAH

g

ACL CG (acl-grp/530): VACL type: |Pv4

<- -

<-- feature acl/group |ID 530:

use the group-id command versus gc ID

name V/



Total Ref count 2

2 VACL <-- Ingress and egress ACL direction

region reg_id: 12
subregion subr_id: 0
GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x06000000

i pvd_src: value = 0x0a010101, mask = Oxffffffff <-- permt fromhost 10.1.1.1 (see PACL exanpl

i pv4_dst: val ue = 0x00000000, mask = 0x00000000 <-- to any other host

GCE#:20 #flds: 2 T4:N matchall:N deny:N
Result: 0x06000000

i pv4_src: value = 0x00000000, mask = 0x00000000 <-- permt from any host

i pv4_dst: value = 0x0a010101, mask = Oxffffffff <-- to host 10.1.1.1

GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x05000000

i pv4_src: value = 0x00000000, mask = 0x00000000 <-- This is the ACL naned 'ELSE' which is per

i pv4_dst: val ue = 0x00000000, mask = 0x00000000 <-- with VACL, the logic used was "per

CGID % CG IDE Ar8st= 2/E{m 0|40 CHEF HA HE.

<tfroot>

9500H#

show platform software fed active acl policy 530 <-- use the acl-grp ID

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

#AH#ARAAAH HARARARARHRRHRHHHH
#AR#RAHH Printing Policy Infos RERRRARBRBHHR AR HH
#AH#ARAAAH HARARARARHRRHRHHHH

HARARARARARRRRRHR R R R R R R R R R R F A A A A AR

INTERFACE: VlanlO

MAC 0000.0000.0000

BAHBHBHHR AR H R AR R HR AR R AR HH B AR HHBHRBH R AL R H R AR R HRHR RSS2 H
intfinfo: 0x7fal5802a5d8



Interface handle: 0xf1000024

Interface Type: VWl an <--

Interface type is the Vlan, not a specific ir

if-id: 0x0000000000420010 <-- the Vlan IF_ID matches Vlan 10

Direction: |nput

Protocol Type:IPv4
Policy Intface Handle: 0x44000001
PoTlicy Handle: 0x29000090

HARARARARRRBRHRRR R R R R R R R R R R FFFAAA AR

#A# B HAHBHBHH B AR H RS 1 H
#AH##HAH Policy information HARHHBHH R AR HHRASA
#A# B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR HR AR R AR HH R AR R B AR R B AR H R AL R H R AL R R R AR RSS2 H
Policy handle : 0x29000090

Pol i cy nane : VACL

ID : 530

Protocol : [3] IPv4

Feat ure : [23] AAL_FEATURE_VACL

Nunber of ACLs 2

g
## Complete policy ACL information
g
Acl number : 1

Acl handle : 0xa6000090

Acl flags : 0x00000001

Number of ACEs : 4
Ace handle [1] : 0x87000107
Ace handle [2] : 0x30000108
Ace handle [3] : 0x73000109
Ace handle [4] : 0xb700010a

Ac1l number : 2

Acl handle : 0x0f000091
Acl flags : 0x00000001
Number of ACEs : 1
Ace handle [1] : 0x5800010b

Interface(s):

V1anl0
BAHBHBHHR AR HR AR R AR HHRHRHH B AR R B AR H R AL R HR AL R R R AR RSS2 H
#A#H B HAHBHBHH R AR H RS 1 H

<-- VACL in the input direction

<-- the VACL policy is nanmed ' VACL'

<-- ASIC feature is VACL

<-- 2 ACL used in the VACL: "TEST & ELSE"



Y Policy instance information ########HHHHHHY
HHAHHH#RH HHHHRBRAAAH R
HHHHHRBRHAAA R AR

Policy intf handle : 0x44000001

Policy handle : 0x29000090

I D . 530

Protocol [3] IPV4

Feature [23] AAL_FEATURE_VACL
Direction [1] Ingress

Number of ACLs 12

Number of VMRs P4 -
Direction: Output

Protocol Type:IPv4
Policy Intface Handle: 0xac000002
Policy Handle: 0x31000091

HARARARARRRBRHRRR R R R R R H R R R R FFFAAA AR

#ARARAAAH HARARARARRRRHHHHHH
#ERRRAHH Policy information HAFHHHAAHHAAA AR
#ARARAAAH HARARARARRRRHHHHHH

HARARARARRRBRHRRR R R R R R H R HHH R FFF A A AR

Policy handle : 0x31000091

Policy name : VACL

ID : 530

Protocol : [3] 1IPV4

Feature : [23] AAL_FEATURE_VACL
Number of ACLs 12

g
## Complete policy ACL information
g
Ac1 number 1

Acl handle : 0xe0000092
Acl flags : 0x00000001
Number of ACEs : 4

Ace handle [1] : 0xf500010c

Ace handle [2] : 0xd800010d

Ace handle [3] : 0x4c00010e

Ace handle [4] : 0x0600010f
Ac1 number 12
Acl handle : 0x14000093
Acl flags : 0x00000001
Number of ACEs : 1

Ace handle [1] : 0x8e000110
Interface(s):

V1anl0

BAHBHBHH R AR HR AR R AR AR R HRHHRHRHH B AR RH R AL R HRA LR R R AR RSS2 H
#A#H B HAHBHBHH R AR H RS 1 H
#HHH##E  Policy instance information ########HHHHHHY
#A#H B HAHBHBHH R AR H RS 1 H

g
Policy intf handle : 0xac000002
Policy handle : 0x31000091

<- -

<- -

530 is the acl group ID

I ngress VACL direction



1D : 530 <-- 530 is the acl group ID

Protocol : [3] IPV4

Feature : [23] AAL_FEATURE_VACL

Di rection : [2] Egress <-- Egress VACL direction
Number of ACLs : 2

Number of VMRs P A -

VACLO| 253t X| &lgL|ct.
« EA 22 PACL & RACI MMt SUFH AlLIE|I ILICH Ping EIAE 0| CHEF REAIEH LHS
2 o| MM EXSHAAIR.
« MEZI ACL MAof 2|5 75 = 10.1.1.301|A{ 10.1.1.22 2] Ping & |L|C}.

OII

« platform drop B2 = QIgrLICt
<#root>
9500H#
show platform software fed active acl counters hardware | inc VACL Drop
I ngress | Pv4 VACL Drop
(0x23000006) :
1011 franes <-- Hardware | evel conmand di spl ays drops agai nst VACL

<...snip...>

AlLt2|2 5. 1 &/Z2H0|1E ACL(DACL)

J&/2C2l0|E ACL2 DO et AFE A 2§ = 2CH0|MEN S 2 MEELICH DACLO|
2t guct
« HOt A 2ct0|ME(EEI0|HE QIE{H O|A 2iE)
- M8 ot 2C0|HE QlE{H|0|A Y
o BB Ol A ME
- X|¥ElE ACL 88: MACACL X IP ACL(EZ & 23
GACL #+4
<ttroot>

Cat9400#



show run interface gigabitEthernet 2/0/1

Building configuration...

Current configuration
|

: 419 bytes

interface GigabitEthernet2/0/1
switchport access vlan 10

switchport mode access

switchport voice vlan 5

authentication
authentication

p access-group ACL-ALLOWIi n

periodic
timer reauthenticate server

access-session control-direction in

access-session

port-control auto

no snmp trap link-status

mab

dotlx pae authenticator

spanning-tree portfast

service-policy type contro

end

Cat9400#

show access-session interface gigabitEthernet

subscriber ISE_G 2/0/1

2/0/1 details

Interface: GigabitEthernet2/0/1
I1F-1D: 0x1765EB2C <-- The IF_ID used in this exanple is dynanic
MAC Address: 000a. aaaa. aaaa <-- The client MAC
IPv6 Address: Unknown
IPv4 Address: 10.10.10.10
User-Name: 00-0A-AA-AA-AA-AA
Status: Authorized <-- Authorized client
Domain: VOICE
Oper host mode: multi-auth
Oper control dir: in

Session timeout:
Timeout action:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Server Policies:

ACS ACL:

300s (server), Remaining: 182s
Reauthenticate
27B17A0A000003F499620261
0x000003e7

0x590003ea

ISE_Gi2/0/1

XACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e

<-- The ACL pushed from | SE server

<-- This is the pre-authenticated ACL (deny ip any any)



Method status Tist:

Method State

dotlx Stopped
mab Aut hc Success <-- Authenticated via MAB (Mac aut hent
Cat9400#

show i p access-lists xACSACLXx- | P- MAB- FULL- ACCESS- 59f h6ebe

Extended IP access Tist XACSACLx-IP-MAB-FULL-ACCESS-GOOD-59fb6e5e

1 permt ip any any <-- | SE pushed a pernit ip any ar

GACL &2l

iif-idofl Bt I El 1& CG IDYLICH

<tfroot>

Cat9400#

show pl atform software fed active acl interface 0x1765EB2C <-- The IF_ID fromthe acces:

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

###HHHRY HEBUHHRBHH A SRS
#it#i#t### Printing Interface Infos HAHHHHH
###HHHRY HEBUHHRBHH A SRS

HARARARARARBRHRRR R R R R R H R HHH R FFFAAA AR

INTERFACE: Client MAC
000a. aaaa. aaaa
<-- Cient MAC matches the access-session out put
MAC
000a. aaaa. aaaa

B
intfinfo: 0x7f104820cae8
Interface handle: 0x5a000110

Interface Type: G oup <-- This is a group ident

II'F I D 0x1765eb2c

Input IPv4: Policy Handle: 0x9d0001lle

Pol i cy Name: ACL- ALLOW XACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e



<-- DACL nane matches

CG ID: 127760
CCGM Feature: [35]
acl-grp

Bind Order: 0

15 GC IDeF HZAE ACL HE.

<#root>
Cat9400#
show platformsoftware fed active acl info acl-grp-cgid 127760

HARARARARARRRRR R R R R R R R R R R R R FAFA A AR

#AHRARAAAH HARARARARHRRHHHHHH
#ARARAHH Printing CG Entries RERBRARBRBHBRHHHH#
#AHRARAAAH HARARARARHRRHHHHHH

HARARARARARRRRRHR R R R R B R R R R R R A FA A AR

ACL CG (

acl -grp/ 127760

):

ACL- ALLOW xACSACLXx- | P- MAB- FULL- ACCESS- 59f b6e5e
: type: IPv4

<-- Goup ID & ACL name are correct

Total Ref count 1

region reg_id: 1
subregion subr_id: 0
GCE#:1 #flds: 2 T14:N matchall:N deny:N
Result: 0x04000000

i pvd_src: value = 0x00000000, mask = 0x00000000
i pv4_dst: val ue = 0x00000000, mask = 0x00000000

GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x04000000
ipv4d_src: value = 0x00000000, mask
ipv4_dst: value = 0x00000000, mask

0x00000000
0x00000000

<-- The ACL group ID

<- -

<--

the CGID

Permts |



ALt2|2 6. ACL 2Z

=

ClHIO|A AZER|0{= IP QHAlA EEol

E NZ& = &L|ch ACLTH Yx|stE THZIR
EP 2&0| 24 &= AR 9 Eﬂ“*'%E" 2LHHE A

« ACL 21 HIA|X|E uRPF(Unicast Reverse Path Forwarding)2}

olalf B =L S El miZ!oi| CHEt syslog HIA| ]
Zle giZlof| CHet ME 23 HAIX|7F 2L 2

2 MEEL
8735}04 Syslog HIA|X|E AMo{EfLICt

& AF8 El= ACLO]| CHEH

K| E|X| et &LICH RACLO| CHEHAM B R|4ElLICEH
« O|TBlA 2Eo|ACL 2O &= ClHto|A S| Mo BHH|M MM E ZfZ!of CHEH X[ =IX| k&L
Ct.
- ZIRE2 5= |0101IA‘| 850 AZEQo{oM ZUFER, B2 0| mfZ!0|
IogkeywordE Z & 5t= permit EE= deny ACESF Y &|StH= Z —?— A ZEQo{7} st=ES0{ ME]
o dx|eHX| gtod 2E A2 2L + i&LICH
. ACL% Eg|Hsle 3 Bl {22 HFE 23 HAIX|IE YMA|Z7|1 0|F i LIEFLFHLE
ZIRE|7| Mo 52 7tEo 2 +EELICH 23 HAIX[oE HMHA S5 HE, DiZ!0| {8 =
= HE 048, IHZIo| AA IP F A O|M 58 7+ Sot siY AA0| HE E= HEE WA ==
7 =& ELIC
« ACL 21 S 2 AMEtoll CHEF REMIEH LIS 2 #hed ME AMof| Liet Qe siE EoF Ao
tjlo|M 710|E Cisco I0S XEE & E 5t AA|L.
271 o PACL:
O| ool M= ACL 81} log 7IRE7} &7 2 S6HK| &= S+ AEIE 2o ELICH

<tfroot>

9500H#

show access-|ists TEST

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny ip host 10.1.1.3 any

| og

9500H(config)#
interface twentyFiveG gE 1/0/1
9500H(config-if)#

ip access-group TEST in <-- apply | ogged ACL
Switch Port ACLs are not supported for LOGQ <--

nmessage indicates this is an unsupported conbi nat



23 ol RACL(H5):

<{froot>
9500H#

show access-1lists TEST

Extended IP access 1list TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny ip host 10.1.1.3 any

| og

9500H(config)#

interface vlian 10

9500H(config-if)#
ip access-group TEST in <-- ACL applied to SV
### Orginate |CWP from 10.1.1.3 to 10.1.1.2 (denied by ACE) ###

C9300#

ping 10.1.1.2 source vlan 10 repeat 110

Type escape sequence to abort.

Sending 10, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.3

Success rate is 0 percent (0/110)

9500H#

show access-|ist TEST

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any Tog

20 deny ip host 10.1.1.3 any log (110 matches) <-- Matches increment in show access-Ilist conmand

9500H#

show platform software fed active acl counters hardware | inc RACL

Ingress IPv4 RACL Drop (0xed000007): 0 frames



Ingress |1 Pv4 RACL Drop and Log (0x93000009): 110 franes <-- Aggregate comrand shows hits on

YSEC- 6- | PACCESSLOGDP: |ist TEST denied icnp 10.1.1.3 -> 10.1.1.2 (8/0), 10 packets <-- Syslog nmessage i

21 0o RACL(318):
log WHE 0| permit HHE| A L= A AZEQ|0] 7F2E hite MESE THZ! 9| 2HIE E A
gl

<#root>

C9300#

ping 10.1.1.2 source vlan 10 repeat 5 <-- 5 | CWP Requests are sent

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5)
, round-trip min/avg/max = 1/1/1 ms

9500H#

show access-lists TEST
Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any log (10 matches) <-- Hit counter shows 10

20 deny 1ip host 10.1.1.3 any Tog (115 matches)

=X 2

ACL &4

ACL 2X|E si{Z2g i clutolA0M ACL S
Ct.
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5543
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rr

ACL 7= ACE Bl o] ot ZAH Bigof M =ZELct.

« St=EQo{ofli= ACE == ACL SEEHE §{8E & U= 7|50l ei&Lch

. 7%, 27 2 CPU MY 21T 22 S £ L

« MAC, IPv4 2! IPv6 THZ!of| CHEt SH= H 2 =& ELICtH

* show platform software fed switch active acl counters hardware & 74| S H|IE EAIStE Ol ALEE = U&LILCE.

ACL &4 X|27|



ACL +x1|§ EHERE

e i CHY S ACL 72 EE XIS MZ2 H0|AEIRI FIREE #ESt= X
ol =20l & = /&L

- O| BHZ AEstH AL EQ 0] & 5t=9)0 ACL 7I2E SHIE XIE &+ U&LICH

* ACL UR|/HE olHE BEXE ol AT m =& UR| E= 2 UX(o] 7|&E ™ stodH 2
EAL
=]

L|C.

<#root>
clear platformsoftware fed active acl counters hardware

(clears the hardware matched counters)

clear ip access-list counters

(clears the software matched counters - IPv4)

clear ipv6 access-list counters

(clears the software matched counters - IPv6)

ACL TCAMO| AFIE|H o= A ElL|7?

« ACL2 &4 stE9Qo{ TCAMO| X =IL|Ct. TCAMO| O|F0oil =M= ACLOA] o|O| AFR K|
UE A2 MACL2 Z2 a0 2238 ACL 2|AAE AX| ZELIC

« TCAMO| AFIEl £ ACLO| F7IE|2H TCAMO| HZ =l CIE{H| 0| A0 CHE 2= THZI0| &K EH]

. AZEQ0{0M ACLE ES 5t Bredg ==t #hLch.

- SIAAE AEE £ QU EIH ALIX|0IM RS2 E StEQ0{0 ACLE Z2e2HUstE{T Al
T ELch 8433518 ACLO| SHEQ0{Z F AL u_|.|5'lo| ZOJTIE|7| A|RHSH|CE

. A£E1—-||0‘|7|- H3H ACLE TCAMO| Z 222§ Ust= XH2 ReloadingO|ZHT BfLIC}.

« PACL, VACL, RACL 2! GACL2 ME =E2|Mo 2 HEE/REZE £ QlCt.
ACL TCAM 222
« MZ FI7}EIACLO| MEEL|= QEHO|AE SIE 0] SIAAE AIRE &= US K| THZ!

AMANE AlEFEFLICE
« GACL Z2}0|HE &= UnAuth &E{7} ElL|C}.



VCU &2

* L4OP7} M|BHE|7{LE VCUOI| A Ed0o{L}EH

= o A=
Xl ofn SYUB RS £

« O|FH =[H F7tE =0l TCAMO| 25

ACL Syslog 2 &
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047k ACL
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AEIE = UE
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SH 2ot ACL A7t BF35HH AIAR0A SYSLOG HAIX| 7} & ELICHRIE T 0|4, VLAN,
ololg &, g0l CHE = UB)
ACL 211 HIA|X| x0| =1 o

%ACL_ERRMSG-4-UNLOADED: A 2{%]| 1 fed:

(] C =] L X St =N
OIE{H| 0| A <interface>2| /24 <ACL>O|(7}) 5t AEI:_LO,L :jlialf-l LC C’AI! ﬂfﬁ;‘; ):(';L;lit“ ;;jl
Eslofol i Z2aHYEx| ofn Eamol 4 (=T STE ROIEACLE A
= LIC} £ X g LICt.
%ACL_ERRMSG-6-REMOVED: 1fed: HZEEI ACL 7
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%ACL_ERRMSG-3-ERROR: 1 fed: 2/24
<ACL> IP ACL <NAME> F440] <interface>2|
HIQIE #&=A <number>0l| 212 £| K| Stk & LICt.

— = LS AA EH

7|Et KR89 ACL
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L|C}.

GACLO| 7+ &
23 Mol UE
L|C}.

GACL2 211 & X|HsHK| e
LICH. GACLOIAM 21
M 74grLct,

m>

fjo

S
|
=

%ACL_ERRMSG-6-PACL_INFO: A2|%| 1
RO/0: fed: PACLO]| CH&H 2Z 0| X|HEZ|X| oF
L|C}.

Fa
=

PACLO| 74
23 EM0|UE
L{ct.

PACLE 212 x|®5tX| ot&
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<tfroot>
9500H#

show pl atform software access-list fO summary

Access-|i st
Index Num Ref

Num ACEs

<-- ACL TEST contains 2 ACE entries

ELSE 2 1 1
DENY 3 0 1
ACL AlE:

<#froot>

9500H#

show platform software fed active acl usage

g

#it###### it R

#H#H#H#HH# Printing Usage Infos ##H#H AR A AR AR A

#it###### it

HH AR AR AR AR AR B R B R BB RRR R R

#it###

ACE Software VMR max: 196608 used: 283 <-- Val ue/ Mask/ Result entry usage

g

Feature Type

ACL Type

Entries Used



VACL IPV4 Ingress VACL 4

<-- Type of ACL Feature, type of ACL, Direction ACL applied, nane of ACL, and nunber of TCAM entries cor

Feature Type ACL Type Dir Name Entries Used
RACL IPV4 Ingress TEST 5

TCAM AHE(17.x):

TCAM usage HE2 16.x2 17.x ¥xt 7Hol| &8t xt0|7} U&LICt

r
>

<#root>

9500H#

show pl atform hardware fed active fwd-asic resource tcamutilization
Codes: EM - Exact_Match,

I - I nput

O - Qut put

, I0 - Input & Output, NA - Not Applicable

CAM Wilization for ASIC [0]

Table Subtype
Dir
Max
Used
Ysed
V4 V6 MPLS Other

Security ACL |pv4

TCAM

7168

16

0.22%



16 0
Security ACL Non Ipv4
Security ACL Ipv4

O

7168 18
Security ACL Non Ipv4

.snip...>

0 0
TCAM I 5120
TCAM
0.25% 18 0
TCAM 0 8192

<-- Percentage used and other counters about ACL consunption
<-- Dir = ACL direction (lnput/Qutput AC)

TCAM AHZ(16.X):

TCAM usage &

<tfroot>

C9300#

22 16.x2 17.x 4

3R} Zhoi| o

4 xolst

76 1.48% 0 36
0

27 0.33% 0 22

A& LICH.

show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]

Table

Used Val ues

Max Values

Security Access Control Entries

126 <-- Tota

.snip...>

used of the Maxi num

AEXF X1 SDM HIZ2/(TCAM ME )

Cisco I0S XE Bengaluru 17.4.1 Ab& Al E A3}
3" = UELICH sdm prefer cusomac HE S A EFLICH

ol 7Is

£ 75t &elste wdo chst REAE LHE 2
Guide, Cisco 10S XE Bengaluru 17.4.x (Catalyst 9500 Switches)E & X5t &A|2.

04 ACL 7|50l CHEr AFS At X[ SDM

5120

Ell I
=

System Management Configuration

ol dMoll= = 7tx| 7|2

<ffroot>

9500H#

ZAu|agold & ABol Ligt

ol

ANE

L|cF.

=1
A

2
=

40


/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html

show sdm prefer

Showing SDM Template Info

This is the Core tenplate. <--
Security Ingress | Pv4 Access Control Entries*: 7168 (current) - 7168 (proposed) <--
Security Ingress Non-IPv4 Access Control Entries*: 5120 (current) - 5120 (proposed)
Security Egress IPv4 Access Control Entries®: 7168 (current) - 7168 (proposed)
Security Egress Non-IPv4 Access Control Entries*: 8192 (current) - 8192 (proposed)

<...snip...>

9500H#
show sdm prefer custom user-input

Custom Template Feature Values are not modified

<-- No custom zation to SDM

24X SDM ”RIE3E =" &Lch

« 9500H(config)#sdm0l M AFE Xt X[ acl M5
9500H(config-sdm-acl)#acl-ingress 26 priority 1 <— Al 26K Zt& XM&%&rL|C}. (Hu/adio|M
7t0|E0 M HBSte SMEL)
9500H(config-sdm-acl)#acl-egress 20 M= 2
9500H(config-sdm-ac)#& =
Use show sdm prefer custom M| ©F 24 2! sdm prefer custom commit O CLIE &3l 'view the changes('243 At
g EI))E MEste{H g2 =Lt

- SDM Z2Eo| 7 At g &elghLct.

* 9500H#show sdm prefer custom

SDM HEZZ! HE

Al

FH

M HE7 2ot AL A xIE ”—EX UL

Ingress Security Access Control Entries*: 12288(31&H) - 26624 (X 2t) <— F4X] L HM|oHE! AHSE
(26K A|eh

O|ZE|A EOF HA|A o] &=+ 15360(31AH) - 20480(X2F)

9500H#show sdm prefer custom user-input

ACL 7|5 AF2 R} elzd
AR} elEd Z

Core SI

| Pvd A



Q1A Hot HMA Mo F=:126%1024 <— AR Y22 26 x 1024(26K) 2 +HE
o|zziA 2ok HAMIA Mo &=:220%1024 <— AFS AL /242 2 20 x 1024(20K) 2 +=HE
« SDM =2 Zloj| H4Z AFEHS X350}
* 9500H(config)#tsdm2 ALE Xt X|H 72 M=

Al =01 SpDM 7|2 MAdof| CHEH 8473 AFEO| MA E|H CHS CHA| 228 I M ELCH <—
CtAl 2E |8 ACL TCAMO| AL RE x| Zfofl & ELict.

ESy N,
ACL XZ| =AM;

ACLE AA0M CHA K| Ol =M 2 X 2IF LICE.

WVACL |
G I PA ) ( _4
ngress PACL Y,

—
‘I Ingress RACL )
o

4
{
&
-

-

‘I Egress PACL |
=

AEHO|M T2 el El ACL:

« ZE 7|8 ACL(0{: VACL, RACL)O| O}l ACL2 2 & AR(x|Q| ECH=0o MBE|H ABHO| 2
E AQx|o| ZE2 e Y=L}

« XIE 7|8 ACL2 ZEO| EBf=0Bt MEE|H QIE{H|O|AE AREH ALQ_X[0|MEF Z 28
al=| |_||_—_|.
O H

« ACLE ME|E AQx|0| o Z2aejUE|T 1 0o HE AL %[0l M=L|C}.

- ISSU/SVLEt Z 2 CHE 0|83 SMol SYE #2l0]| MBELICH

« ACL &%r2 C|H}O|AO0|A L4OP, Labels EEE= VCU7F S & 1 whistL|C SYUst =25
S ME T TCAME A&5HH HiESHE{™ CIHFO|A MM 5SS ACES 0424 7H M AISH ok &L
Ct.

. #HH# LAOPE & 30| O| ACL2 ## M ELICH

r



9500H(config)#ip access-list extended E|AE
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any gt 150 <— E E 151 0|41}
LR

#iH LAOP ###2 A& 36tK| et= oie{ ACER & & 5Hok gLt

9500H(config-ext-nacl)#31& tcp 10.0.0.0 0.255.255.255 2 E eq 151
9500H(config-ext-nacl)#31& tcp 10.0.0.0 0.255.255.255 2. & eq 152
9500H(config-ext-nacl)#31& tcp 10.0.0.0 0.255.255.255 2 £ eq 153
9500H(config-ext-nacl)#31& tcp 10.0.0.0 0.255.255.255 2 £ eq 154

- ZF ACL EHM2 dilo|=o olafl LI Moz A ARFELICH

- ACL HH(GACL, PACL, VACL, RACLT ZH2 Eot ACL)2 042{ QIE{H|0]A E= VLANO| &
Yot o|E S ASELICH

- @lag|Aa/o|ae|A ACL2 ME CHE Ello|E S¢S ASELCH

* IPv4, IPv6 2 MAC ACL2 Ct+E 2llo|g Szt

ﬂIIO
Pl
0
mg
r
o

« S8 PACL2 interface-A2| 124 X interface-A2| Ol iAo M E LICE TCAMOE=
= 7ol PACL QIAEIATL QIOM, ZF QIARHANE QladA & 0|2 3|A(Ingress and
Egress)oi| CHet T/t Bil0|E 0] A& LICt.

- L4OP7 Z3E SUS PACLE 2t Zojoll 2l od@d 21234 QIE{m0lA0] M8 E He
TCAMO| =2 124 UE S U PACLO| QIAE AT} 2t Folg S| & ) ezgu =

VMR &3:

ACEE Li8%{o 2 TCAMO| 'VMR'E2 T2 e ELICkZL, otA3, ZAntetnE 8. ZH ACE
2 VMRE Al835t1 VCUE AI8E £ &LCt.

0o

=
=



———————————————————————————————————————————————————————————

I T T R . |

E | Mask | Value | | Result | i ACE ENTRY #2
I vask [ vawe [ result || ACE ENTRY #3
—[ Mk | vawe w |[ o resut |} ACE ENTRY #n

access-list 101 [permit |ip|10.1.1.1//0.0.0.255

HOFACL 2lAA = EQFACL MELICH CHE Vs SR EIX| f&LICH

ACL Cisco | Cisco | Cisco | Cisco | Cisco
TCAM 2| |Catalyst|Catalyst|Catalyst|Catalyst|Catalyst
AA 9600 | 9500 | 9400 | 9300 | 9200

C9500
1ds
o2& olag
(o] .
=R T ees00: | C9300: C9300B
IPv4 &5 |A: : 18000* 112000* 18000* C9300X:8000{1000
12000* |1£000+ 5000 18000
o|g
A
15000*
_ IPv4
- - IPv4 & =
3 Bt a ol
= X}




&t 7K
Fe2l C9500
IPv4 ACL C9300:
i : M=, :
= CH12000 €9500: |1 &: 18000 C9300B C9300X: 8000 1000
oo = 18000 5000 18000
S8 25 15000
g+l
&LCt
&t 7K
FE2| C9500
IPv6 ACL C9500: | i .
=2 6000 -==SS-19000 [2500/9000/4000 500
=2 =1 9000
g+ g 700
&L|Ct
L48PS/E‘” 8 8 8 8 8
olg
el 192 192 192 192 192
VCU
ol A
(egress) |96 96 96 96 96
VCU
pred e
« Hot | o|M 710|E, Cisco IOS XE Amsterdam 17.3.x(Catalyst 9200 A Q| x|)
« Hot Hu|ad|0]M 710|E, Cisco I0S XE Amsterdam 17.3.x(Catalyst 9300 AL x|
« Hot Hu|ag|0|M 70| =, Cisco I0S XE Amsterdam 17.3.x(Catalyst 9400 A Q| %|)
o Hot AHmag|o|M 7}0|E, Cisco I0S XE Amsterdam 17.3.x(Catalyst 9500 A 2| %)
o Hot AHmag|o|M 7}0|E, Cisco 10S XE Amsterdam 17.3.x(Catalyst 9600 A 2| %)
o« AAHEIEE| ZAT| O 0|M 7F0|E, Cisco 10S XE Bengaluru 17.4.x(Catalyst 9500 A 2{X|)
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show platform hardware fed [switch] active fwd-
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show platform software interface [switch] [active]
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show platform software fed [switch] active port
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show platform software fed [switch] active vian 30
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show platform software fed [switch] active acl cam
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show platform software fed [switch] active acl
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set platform software trace fed [switch] active
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show platform software trace message forwarding-
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debug platform software infrastructure punt detail
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debug ip cef packet all input rate 100
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