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Data VLAN Gateway
Interface VLAN 2
192.168.2.1/24

MAC: aaaa.bbbb.cccc

TenGig1/0/1
Switchport mode trunk

TenGig1/1/1
Switchport mode trunk

Gig1/0/1
Access VLAN 2

Gig1/0/2
Access VLAN 2

Gig1/0/3
Access VLAN 2

1
F'r'lntei.r{:—]

192.168.2.155
MAC: abcd.abcd.abed
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<{froot>
ACCESS-SWITCH#

show mac address-tabl e



Mac Address Table

Vlan Mac Address Type Ports
<snip>
2 aaaa.bbbb.cccc DYNAMIC Tenl/1/1 <-- Notice the "type" is DYNAMIC. This means the entry w
2 abcd.abcd.abcd STATIC Gigl/0/2 <-- In contrast, this MAC is STATIC. This suggests a fea
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<#root>
ACCESS-SWITCH#
show nmac address-tabl e

Mac Address Table

Vlan Mac Address Type Ports
<snip>
2 aaaa.bbbb.cccc STATIC Gigl/0/2 <-- Notice that the type 1is now STATIC.
2 abcd.abcd.abcd STATIC Gigl/0/2
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Data VLAN Gateway
Interface VLAN 2
192.168.2.1/24

MAC: aaaa.bbbb.cccc

ARP Request
SMAC: aaaa.bbbb.ccce
DMAC: fif.fHf.ffff
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MAC: abab.cdcd.efef
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Data VLAN Gateway
Interface VLAN 2
192.168.2.1/24

MAC: aaaa.bbbb.cccc

TenGig1/0/1
Switchport mode trunk
Expected!
TenGig1/1/1
Switchport mode trunk
Gig1/0/1

Access VLAN 2

Gig1/0/2
Access VLAN 2

Gig1/0/3
Access VLAN 2

Endpoint OUI
consistent!

Actual!

MAC: abab.cd}:d.efef
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<#root>
Switch#

nmoni tor capture TAC interface gi1/0/2 in match mac host aaaa. bbbb.cccc any



Switch#

nonitor capture TAC start

<wait for the MAC Tearning to occur>
Switch#
nonitor capture TAC stop

Switch#

show nonitor capture TAC buffer

Switch(config)#

nonitor session 1 source gi1l/0/2 rx

Switch(config)#

nonitor session 1 filter nmac access-group MACL

<- Since we know the source MAC of the traffic we look for,

Switch(config)#

nonitor session 1 destination gigl/0/48
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