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<tfroot>

Swi t ch#ping 8.8.8.8

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is 60 percent (3/5),
round-trip min/avg/max = 12/

15

<===== 2 dropped out of 5 packets, Average RTT 15 ns

EQo|AEBIRE

Traceroute= 2t E0fl CHE RTT Zntet 87H A4 CHE S 20| 2t RE HEQ ZE &
LICt. o & £0f, traceroute= HIE I 0IA X[210] UL} AIZtElE XIE EAIE £
0|24t o7t C+S traceroute E2304 E A|ELIC

<tfroot>

Swi tch#traceroute 8.8.8.8

Type escape sequence to abort.
Tracing the route to 8.8.8.8

12ms 2 ms 2 ms [10.10.10.10]
22ms 1ms 1ms [20.20.20.20]

3 7 ns 45 ms 40 ns [30. 30. 30. 30]

<===== H gh latency at this hop

47 ms 3 ms 1 ms [40.40.40.40]

Note: The IP addresses shown for each hop are provided for demonstration purposes only.

Ol £242 hop 22 hop 3 AO|C| RTT7} 2 A B7t3iSS
012 LIEFHLICE hop 32t hop 4 AtO|Q| H|mA =}
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HoiF £ Zd&XH hop 30IM2| 758t K|
e AlZt ®ol= EAF|7F 20.20.20.201}
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<#froot>

Swi t ch#show interface gi 1/0/1

GigabitEthernetl/0/1 is up, line protocol is up
Hardware is Gigabit Ethernet, address is 70b3.171d.c101
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

Ful | - dupl ex, 1000Md/ s,

media type is 10/100/1000BaseTX

5 minute input rate 2000 bits/sec, 5 packets/sec

5 minute output rate 3000 bits/sec, 8 packets/sec
250000 packets input, 22000000 bytes, 0 no buffer
Received 300 broadcasts (200 multicasts)
0 runts, 0 giants, 0 throttles

85 input errors, 85 CRC

0 frame, 0 overrun, 0 ignored

<===== | nput errors and CRC

0 watchdog, 0 multicast, 0 pause input

260000 packets output, 23000000 bytes, 0 underruns
5 output errors, 0 collisions, 0 interface resets
0 unknown protocol drops

0 babbles, 0 Tate collision, 0 deferred

0 Tost carrier, 0 no carrier, 0 pause output

Swi tch# show interfaces counters errors

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards

G10/1 0 0 0 0 0 0



Gil/0/2 0 0 0 0 0 0
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<tfroot>

Swi t ch#show interface gi 1/0/1

GigabitEthernetl/0/1 is up, line protocol 1is up
Hardware is Gigabit Ethernet, address is 70b3.171d.c101
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
Full-duplex, 1000Mb/s, media type is 10/100/1000BaseTX

Last input never, output never, output hang never
Last clearing of "show interface" counters 2d00h
Input queue: 0/2000/0/0 (size/max/drops/flushes)

; Total output drops: 4216760900

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 389946000 bits/sec, 84175 packets/sec

5 minute output rate 694899000 bits/sec, 106507 packets/sec
7885666654 packets input, 4677291827948 bytes, 0 no buffer

Total output drops 7I2E{E B2 +=o| AKX E IS EoiFE= '|| O|= Of RIE{H|O|AS| EF EE&=
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Xl ZE F4: ZE OX| ZE7} PortFast2 FEE|R=X| HQIELICEH PortFastg #3stH 2
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<{froot>

Swi t ch#show spanni ng-tree detail | include ieee|fromoccur|is exec

VLANO705 1is executing the ieee compatible Spanning Tree protocol

Nurmber of topol ogy changes 6233

last change occurred 00:00:03 ago

<===== Topol ogy Changes

from G gabi t Et hernet 1/ 0/ 25 <===== From G 1/ 0/ 25

MAC ZciZ/8jolo{2 &=
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MAC Z2iiZ/elojo] 2 R Z= M2 CHE ZEO|M SYE &4A MAC2E MAC 4 E|0[E8 X
Mo =2 UO|0|ESI0 HERXT X|od & mfZ! AXE fYUELICH o|2{8h X[&ZQl #HEE Ol
ciel 2To| SEE|IT mZl £40| HEHEE'EFI—IEL E1|0| 12 R = 70| *3*0P7| ?IH HE
IMAE mZ/g faslod EXME 2A5tAI7|T, MAC ZCHZEES O HMAI7|IH, HER/T s O
Ho{e &L|Ct SHHMOl HERT ¥ |XIstD ol 2HME & X|stzd™ STPQP 2T
XNEZE2EEZEE F3ste Qo Eexdu|oh

MAC 0| ¢ &l2 F#4ds5tcdH 22 Hu|32o|M 2 =0i M mac address-table notification mac-
move BHEZ AFSELICEH

<#root>
Mac Fl appi ng | ogs:

%MAC_MOVE-SW1-4-NOTIF: Host 8c45.0021.0b17 in vlan 152 is flapping between port Po2 and port Po
%MAC_MOVE-SW1-4-NOTIF: Host 8c45.0021.0b17 in vlan 152 1is flapping between port Po2 and port Po



%MAC_MOVE-SW1-4-NOTIF: Host 8c45.0021.0b17 in vlan 152 is flapping between port Pol and port Po
%MAC_MOVE-SW1-4-NOTIF: Host bOfl.ec27.69ea in vlan 154 is flapping between port Po9 and port Po

Flow Control

E22 Mo{7t HEtE|1 AR ZEO| 4l HIHIE ST 0| 71K [H AR2[X|= LAl K| =g
U2 TEs5to] =4 ERfElg YA[Me R SX[FLICE ol ZEMAE HIO|EH M&E0| &Mooz A
Al BX|EIE22 HO[HAIE & = UGLICH BCHE, 3§ Xo{7} &85 E|X| fHL YAEER] O
HFO|AZF LA SX| ZB|lE sLI5HK| o= 82, =4 EcjEo| H 8F 2 X150 HIH 2
H L O3l AXE ZelE = U&LICt

Eoit Z2o0i Y= 2E C|HtOo|AQ| 7|Ss& 1B45l0d 2§ % | 1€ AB5HA FdstoF glct &
T AL &R FM5tH Bllo|EHAI7F S7t5tD THZ!0| AFA|E[o o E 2|70l 50| X5HE
= &Lt

Swi t ch#show i nterfaces gigabitEthernet 1/0/1

GigabitEthernetl/0/1 is up, line protocol is up (connected)
0

input flowcontrol is on
output flow-control is unsupported

<===== Input Flow Control is ON

Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 6530
5 minute 1input rate 8000 bits/sec, 8 packets/secO

5 minute output rate 0 bits/sec, 0 packets/s

0 watchdog, 5014620 multicast,

1989 pause i nput

<===== Pause | nput

0 unknown protocol dropsd0 babbles, 0 late collision,
0 deferreddO lost carrier, 0 no carrier, 0 pause output

Swi t ch#show controll ers ethernet-controller gigabitEthernet 1/0/1

Transmit GigabitEthernetl/0/1 Receive
0 MacUnderrun frames 0 MacOverrun frames
0 Pause frames

1878 Pause franes <===== Pause franmes in RX

CPU AIEE



CPU AISE0| 2™ HERT ilo|HAI7t E7t5tn mZlo| EEE = UELICH CPUTL IH& 5t
Yl B2 Afixiolx UEE Bael =2f=, 212 Anjols E= 2| VIsE FEMOR X
2Ig = ei&LICt O|2 Qla %! MEOo| X[HE|T, ARP EE= ALl EE|Q 22 Z2EZ0| AlZh
AT 4 o, §35] CPU o] e #t E2iElo| 2 o]l AXE 4 e

<#root>

Swi t ch#show processes cpu sorted

CPU utilization for five seconds:

95% 8%

one minute: 92%; five minutes: 90%

<===== CPU utilization 93%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

439 3560284 554004 6426 54.81%55.37% 48.39% 0 SISF Main Thread

438 2325444 675817 3440 22.67%28.17% 27.15% O

SI SF Switcher Th

104 548861 84846 6468 10.76% 8.17% 7.51% 0 Crimson flush tr

119 104155 671081 155 1.21% 1.27% 1.26% 0 IOSXE-RP Punt Se

HZ2 AFSE

HZ2l AFSEOo| BieH CPU & ZHEE E0Q Z2MAE QHZE5104 X[Qd 2 izl AKE
oZl = Ql&LICH Ol LHEEE= 2t E AOI0|E, QoS M 2 HI{ £H2[Q| X2 |% INLAPSECITEA

el molzetele| ez olo{ELIct mEkM mZ!lo] AXM 7L X|HE & UAESLICH [HEtA
HEEZ| ASE0l E2™ AR ECfE #E| EEEE £E0 HERT 50 S O

<tfroot>

Swi t ch#show pl at f orm resour ces

Resource Usage Max Warning Critical
Control Processor 25.00% 100% 90% 95%

DRAM
3656MVB( 94%)

866MB 90% 95% W



H gh nmenory | ogs:

smand:
smand:
smand:

%PLATFORM-4-ELEMENT_WARNING:Switch 2 R0/0:
%PLATFORM-4-ELEMENT_WARNING:Switch 2 R0/0:
%PLATFORM-4-ELEMENT_WARNING:Switch 2 R0/0:

4 al o

ICMP Z|C|&M 3l o4&t

A HIAIX]

s h:
T HAL—
mZlo| 2i|olo] 3 RUE{H O A0]

CIEM HAIXIE @ﬁgom Sst
2l I{Z!I0| vLANE 5 H S22 CHEE A8
E H¥EZEE A235H CPU ME|7F HRE

o &+ A&LCh §3] Eci=ol BI2 St ol2gh 2IC|=4do] Bol
S7tstod I A K|E

Zastn sYst

0|

o dtst A OIAL_||:|._

TT =2 T AAHE
ICMP =& 27} HIAIXIZE RIF *““%m 2|5t CPU AFRE T
g = £ laLct chEol ICMP EE 27} EBfEI2 CPU 2lA&
AX|Z 0|o4& = U&LICH

st cdsF=2
[=Ney—]

o|zqsl

SVI(Switch Virtual Interface) Z! #lojo{ 3 IE{HO|AMAM ICMP 44 &

2 HggEg Ae BYELICH ol 2 AgllE CPU ZEE £0
L|C.

<#root>

Swi tch#show ip traffic | in unreachable

Rcvd: 194943 format errors, 369707 checksum errors,
3130 redirects,

734412 unreachabl e

Sent: 29265 redirects, 14015958 unreachable, 196823 echo,

Swi t ch#show pl atform hardware fed active qos queue stats interna

CPU Queue Statistics

ClE{H|0|A MM EBISE
MEHlolH of E2XeI CHE &2
ZFotgrct, =8t IcMP 2lC|2M 3! KA
LICH 22{® CPU QIE{HE 7| 2485t 1 B4|O|E A7} 0
g MtE 49 CPU 2271 3 A

2t3t5t7| 2I8H Ciscodl A= no ip unreachable ! no ip redirects

1/RP/0: Used Memory value 94% exceeds warnin
1/RP/0: Used Memory value 94% exceeds warnin
1/RP/0: Used Memory value 94% exceeds warnin

E|H ALQIX|0IAM ICMP 2
AAof 2ILICH T8 A

Z7t5t0d HEQT Msol 8%
AE AH|SIH, Ol Xx|od 2 !
HHS AL 5104

7t HIAIX|2F ICMP 2|C|2lAd
I HEST otxAMe sFAMA|IZ

ocoo=

786959149 echo reply

cpu policer

(default) (set)

QId PlcIdx Queue Name Enabled Rate Rate
0 11 DOT1X Auth Yes 1000 1000
1 1 L2 Control Yes 2000 2000

Queue Queue
Drop(Bytes) Drop(Frames)



2 14 Forus traffic Yes 4000 4000 3296567 2336

3 0 ICMP GEN Yes 750 750 0 0

4 2 Routing Control Yes 5500 5500 1085196 12919

5 14 Forus Address resolution Yes 4000 4000 51723336 760639

6 0 | CMP Redi rect Yes 750 750 8444220485535 6978564145
s &3

N3t HECIHAE, HE|FHAE £ SL|IFHAE THZI0| LANS Z2{25t0{ AL x| 2|IAAE Tt
ToHH AFE5tn HERT H5E XetAIZA [ EEiT AF 0| gLt

ALQx|ol AR Alo{= 22|X QE{H|0|AS EEEFHAE HE|FHAE AU QLIFIAE ERjEIE &
LIE{@ ot F+HE A g0t HlwgfL|ct E2fZlo] o2t AMEtE =1t5tMH HEST ds XstE
XI5 7] R AR A EF ECHEES YAMOZ XEEILICEH M2t AR E2lAATES
T[n MEHRI HES3 otEdat dso| R XIE LICEH

<#root>

Swi t ch#show i nt erfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
G1/0/1 125487955 550123004 250123555 105234788
Gil/0/2 500123 100123 5123 1024
Gil/0/3 250123 50123 1024 512

Swi t ch#show pl at form hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PT1cIdx Queue Name EnabTed Rate Rate Drop(Bytes) Drop(Frames)
11 13 L2 LVX Data Pack Yes 1000 1000 0 0
12 0 BROADCAST Yes 750 750 32529067 186363
13 10 Openflow Yes 250 250 0 0

14 13 Sw f orwar di ng Yes 1000 1000 48317658492 245507344



15 8 Topology Control Yes 13000 16000 0 0

CAM CH ARP Of 0| & AlZH

CAM(MAC Address Table) 0|0 & A|ZtT} ARP(Address Resolution Protocol) 0f0|& A|ZH2 HIE
23 x4 L mZ! AXE Yo Z £E U&LICE Ol= MAC A%t ZE 7 OIEE KT 5t=E CAM
E|O|E0]| IP2t MAC F4 7+ OHEE K& 35t= ARP EHIO|EECH 7B < 58) H HEH 52
of ol &5t 7| HEULICHZ 22,2 4AlZt). MAC F47F CAM E|O[Z0i| M glo{Lt 2 2H |7 X2 ARP
EO|E0l A& EXfstE R, 29%l= Y MAC 401 CHEF FLIFIAE EBfEES HEE EH
ZEE O o|ld x| RELICEH O A, 22| FLHAE EBIEE VLANS| 2E ZEof E&
eto] HER T EAet ARl izl &4 ZefgLict

T

CAM CH ARP 00| & EIIe 2 2l

rok

Kled & o3l A

« ARP QIEZ|2ECt HX{ CAM E|0|E€ AEZ|7} of 0| E|H AL|X[0|MH RLIFHAE TZIS E
SELICH MAC-ZE D& 0| 17| 2 ILICE

- Ol2Et EEY2 CPU ZEE =2l CHYEZ2 EER5HH AH|stod HESL|Z X|od & mfZ!
AR E Z=ef et

- 2UXlE EEHHEEMQ 2|T & B7tE Mo{ BH Z=2 M| #Helo| E + Ut
<#root>
Swi t ch#show nac address-tabl e aging-tine

Global Aging Time:

300 <===== MAC agi ng

Vlan Aging Time

Swi t ch#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.95.1

124

Incomplete ARPA

Swi t ch#show i nterface vl anl

Vlanl is up, 1line protocol is up , Autostate Enabled



Hardware is Ethernet SVI, address is 10b3.d6f0.1347 (bia 10b3.d6f0.1347)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Toopback not set
Keepalive not supported
ARP type: ARPA,

ARP Ti meout 04:00: 00

Last input never, output never, output hang never

Configuring MAC Agi ng and ARP Ti meout:

Switch#confure terminal
Enter configuration commands, one per 1line. End with CNTL/Z.

Swi t ch(confi g) #mac- addr ess-tabl e aging-tine ?

<0-0> Enter 0 to disable aging
<10-1000000> Aging time in seconds

Swi t ch(confi g) #mac- addr ess-t abl e agi ng-ti ne 14400 ?

routed-mac Set RM Aging interval
vlan VLAN Keyword

Switch(config)#interface vian 1

Switch(config-if)#arp timeout 300
Switch(config-if)#do show interface vlan 1

Vlanl is up, line protocol is up , Autostate Enabled
Hardware is Ethernet SVI, address is 10b3.d6f0.1347 (bia 10b3.d6f0.1347)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Toopback not set
Keepalive not supported
ARP type: ARPA,

ARP Ti meout 00: 05: 00



Last input never, output never, output hang never

DLIEE Al

SPAN(Active Monitor) Al410] 0424 24 Sl CHA ZE7} QlE AQx|o] THE AL UEYI x|
ol mfZ! AbRflofl 7|o4E £ Ql&LC.

bl

<tfroot>

Exanpl e:

Session 1

Type : Local Session

Source Ports

Bot h : Pol01, Pol105, Po109, Pol125, Pol61, Pol170 <===== Mul tiple source ports

Destination Ports . Te9/ 8

Egress SPAN Replication State:

Operational mode : Centralized
Configured mode : Centralized (default)
Session 2

Type : Local Session

Source Ports

Bot h . Pol61, Pol70

Destination Ports  Te9/1

Egress SPAN Replication State:
Operational mode : Centralized
Configured mode : Centralized (default)



SPAN % & &4

SPAN(Switched Port Analyzer)2 CPU ZZ|& HX|X| &1 AA ZEO|M CHY ZEZ ERiEE
O243st= stER0] X ZISULICH s=IHHIO|X 2E2| =X ASICE ! O3 2 MElstsE
ot Zld A2 Ol E g cid ZEZ 2[C|HMELICH DIHZE 22 it EEfE

1 SYet Eto|T2 2 AFELICH
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0 AA Ll CHa ZEQ

Ol ool &2|R = BE 44 QIEHO|AM M CHY QIE{H0|AZ ECfEE SX|slo F E*L—IEP of|
= =01, 2IEH0|A Po1702| EBHE2 O[T LD F 7He| ME CIE CHYSE F
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<#froot>

Swi t ch#show pl atform software fed switch active i fm nappings

Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
GigabitEthernet2/0/12 0x13
1 0 1
11 0 20 17 12 108 NIF Y
<===== ASIC Instance 1 (Asic 0/Core 1)

ASIC QIAEIAT} AHE|H O} WS M#stod ST ASICOH CHEH T ASIC AXf ol oIS 2
elgrLct.
<tfroot>

Swi t ch#show pl atform hardware fed switch active fwd-asic drops exceptions asic



Example output snippet for ASIC instance 1:

#*%%*EXCEPTION STATS ASIC INSTANCE 1 (asic/core Q/1)%#*%*=

Asic/core | NAME | prev | current | delta
0 1 NO_EXCEPTION 2027072618 2028843223 1770605

0 1 ROUTED_AND_IP_OPTIONS_EXCEPTION 735 735 0

0 1 PKT_DROP_COUNT 14556203 14556203 0

0 1 BLOCK_FORWARD 14556171 14556171 0

0 1 IGR_EXCEPTION_L5_ERROR 1 1 0
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<#froot>

Swi t ch#show i nterfaces G gabitEthernet 1/0/5

GigabitEthernetl/0/5 is up, line protocol is up (connected)
0

input flowcontrol is on,

output flow-control is unsupported

<===== | nput Flowcontrol is ON

Input queue: 0/2000/0/0 (size/max/drops/flushes);

Total output drops: 78444



5 minute 1input rate 8000 bits/sec, 8 packets/secO

5 mnute output rate 0 bits/sec, 0 packets/s <===== Qutput rate

0 watchdog, 5014620 multicast,

1989 pause i nput

0 unknown protocol dropsd0 babbles, 0 late collision,

Swi t ch#show controll ers ethernet-controller G gabitEthernet 1/0/5

Transmit GigabitEthernetl/0/5. Receive
0 MacUnderrun frames 0 MacOverrun frames
0 Pause frames

1878 Pause franes

<===== Pause Franmes In RX

Swi t ch#di agnostic start switch 1 test D agGol dPkt Test port 5

Swi t ch#show di agnostic result switch 1 test D agCol dPkt Test det ai

OTest results: (. = Pass, F = Fail, U = Untested)

1) DiagGoldPktTest:
Port 1234567 89 10 11 12 13 14 15 16 17 18 19 20 21 22 23 240
uuuu

F

vuvuuvuuvuvuvuuvuuvuuvuvuuuvuuvuuvuuuuu.

<===== Di agCol dPkt Test Failed For Port 5

Port 25 26 27 280---------------- ouuuu

Switch#show flowcontrol interface GigabitEthernet 1/0/

Port Send FlowControl Receive FlowControl RxPause TxPause
admin  oper admin Oper

Gi1l/0/5 Unsupp. Unsupp. on on.

13256



<===== Pause Frames In RX

Swi t ch#show pl atform hardware fed switch active gqos queue stats interface G gabitEthernet

Asic:0 Core:0 DATA Port:8 Hardware Drop Countersnd

Q Drop-THO Drop-TH1 Drop-TH2 SBufDrop QebDrop
0 (Bytes) (Bytes) (Bytes) (Bytes) (Bytes)O
0 0 0
18106020
0 0
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<tfroot>

Switch#configure terminal
Switch(config)#interface GigabitEthernet 1/0/5
Switch(config-if)#

flowcontrol receive off

N
1L

1/0/5
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