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<{froot>

Switch#conf t

Switch(config)#iox

Switch(config)#

*Feb 17 18:13:24.440: %UICFGEXP-6-SERVER_NOTIFIED_START: Switch 1 R0O/0: psd: Server iox has been r
*Feb 17 18:13:28.797: %I0X-3-I0X_RESTARTABITLITY: Switch 1 RO/0: run_ioxn_caf: Stack is in N+1 moc

*Feb 17 18:13:36.069: % M 6-1 OX_ENABLEMENT: Switch 1 RO/0: ioxman: |OX is ready.

HAE Ao CiEt o EE|7Ho|M EA” HESIZE FHELICE Ol M=
AppGigabitEthernet 2IE{H|O|A & AtE3510 HIE T HMAE MBS ELICH TJBqLt 2l 2
E{H O|A(Gi0/0)E AH8E == U&LICEH

Switch(config)#int appgigl/0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 20

Switch(config)#app-hosting appid guestshell

Switch(config-app-hosting)#app-vnic appGigabitEthernet trunk
Switch(config-config-app-hosting-trunk)#vlan 20 guest-interface 0
Switch(config-config-app-hosting-vlan-access-ip)#guest-ipaddress 10.20.1.2 netmask 255.255.255.0
Switch(config-config-app-hosting-vlan-access-ip)#exit
Switch(config-config-app-hosting-trunk)#exit

Switch(config-app-hosting)#app-default-gateway 10.20.1.1 guest-interface 0
Switch(config-app-hosting)#name-server0 10.31.104.74

Switch(config-app-hosting)#end

<#root>

Switch#guestshell enable

Interface will be selected if configured in app-hosting
Please wait for completion

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guest shel | enabl ed successfully

HAE Aol REMHE HAELICE O] ool M= Z[&2 HO|E 0|2} cisco.com0i| @1ZE = U
EX| #IgLICH EFF Python 38 HAE AolM A™E + A=SX| ZHAFLICH



<tfroot>

! Validate that the Guest Shell is running.
Switch#

show app-hosting Iist

guest shel

RUNNI NG

Switch#
guestshell run bash

[guestshell@guestshell ~]$

! Validate that the IP address of the Guest Shell is configured correctly.
[guestshell@guestshell ~]$

sudo ifconfig

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.20.1.2 netmask 255.255.255.0

broadcast 10.20.1.255
inet6 fe80::5054:ddff:fe6l:24c7 prefixlen 64 scopeid 0x20
ether 52:54:dd:61:24:c7 txqueuelen 1000 (Ethernet)
RX packets 23 bytes 1524 (1.4 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 9 bytes 726 (726.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Tlo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
Toop txqueuelen 1000 (Local Loopback)
RX packets 177 bytes 34754 (33.9 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 177 bytes 34754 (33.9 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

! Validate reachability to the default gateway and ensure that DNS is resolving correctly.
[guestshell@guestshell ~]$

ping 10.20.1.1

PING 10.20.1.1 (10.20.1.1) 56(84) bytes of data.

64 bytes from 10.20.1.1: icmp_seq=2 ttl1=254 time=0.537 ms
64 bytes from 10.20.1.1: icmp_seq=3 ttl1=254 time=0.537 ms
64 bytes from 10.20.1.1: icmp_seq=4 ttl1=254 time=0.532 ms
64 bytes from 10.20.1.1: icmp_seq=5 tt1=254 time=0.574 ms
64 bytes from 10.20.1.1: icmp_seq=6 tt1=254 time=0.590 ms

AC
--- 10.20.1.1 ping statistics ---
6 packets transmitted, 5 received, 16.6667% packet loss, time 5129ms



rtt min/avg/max/mdev = 0.532/0.554/0.590/0.023 ms

[guestshell@guestshell ~]$
pi ng cisco.com

PING cisco.com (X.X.X.X) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (X.X.X.X): icmp_seq=1 tt1=237 time=125 ms
64 bytes from wwwl.cisco.com (X.X.X.X): icmp_seq=2 tt1=237 time=125 ms
AC

--- cisco.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 124.937/125.141/125.345/0.204 ms

! Validate the Python version.
[guestshell@guestshell ~]$

pyt hon3 --version

Pyt hon 3.6.8

! Run Python commands within the Guest Shell.
[guestshell@guestshell ~]$

pyt hon3

Python 3.6.8 (default, Dec 22 2020, 19:04:08)
[GCC 8.4.1 20200928 (Red Hat 8.4.1-1)] on Tlinux
Type "help", "copyright", "credits" or "license" for more information.

>>>

print("Ci sco")
Ci sco

>>> exit()

[guestshell@guestshell ~]$%

[guestshell@guestshell ~]% exit
exit

Switch#

DHCP IP TAEZ HAE M &M3}
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Switch(config)#int appgigl/0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 20

Switch(config)#app-hosting appid guestshell



Switch(config-app-hosting)#app-vnic appGigabitEthernet trunk
Switch(config-config-app-hosting-trunk)#vian 20 guest-interface 0
Switch(config-app-hosting)#end

. DHCP ZEI0|¢ME &= 0| B

CentOS Stream 8 EE

ol M O|24&F T{Z|X[E Ct2

240} E7H Yum SEZIEIE AL
install dhep-client. ZLE24Lt CentOS Stream 8& E|ZX|EE|= )HH|A on1|5|
7| 2|51 DHCP 220|ME mjF7|X|2 £502 C}REC 5104 A
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2PN
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A&LICH O|& sHiZst

g =+ AU&LICH PCol BR

2 E5l0d tar It U E m7|X|EFLICE.

bind-export-libs-9.11.36-13.el8.x86_64.rpm
dhcp-client-4.3.6-50.€l18.x86_64.rpm
dhcp-common-4.3.6-50.el8.noarch.rpm
dhcp-libs-4.3.6-50.e18.x86_64.rpm

[cisco@CISCO-PC guestshell-packages] % tar -cf dhcp-client.tar bind-export-1ibs-9.11.36-13.e18.x8¢

. Guest Shell bash M|

FAE QHEHLICEH

<tfroot>

o

Mg @l245t 1 Linux HY S

513E.D.02-C9300X-12Y-A-17#

guestshell run bash

[guestshell@guestshell ~]$%

sudo ifconfig

lo:

<---

flags=73<UP,LOOPBACK, RUNNING>
no ethO interface

inet 127.0.0.1
inet6 ::1 prefixlen 128

mtu 65536

netmask 255.0.0.0

scopeid 0x10

Toop txqueuelen 1000 (Local Loopback)
RX packets 149 bytes 32462 (31.7 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 149 bytes 32462 (31.7 KiB)

TX errors 0 dropped 0 overruns 0

carrier 0

! Unpack the packages needed for the DHCP client service.
[guestshell@guestshell ~]$%

tar -xf /flash/guest-share/dhcp-client.tar

tar:
tar:

tar:
tar:

Ignoring unknown
Ignoring unknown
Ignoring unknown
Ignoring unknown

extended header
extended header
extended header
extended header

keyword
keyword
keyword
keyword

'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.

Xattr.
Xattr.
Xattr.
Xattr.

collisions 0O

com

com.
com.
com.

.apple.quarantine’

apple.metadata:kMDItemWhereFrc
apple.macl’
apple.quarantine’



tar: Ignoring unknown extended header keyword
tar: Ignoring unknown extended header keyword
tar: Ignoring unknown extended header keyword
tar: Ignoring unknown extended header keyword
tar: Ignoring unknown extended header keyword
tar: Ignoring unknown extended header keyword
tar: Ignoring unknown extended header keyword
tar: Ignoring unknown extended header keyword

'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.
'LIBARCHIVE.

xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.

com.
com.
com.
com.
com.
.apple.quarantine’
com.
com.

com

apple.metadata:kMDItemWhereFrc

apple.macl’
apple.quarantine'’

apple.metadata:kMDItemWhereFrc

apple.macl’

apple.metadata:kMDItemWhereFrc

apple.macl’

[guestshell@guestshell ~]$

I's

bind-export-1ibs-9.11.36-13.e18.x86_64.rpm dhcp-common-4.3.6-50.e18.noarch.rpm

dhcp-client-4.3.6-50.e18.x86_64.rpm

! Install the packages using DNF.
[guestshell@guestshell ~]$

sudo dnf -y --disabl erepo=* |ocalinstal

dhcp-T1ibs-4.3.6-50.e18.x86_64.rpm

Warning: failed loading '/etc/yum.repos.d/Cent0OS-Base.repo', skipping.

Dependencies resolved.

Package Architecture Version Repository S1iz

Installing:
bind-export-Tibs x86_64 11.36-13.€e18 @commandTine 1.1
dhcp-client x86_64 .3.6-50.e18 @commandTine 319
dhcp-common noarch .3.6-50.e18 @commandTine 208
dhcp-Tibs x86_64 .3.6-50.e18 @commandTine 148

Transaction Summary

Install 4 Packages

Total size: 1.8 M

Installed size: 3.9 M

Downloading Packages:

Running transaction check

Transaction check succeeded.

Running transaction test

Transaction test succeeded.

Running transaction
Preparing : 1/
Installing : dhcp-Tibs-12:4.3.6-50.e18.x86_64 1/
Installing : dhcp-common-12:4.3.6-50.e18.noarch 2/
Installing : bind-export-Tibs-32:9.11.36-13.e18.x86_64 3/
Running scriptlet: bind-export-1ibs-32:9.11.36-13.e18.x86_64 3/
Installing : dhcp-client-12:4.3.6-50.e18.x86_64 4,
Running scriptlet: dhcp-client-12:4.3.6-50.e18.x86_64 4,
Verifying : bind-export-Tibs-32:9.11.36-13.e18.x86_64 1/
Verifying : dhcp-client-12:4.3.6-50.e18.x86_64 2/
Verifying : dhcp-common-12:4.3.6-50.e18.noarch 3/
Verifying : dhcp-Tibs-12:4.3.6-50.e18.x86_64 4,

Installed:

bind-export-1ibs-32:9.11.36-13.e18.x86_64

dhcp-common-12:4.3.6-50.e18.noarch
Complete!

! Request a DHCP IP address for eth0.

dhcp-client-12:4.3.6-50.e18.x86_64
dhcp-1ibs-12:4.3.6-50.e18.x86_64



[guestshell@guestshell ~]$

sudo dhclient ethO

! Validate the leased IP address.
[guestshell@guestshell ~]$

sudo ifconfig ethO

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.1.1.12 netmask 255.255.255.0

broadcast 10.1.1.255
inet6 fe80::5054:ddff:fe85:a0d5 prefixlen 64 scopeid 0x20
ether 52:54:dd:85:a0:d5 +txqueuelen 1000 (Ethernet)
RX packets 7 bytes 1000 (1000.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 11 bytes 1354 (1.3 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[guestshell@guestshell ~]$
exit
exit

! You can validate the leased IP address from Cisco I0S XE too.
513E.D.02-C9300X-12Y-A-17#

guestshell run sudo ifconfig ethO

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.1.1.12 netmask 255.255.255.0

broadcast 10.1.1.255
inet6 fe80::5054:ddff:fe85:a0d5 prefixlen 64 scopeid 0x20
ether 52:54:dd:85:a0:d5 +txqueuelen 1000 (Ethernet)
RX packets 28 bytes 2344 (2.2 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 13 bytes 1494 (1.4 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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Switch#show running-config | section archive
archive

path scp://cisco:Cisco!123@10.31.121.224/
write-memory

Guest Shell & PythonE ALEdtH At ST 57! HEZ SLE 7Is2 7T + U&LICH O
£ &KX SCP Xt 5BE MY st7| lall HLE A LHo| &3 H-E & Eoto] = ELICH et
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>
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copy running-config scp: I:<':=>' %' % - Ac'>| 3|'-T'— AEI éclil %EI- EEM

1. Python 23 ZE & /flash/guest-share CIEE 2|0l SALELICH Ol 23 RIE= 8 Hy
SCP_USER %! SCP_PASSWORDE 2111 EEM A3 & E 7tcopy startup-configsep: A& E = QU F
WY eEtELIct A3 RE0E Q2 SCP MH IP F471 E#L|Ct £5 0| A3 EIE
£ /flash/guest-share/TAC-write-memory-log.txtoll Q= Y7 1 oi| A BRI write memory O &1 EH
2 mjotct 238 |RXR[ELICH CHE2 Python 23 B EQILICH.

import sys
import os
import cli
from datetime import datetime

# Get SCP server from the command-line argument (first argument passed)
scp_server = sys.argv[1l] # Expects the SCP server address as the first argument

# Configure CLI to suppress file prompts (quiet mode)
cli.configure("file prompt quiet™)

# Get the current date and time
current_time = datetime.now()

# Format the current time for human-readable output and to use in filenames
formatted_time = current_time.strftime("%Y-%m-%d %H:%M:%S %Z") # e.g., 2025-03-13 14:30:00 UTC
file_name_time = current_time.strftime("%Y-%m-%d_%H_%M_%S") # e.g., 2025-03-13_14_30_00

# Retrieve SCP user and password from environment variables securely
scp_user = os.getenv('SCP_USER') # SCP username from environment
scp_password = os.getenv('SCP_PASSWORD') # SCP password from environment

# Ensure the credentials are set in the environment, raise error if missing
if not scp_user or not scp_password:
raise ValueError("SCP user or password not found in environment variables!'")



# Construct the SCP command to copy the file, avoiding exposure of sensitive data in print
# WARNING: The password should not be shared openly in logs or outputs.
print(f"copy startup-config scp://{scp_user}:{scp_password}@{scp_server}/config-backup-{file_name_

# Save the event in flash memory (log the write operation)
directory = '/flash/guest-share' # Directory path where log will be saved
file_name = os.path.join(directory, 'TAC-write-memory-log.txt') # Full path to log file

# Prepare the Tog entry with the formatted timestamp
Tine = f'{formatted_time}: Write memory operation.\n'

# Open the Tog file in append mode to add the new log entry
with open(file_name, 'a') as file:
file.write(line) # Append the Tog entry to the file

0| ofloi A= Python AT RIETL TFTP AMHHE AF&35t0d A% X[l SAHELICH

<tfroot>
Switch#

copy tftp://10.207.204. 10/ cat 9k_scp_conmand. py fl ash:/guest-share/ cat 9k_scp_conmand. py

Accessing tftp://10.207.204.10/cat9k_scp_command.py...
Loading cat9k_scp_command.py from 10.207.204.10 (via GigabitEthernet0/0): !
[OK - 917 bytes]

917 bytes copied in 0.017 secs (53941 bytes/sec)
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event manager applet Python-config-backup authorization bypass

event cli pattern "Awrite|write memory|copy running-config startup-config" sync no skip no maxrur
action 0000 syslog msg "Config save detected, TAC EEM-python started."

action 0005 cli command "enable"

action 0015 cli command "guestshell run python3 /bootflash/guest-share/cat9k_scp_command.py 10.3]
action 0020 regexp "(A.*)\n" "$_cTi_result" match command

action 0025 cli command "$command"

action 0030 syslog msg "TAC EEM-python script finished with result: $_cli_result"
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export SCP_USER="cisco"
export SCP_PASSWORD="Cisco!123"
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<tfroot>

! 1. Enter a Guest Shell bash session.
Switch#

guestshell run bash

! 2. Locate the ~/.bashrc file.
[guestshell@guestshell ~]$

I's ~/.bashrc



/home/guestshell/.bashrc

! 3. Add the SCP_USER and SCP_PASSWORD environment variables at the end of the ~/.bashrc file.
[guestshell@guestshell ~]$

echo 'export SCP_USER="cisco"' >> ~/.bashrc

[guestshell@guestshell ~]$

echo 'export SCP_PASSWORD="Ci sco! 123"' >> ~/.bashrc

! 4. To validate these 2 new Tines were added correctly, display the content of the ~/.bashrc file
[guestshell@guestshell ~]$

cat ~/.bashrc

# .bashrc

# Source global definitions

if [ -f /etc/bashrc ]; then
. /etc/bashrc

fi

# User specific environment
if ! [[ "$PATH" =~ "$HOME/.Tocal/bin:$HOME/bin:" 1]
then
PATH="$HOME/.Tocal/bin:$HOME/bin: $PATH"
fi
export PATH

# Uncomment the following 1ine if you don't like systemctl's auto-paging feature:
# export SYSTEMD_PAGER=

# User specific aliases and functions

[guestshell@guestshell ~]$ echo 'export SCP_USER="cisco"' >> ~/.bashrc
[guestshell@guestshell ~]$ echo 'export SCP_PASSWORD="Cisco!123"' >> ~/.bashrc
[guestshell@guestshell ~]1$ cat ~/.bashrc

# .bashrc

# Source global definitions

if [ -f /etc/bashrc ]; then
. /etc/bashrc

fi

# User specific environment
if ! [[ "$PATH" =~ "$HOME/.Tocal/bin:$HOME/bin:" 1]
then
PATH="$HOME/.Tocal/bin: $HOME/bin: $PATH"
fi
export PATH

# Uncomment the following 1ine if you don't like systemctl's auto-paging feature:
# export SYSTEMD_PAGER=

# User specific aliases and functions

export SCP_USER="ci sco"
export SCP_PASSWORD="Ci sco! 123"

! 5. Reload the ~/.bashrc file in the current session.
[guestshell@guestshell ~]$



source ~/.bashrc

! 6. Validate that the environment variables are added, then exit the Guest Shell session.
[guestshell@guestshell ~]$

printenv | grep SCP
SCP_USER=ci sco
SCP_PASSWORD=Ci sco! 123

[guestshell@guestshell ~]% exit

Switch#
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<ffroot>
Switch#

guestshell run python3 /fl ash/ guest-share/cat9k_scp_command. py 10.31.121.224
copy startup-config scp://cisco: G sco!123@0. 31. 121. 224/ confi g- backup- 2025- 01- 25_18_35_18. t xt

Switch#

dir flash:guest-share/

Directory of flash:guest-share/

286725 -rw- 368 Jan 25 2025 18:35:18 +00:00

TAC-write-nenory-|og.txt

286726 -rw- 903 Jan 25 2025 18:34:45 +00:00 cat9k_scp_command.py
286723 -rw- 144 Jan 25 2025 15:07:07 +00:00 TAC-shutdown-T1og.txt
286722 -rw- 977 Jan 25 2025 14:50:56 +00:00 cat9k_noshut.py

11353194496 bytes total (3751542784 bytes free)

Switch#

nore flash:/guest-share/ TAC-wite-nmenory-| og.txt
2025-01-25 18:35:18 : Wite nenory operation

.EEM A3 ZEE E|IAEFLICH Ol EEM A3 BEE 83 = AL o0l 2tA9I0| SA &
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<ffroot>
Switch#

wite menory



Building configuration...
[OK]
Switch#

*Jan 25 19:23:22.189: %HA_EM-6-L0G: Python-config-backup: Config save detected, TAC EEM-python stc

*Jan 25 19:23:42.885: %HA_EM-6-L0G: Python-config-backup:
TAC EEM pyt hon script finished with result:

Witing config-backup-2025-01-25_19 23_26.txt !

8746 bytes copied in 15.175 secs (576 bytes/sec)

Switch#

Switch#

nore fl ash: guest-share/ TAC-wite-nmenory-| og.txt
2025-01-25 19:23:26 : Wite nenory operation
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<#root>

Switch#

wite

Building configuration...

[OK]
Switch#

*Jan 25 19:25:31.439: %HA_EM-6-L0OG: Python-config-backup: Config save detected, TAC EEM-python stc

*Jan 25 19:26:06.934: %HA_EM-6-L0OG: Python-config-backup:

TAC EEM pyt hon script finished with result:

Witing config-backup-2025-01-25_19 25 36.txt % Connection tined out; renpte host not responding

%rror witing scp://*:*@0.31.121. 224/ confi g- backup-2025-01-25_19_25_36.txt (Undefined error)

Switch#
Switch#

Switch#
Switch#

nore fl ash: guest-share/ TAC-wite-nmenory-|og.txt
2025-01-25 19:23:26 : Write memory operation.

2025-01-25 19:25:36 : Wite nenory operation
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*Jan 31 18:57:37.852: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY

3. 24X TCN HE E JSON mof X% stod ChE A&l Al H| g LICt CHE 2 Python 23
2|

import os

import json

import cli

import re

from datetime import datetime

def main(Q):
# Get TCNs by running the CLI command to show spanning tree details
tcns = cli.cli("show spanning-tree detail")

# Parse the output into a dictionary of VLAN details
parsed_tcns = parse_stp_detail(tcns)

# Path to the JSON file where VLAN TCN data will be stored
file_path = '/flash/guest-share/tcns.json'

# Initialize an empty dictionary to hold stored TCN data
stored_tcn = {}

# Check if the file exists and process it if it does
if os.path.exists(file_path):
try:
# Open the JSON file and parse its contents into stored_tcn
with open(file_path, 'r') as f:
stored_tcn = json.load(f)
result = compare_tcn_sets(stored_tcn, parsed_tcns)

# Check each VLAN 1in the result and log changes if TCN dincreased
for vlan_id, vlan_data in result.items():



if vlan_data['tcn_increased']:

Tog_message = (
f"TCNs increased in VLAN {vlan_id} "
f"from {vlan_data['old_tcn']} to {vlan_data['new_tcn']}. "
f"Last TCN seen on {vlan_data['source_interface']}."

)

# Send log message using CLI

cli.cli(f"send log facility GUESTSHELL severity 5 mnemonics PYTHON_S

except json.JSONDecodeError:

print("Error: The file contains invalid JSON.")
except Exception as e:

print(f"An error occurred: {e}")

# Write the current TCN data to the JSON file for future comparison
with open(file_path, 'w') as f:
json.dump(parsed_tcns, f, indent=4)

def parse_stp_detail(cli_output: str):

Parses the output of "show spanning-tree detail" into a dictionary of VLANs and their TC

Args:
cli_output (str): The raw output from the "show spanning-tree detail” command.

Returns:
dict: A dictionary where the keys are VLAN IDs and the values contain TCN details.

vlan_info = {}

# Regular expressions to match various parts of the "show spanning-tree detail"” output
vlan_pattern = re.compile(r'A\s*(VLAN|MST) (\d+)\s*', re.MULTILINE)

tcn_pattern = re.compile(r'A\s*Number of topology changes (\d+)\s*', re.MULTILINE)
last_tcn_pattern = re.compile(r'last change occurred (\d+:\d+:\d+) ago\s*', re.MULTILINE
last_tcn_days_pattern = re.compile(r'last change occurred (\d+d\d+h) ago\s*', re.MULTILI
tcn_interface_pattern = re.compile(r'from ([a-zA-Z]+[\d+\/]+\d+)\s*', re.MULTILINE)

# Find all VLAN blocks in the output
vlan_blocks = vlan_pattern.split(cli_output)[1:]
vlan_blocks = [item for item in vlan_blocks if item not in ["VLAN", "MST"]]

for i in range(0, len(vlan_blocks), 2):
vlan_id = vlan_blocks[i].strip()

# Match the relevant patterns for TCN and related details

tcn_match = tcn_pattern.search(vlan_blocks[i + 1])

Tast_tcn_match = Tast_tcn_pattern.search(vlan_blocks[i + 1])
Tast_tcn_days_match = last_tcn_days_pattern.search(vlan_blocks[i + 1])
tcn_interface_match = tcn_interface_pattern.search(vlan_blocks[i + 1])

# Parse the TCN details and add to the dictionary
if last_tcn_match:
tcn = int(tcn_match.group(1))
last_tcn = Tast_tcn_match.group(1)
source_interface = tcn_interface_match.group(l) if tcn_interface_match else None
vlan_info[vlan_id] = {
"id_int": int(vlan_id),
"tcn": tcn,
"last_tcn": last_tcn,
"source_interface": source_interface,
"tcn_in_Tast_day": True



}
elif last_tcn_days_match:
tcn = int(tcn_match.group(1))
last_tcn = Tast_tcn_days_match.group(l)
source_interface = tcn_interface_match.group(l) if tcn_interface_match else None
vlan_info[vlan_id] = {
"id_int": int(vlan_id),
"tcn": tcn,
"last_tcn": last_tcn,
"source_interface": source_interface,
"tcn_in_Tlast_day": False

}

return vlan_info

def compare_tcn_sets(setl, set2):

Compares two sets of VLAN TCN data to determine if TCN values have increased.

Args:
setl (dict): The first set of VLAN TCN data.
set2 (dict): The second set of VLAN TCN data.

Returns:
dict: A dictionary indicating whether the TCN has increased for each VLAN.

tcn_changes = {}

# Compare TCN values for VLANs that exist in both sets
for vlan_id, vlan_data_1l in setl.items():
if vlan_id in set2:
vlan_data_2 = set2[vlan_id]
tcn_increased = vlan_data_2['tcn'] > vlan_data_1['tcn']
tcn_changes[vlan_id] = {
'tcn_increased': tcn_increased,
'old_tcn': vlan_data_1['tcn'],
'new_tcn': vlan_data_2['tcn'],
'source_interface': vlan_data_2['source_interface']
}
else:
tcn_changes[vlan_id] = {
"tcn_increased': None, # No comparison if VLAN is not in set2
'old_tcn': vlan_data_1['tcn'],
"new_tcn': None

}

# Check for VLANs 1in set2 that are not in setl
for vlan_id, vlan_data_2 in set2.items():
if vlan_id not in setl:
tcn_changes[vlan_id] = {
"tcn_increased': None, # No comparison if VLAN is not in setl
'old_tcn': None,
'new_tcn': vlan_data_2['tcn']

}

return tcn_changes

if _name__ == "_main__":
mainQ)



0| 00| M= Python 23 B ET TFTP MHHE ALE5+04 AL X0l SAFELICE.

<{froot>
Switch#

copy tftp://10.207.204. 10/ cat9k_tcn. py flash:/guest-share/cat 9k_tcn. py

Accessing tftp://10.207.204.10/cat9k_tcn.py...
Loading cat9k_tcn.py from 10.207.204.10 (via GigabitEthernet0/0): !
[OK - 5739 bytes]

5739 bytes copied in 0.023 secs (249522 bytes/sec)

2. EEM 23 2 EE MX|EfLIC} o] ofloll A EEM AFBIE 0| Ut {2 Python AT RIEE
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event manager applet tcn_monitor authorization bypass

event timer watchdog time 300

action 0000 syslog msg "TAC EEM-python script started."

action 0005 cli command "enable"

action 0015 cli command "guestshell run python3 /bootflash/guest-share/cat9k_tcn.py"
action 0020 syslog msg "TAC EEM-python script finished."
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<tfroot>

Switch#

nore flash:/guest-share/tcns.json

{

"0001": {
"id_int": 1,
"tcn": 20,

"Tast_tcn": "00:01:18",
"source_interface": "TwentyFiveGigE1l/0/5",
"tcn_in_Tlast_day": true

1,

"0010": {

"id_int": 10,

"tcn": 2,

"Tast_tcn": "00:00:22",



"source_interface": "TwentyFiveGigE1l/0/1",

"tcn_

b,

in_last_day": true

"0020": {
"id_int": 20,

lltcnll

2,

"last_tcn": "00:01:07",
"source_interface": "TwentyFiveGigE1l/0/2",

"tcn_

b,

in_last_day": true

"0030": {

"id_int": 30

"tcn":

1,

"last_tcn": "00:01:18",
"source_interface": "TwentyFiveGigE1l/0/3",

"tcn_

}
}

in_last_day": true

Switch#

guestshell run python3 /fl ash/ guest-share/cat9k_tcn. py

Switch#

*Feb

17 21: 34:45.846: Y%UESTSHELL- 5- PYTHON_SCRI PT: Message fromtty73(user id: shxUnknownTTY): TCN

Switch#
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<tfroot>

*Feb
*Feb

TCNs

*Feb
*Feb
*Feb
*Feb
*Feb

TCNs

*Feb
*Feb

17 21:56:23.563: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
17 21:56:26.039: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

increased in VLAN 0030 from3 to 5. Last TCN seen on TwentyFi veG gE1/0/3

17 21:56:26.585: %HA_EM-6-L0G: tcn_monitor: TAC EEM-python script finished.
17 22:01:23.563: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
17 22:01:26.687: %HA_EM-6-L0OG: tcn_monitor: TAC EEM-python script finished.
17 22:06:23.564: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
17 22:06:26.200: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

increased in VLAN 0030 fromb5 to 9. Last TCN seen on TwentyFi veG gE1/0/3

17 22:06:26.787: %HA_EM-6-L0OG: tcn_monitor: TAC EEM-python script finished.
17 22:11:23.564: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.



*Feb 17 22:11:26.079: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs increased in VLAN 0030 from9 to 12. Last TCN seen on TwentyFi veG gE1/ 0/ 3

*Feb 17 22:11:26.686: %HA_EM-6-L0OG: tcn_monitor: TAC EEM-python script finished.

el 3

rk

« Cisco 10S XE Cupertino 17.9.x0| T2 agQ 7|5 ZAu|T2|0|M 71 0|= (& AAE M)

« EEMO| 2 AtR| 3/ R85t AJZIE 0|5}
+ Cisco Catalyst 9000 Series 22| %|2| OfZ Z[7{0|M SAE! B



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_guestshell.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_guestshell.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xe-16/216091-best-practices-and-useful-scripts-for-ee.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xe-16/216091-best-practices-and-useful-scripts-for-ee.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
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