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SISF AQAX| S 2ot 7S
TCAM E{LE| LIE =48 022
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o ESMEER CLIo| 2{X[2ts 07t L& E = USGLICHE, &2 otH). (show

platform soft fed switch <number|active|standby> matm macTable CH show platform soft
fed active matm macTable).

74

Zuaefold 27 At 2 ei&Lich

<{froot>

Switch#

show pl atform software fed switch active matm nmacTabl e vl an 100 rmac 9c54. 1631. 8bdl

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle riHand1

100



9c54. 1631. 8bd1l

Ox1

248 0 0

0x7f 7490c93bd8

0x7f 7490c73d98

0x0

0x7f 7490a4e108

300 8

TenG gabit Et hernet2/1/1

Yes

Asic: O

htm-handle = 0x7f7490c80ce8 MVID = 5 gpn = 1

SI = Oxb6 RI = Oxla DI = 0x537d
DI = 0x537d pmap = 0x00000000 0x00000000
Asic: 1

SI = Oxb6 RI = Oxla DI = 0x537d

DI = 0x537d pmap = 0x00000000 0x10000000 pmap_intf : [TenG gabit Et hernet 2/ 1/ 1]

This is a snippet from the bottom of the output of

show platform software fed switch active nmatm macTabl e

to showcase the classification of

Type

to help indicate how the



Mac Address

is being learned on the

Swi t ch:
Type:
VAT DYNAM C_ADDR 0x1

MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION
MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR

MAT_LISP_REMOTE_ADDR 0x1000000 MAT_VPLS_ADDR

<tfroot>

Switch#

show mac address-tabl e address 9c¢54. 1631. 8bd1l

Mac Address Table

Vlan Mac Address Type Ports

100 9c54. 1631. 8bd1l DYNAM C Te2/1/1

Total Mac Addresses for this criterion: 1

0x200000
0x2000000

Lo 2 |0S MATMS

0x4 MAT_
0x20 MAT_IPMULT_ADDR
0x200 MAT_NO_PORT
0x2000 MAT_DOT1X_ADDR
0x20000 MAT_OPQ_DATA_PRESENT
MAT_MSRP_ADDR
MAT_LISP_GW_ADDR

<--- What

<o - -

DISCARD_ADDR

| OS Mat m sees

Showcases whi ch vl an,

0x8

0x40 MAT_RES
0x400 MAT_DRO
0x4000 MAT_ROU
0x40000 MAT_WIR
0x400000 MAT_LIS
0x4000000

golstes We 2 AIEE|X|EH FEDOIM X

how its | e:



StEQof Z2 ey 1I0S Z2 e

<#froot>

Switch#

show platformsoftware fed switch active matm nacTabl e vlan 100 mac 9c54. 1631. 8bdl detai l

o

Type Seq# EC_Bi Flags

| 2 UXIE #lFLIct

machandle

siHandTe

riHandl

9c54. 1631. 8bd1l

Ox1

248 0

0x7f 7490c93bd8

0x7f 7490c73d98

0x0

Ox7f 7490a4e108

300

5

Detailed Resource Information (ASIC_INSTANCE# 0)

Number of HTM Entries:

Entry 0: (handle 0x7f7490c80ce8)

Absolute Index:
Time Stamp: 5

Yes

KEY - vlan:5 mac:0x9c5416318bd1l 13_if:0 gpn:125 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0
MASK - vlan:0 mac:0x0 13_if:0 gpn:0 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home
SRC_AD - need_to_Tlearn:0 1rn_v:0 catchall:0 static_mac:0 chain_ptr_v:0 chain_ptr: 0 static_entry_v:0 au
DST_AD - si:0xb6 bridge:0 replicate:0 blk_fwd_o:0 v4_rmac:0 v6_rmac:0 catchall:0 ign_src_1rn:0 port_mas



Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xb6]

RI = Oxla

DI = 0x537d
stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: CD

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [0xb6]

RI = Oxla

DI = 0x537d
stationTableGenericLabel = 0
stationFdConstructionLabel = 0Ox7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 0)

Destination index = 0x537d

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =

ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

Detai |l ed Resource | nformation (ASIC_| NSTANCE# 1)

Destinati on i ndex = 0x537d
pmap = 0x00000000 0x10000000

prmap_intf [ Tend gabi t Et her net 2/ 1/ 1]
cmi = 0x0
rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [0]

< - -

< - -

Note the ASIC Instance # as it

i s based

Port map interface is |earned correctly



ctilLo0 =
ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

ZF 9| active TLE 0|
E Ao /U=

I0S MATMO{IA H% Mac A &t&

0| odofl A= Switch SVI Mac AddressE Al

<ttroot>

Switch#

show run interface vlan 100

Building configuration...

Current configuration : 82 bytes
!

interface WVl an100
i p address 192.168. 1.2 255.255.255.0

end

Switchk#

show i nterface vlan 100

VI an100 i s up

, line protocol 1is up , Autostate Enabled

Hardware is Ethernet SVI, address is 706b. b929.f 751

A= CIE{H 0| A0 CHSH detailed BHES
4 ZE WM OIEIH|0|A E348 £ AI5HK|

s
ot &Lch.

R[2H QlE{m| oA 7} Ct

<--- Verify SV

C(



bi a 706b. b929. f 751

<--- Mac Address assigned to SVI 100 by the Switch

Internet address is 192.168.1.2/24
<snippet>

Switch#

show mac address-tabl e address 706b. b929. f 751 <--- Verify macTz

Mac Address Table

Vlan Mac Address Type Ports

100 706b. b929. f 751 STATIC V1 100

Total Mac Addresses for this criterion:

FED MATMS| E* Mac &4 =&

<#root>
Switch#
show platform software fed switch active matm nmacTabl e vlan 100 <--- Verify nmacTal
VLAN  MAC Type Seq# EC_Bi Flags machandle siHandle riHandl1
100 706b. b929. f 751 0x8002

0 0 64 0x7fc210e57908 0x7fc210cb7d78 0x0 0x0



VI an100

Yes

100 0027.90be.20d1 0x101 192 0 64 0x7fc210cdc058 0x7fc210cd6da8 0x0

Total Mac number of addresses:: 2

Summary:

Total number of secure addresses:: 0

Total number of drop addresses:: 0

Total number of 1lisp local addresses:: 0

Total number of lisp remote addresses:: 0
*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)

Type:
MAT_DYNAMIC_ADDR 0x1
MAT_STATI C_ADDR 0x2
MAT_CPU_ADDR 0x4 MAT_DISCARD_ADDR 0x8
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR 0x40 MAT_RES
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400 MAT_DRO

<--- Note 0x8000 + 0Ox2 == 0x8002 ---> Routed Address that is Statically assigned on the Switch (SVl)

MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION  0x2000 MAT_DOT1X_ADDR 0x4000
MAT_ROUTER ADDR 0x8000

MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR  0x20000 MAT_OPQ DATA_PRESENT  0x40000 MAT_WIR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000 MAT_LIS
MAT_LISP_REMOTE_ADDR 0x1000000 MAT_VPLS_ADDR 0x2000000 MAT_LISP_GW_ADDR 0x4000000

S

o AX|0|M MMHE SVIE BFRE|IE FA0|2 2 diHandleO| §i&LICH

MATMS| EVPN Mac &4 &t&

A 1 EVPNOI CHEF REAIEH LHE 2 BGP EVPN VXLAN 711|280 710|EE & ZESHAIA|



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html

o

<{froot>

Switch#

show pl atform software fed switch active matm macTabl e vl an 201

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle riHand1
201 0006.f601.cd42 Ox1 32436 0 0 0x71e058dc3368 0x71e058655018 0x0
201 0006.f601.cd01 Ox1 32437 0 0 0x71e058dae308 0x71e058655018 0x0
201
0006.f617. ee81 0x1000001 0 0 64

0x71e059191ee8 0x71e058e11468

0x71e058ef 0d18
0x0 0
5335175 VTEP 172.16.255.4 adj_id 1376
No
Total Mac number of addresses:: 4
Summary:
Total number of secure addresses:: 0

Total number of drop addresses:: 0
Total number of Tisp local addresses:: 0

Total nunber of |isp renpte addresses:: 2 <--- Renptely | earned addresses from E\

*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)

Type:
MAT_DYNAM C_ADDR ox1

MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR 0x4 MAT_DISCARD_ADDR 0x8
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR 0x40 MAT_RES
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400 MAT_DRO

MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION 0x2000 MAT_DOT1X_ADDR 0x4000 MAT_ROU


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/vxlan/b_179_bgp_evpn_vxlan_9300_cg/bgp_evpn_vxlan_overview.html

<--- Note 0x1000000 + Ox1 == 0x1000001 ---> Mac Address renotely |earned Dynamically via EVPN

MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ_DATA_PRESENT  0x40000 MAT_WIR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000 MAT_LIS

MAT_LI SP_REMOTE_ADDR 0x1000000

MAT_VPLS_ADDR 0x2000000 MAT_LISP_GW_ADDR 0x4000000

£ 1: EVPN Type Z2i|1= LISP Mac LearningZt & & MAT_LISP_REMOTE_ADDR £
H

HES3 A2 =A|

0| oflofl A= 2 C9300-48UNS| ALY K| ABHE AFREILICH 047|A SVI 1002 HIEXF S| L3 HIOIE
Qolo|d ctS1t ZHo| RHA| Mac F+A7F SHIZ2H Z2 2 Z|X| &Lt

il

Fx|7F AR %| 20| ZEO A4

.
M

H

o« AALCIHIO|IATF ALK 12| ZEO| A=

0%
oA

« SVI 1002 HO|ES 0|

o &A CIHO|AOIAM CHA C|HFO|AO]| CHEF 42 RS (ICMPE EHIAEO AFEE)

.,

o CHA Ex|7F ALK 10 1EL|H 40| S| ELICH
CHAF Zx|2| IP ARP 2! Mac T4 &0l

Switch#show ip arp 192.168.1.3 Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.1.3 6 9¢54.1631.8bd1 ARPA VIan100 <— Vlan 1000|A4 ARP7} 2HIE2H| 2=

Switch#show mac add address 9¢54.1631.8bd1 Mac Address Table
---- Vlan Mac Address Type Ports ---- 100 9¢54.1631.8bd1 DYNAMIC Te2/1/1

<— |0S Programmed Destination Mac Address correctly Total Mac Addresses for this criterion: 1

SHMX| ClHio|A0f A& ZEO|A o|EA & R1TBA Eei= =el

0%
Mok
1>
30
|0
32

Sofl =

aef|A Egi=o| 20|=5 st AULICH O] X2 EPC

kO

21
— 1L

A
rir



o| ool M= ICMP EBf=EIS Al23tL|C).

Switch#monitor capture tac 2IE{H| O|A Te2/1/1 2F 2E A|2H 0t LR
<CHZ| AlZh>

AL x#2LIE] %] tac K|

Switch#show monitor capture tac buffer brief | i ICMP

908 4.969635 192.168.1.2 -> 192.168.1.3 ICMP 114 Echo (ping) request id=0x0008, seq=0/0,
ttI=255 909 4.970165 192.168.1.2 ICMP 118 Echo (ping) reply id=0x0008, seq=0/0, ttl=254
(request in 908). <— EPC £7|0|& EE{Z M 122l A(ingress)7t EAIZI2 2 CHal ClHEO[ A0
SHIE2H SEHELICH 910 4.970425 192.168.1.2 -> 192.168.1.3 ICMP 114 0 Z(ping) 27
id=0x0008, seq=1/256, ttI=255 911 4.970724 192.168.1.3 -> 192.168.1.2 ICMP 118 0| Z(ping) S
£t id=0x0008, seq=1/256, ttI=254(9102| 273) 912.970889 192.168.1.2 -> 192.168.1.3 ICMP 114
0l = (ping) 27 id=0x0008, seq=2/512, ttI=255 913 4.971211 192.168.1.3 -> 192.168.1.2 ICMP
118 01| 2 (ping) S id=0x0008, seq=2/512, ttI=254(9122| 274) 914.971436 168.1.2 - 1> ICMP
114 0| 2 (ping) 73 id=0x0008, seq=3/768, ttI=255 915 4.971558 192.168.1.3 -> 192.168.1.2
ICMP 118 0| 2 (ping) & id=0x0008, seq=3/768, ttI=254(9142] 273)

Ureh £2HT0| RPMIEH 2 20l

Switch#show monitor capture tac buffer &AM & | Q! 909 A|ZF THZ! EA| AIEF ... Ctrl +
Shift + 62 =2 Zoi 12 SE&LICH 118 bytes on wire(944H|E), /tmp/epc_ws/wif_to_ts_pipe
QIE{H| 0| A0 A 118 HIO|E Z4%{(944H|E), id 0 QIE{H| O|A id: O (/tmp/epc_ws/wif_to_ts_pipe) 2!
E{H|O|A O|&: /tmp/epc_ws/wif_to_ts_pipe ZiE=3st F&: Ol (1) =& AlZt: 202414 42 19
19:14:13.044770000 UTC [O] THZ! Q| A|Zt ¥4Z5: 0.000000000%] of| 2 3 AlZt:
1713554053.044770000% 0| ZH&{El EHI‘?:!P_I AlZt 2 E}: 0.000000000%] [O|F0l| EAIE =2
oIOI Az "E}: 0.000000000%] [ = = & #m| TR 0|F AlZH: 0.000000000%] Z |
5.1 Z2| Z0|: 118HI0|E(944H|E) Z§X{ Z0[: 118HI0|E(944H|E) [Z T 0| E A|E: False]
[£E1|°'0| S AIEILICH False] [ZRIQ] Z 2 E Z: eth:ethertype:vlan:ethertype:ip:icmp:data] 0|
S, AA:9¢:54:16:31:8b:d1(9¢:54:16:31:8b:d1), L& 70:6b:b9:29:f7:51 (70:6b:09:29:f7:51) <—

O] A4 macO| 192.168.1.3 CHA Q| arp &= / macTable0l|l A ¢|2o] =241 & x|5t= K| & QIEL|CE
70:6b:b9:29:f7:51 (70:6b:b9:29:f7:51) <— O| DMAC(CH& Mac F4)7t HO|EL0l(SVI 100) F

o} Yx|5t=K| &QIgHLICt. 70:6b:09:29:f7:51 (70:6b:b9:29:f7:51) .... .0. ... ... .... ... = LG H|E: T
HA IR FAEE ZIEA)... .0t s = |G H|E: 71 —’.Sﬁ:(TrI—I?H/\E)A/\-
9c:54:16:31:8b:d1 (9¢:54:16:31:8b:d1) FA: 9¢:54:16:31:8b:d1 (9c 54:16:31:8b:d1) .... ..0. .... ..
........ =LGHIE: MY 1/ FASEBE 7IE&).... .00 o oo ... = IG H|E: 7HEH "A(WLHHAE)

Switch#show interface vlan 100 VIan1000| 2t &3t 29l T2 E Z0| 2 &3l 11, Autostate
Enabled 3t=%J|0{7} O|HY! SVIO|ZL, A7} 706b.b929.f751(H|0} 706b.0929.f751) ILICtH <—
ICMP 2|4l OIE{H = A 0| DMACSF Y X|EFLICH 192.168.1.4/24

SVI 1002| Mac &4 &0l



Switch#show mac address-table address 706b.b929.f751 Mac Address Table
---------------- Vlan Mac Address Type Ports ---- <— 10804l SVI 100 Mac 27}
Med Z2 3 EIX| LS (07Xl &£

Switch#show platform software fed switch active matm macTable vlan 100 mac 706b.b929.f751
VLAN MAC 3 Seq# EC_Bi Flags machandle siHandle riHandle diHandle *a_time *e_time ports
Con

100 706b.b929.f751
0x80 64 0x7fc210e57908 0x7fc210cb7d78 0x0 0x0 0 0 VIan1010 Yes======platform details
====== Asic: 0 <— A|X| 1(HE|E)2| Matm0il SVI 100 MACO| SHIZ2H ZZ 3R &LICH.
htm-handle = 0x7fc210cb9e68 MVID =5 gpn = 1 SI = 0x2d RI = 0x1 DI = 0x5234 Asic: 1 Sl =
0x2d RI = 0x1 DI = 0x5234

S

Iy ExI7F 221x[ 10] AZ2E [ ¢Z0| S#=lE 0lF= MATMO| AL2{x| 201 H|5H
04M35| McHz Z2 Y =IA7| = Lt

Switch#show platform software fed switch 2 matm macTable vlan 100 mac 706b.b929.f751 &
Mac T4 £=: 0 <— A2|%| 29| Matm0il SVI 100 MAC Z2 3 29t0| gi&LICt & 2ot T4

OB MM FLF0BIlspEEFL 08 lisp B8 FL =

o474

ol
=

—

rio

7+ A

or
rot
Bi]

MATM stE9J0] 2|AA &9|

Mac F4& Z2IPHUS BEsHE AQIRI SHERI0] BlAAT ATIEIM O 014 FAE SaE + ¢

&LCH

Switch#show platform hardware fed switch active fwd-asic resource tcam utilization Code: EM -
Exact_Match, | - Input, O - Output, 1O - Input & Output, NA - ASICO| CH3H 248 & 4= 1= CAM A}
ZE [0] HIO|E 5t 7 Dir 2|CH AFEE %Used V4 V6 MPLS 7|E}
Mac =4 E{|O0|2 EM | 32768 31788 97.01% 000
000031788 <— 95% 0|4t 2| Zt 3t7| Mac F4 E|O|€ TCAM | 1024 199.51% 0000 0 1019 L3
HE|FHAE EM 18192 0.00 I3 HE|FHAE TCAM 15129 1.76% 36000 L2 HE|FHAE EM |
819200.00% 0000 L2 HE|FHAE TCAM 151211 2.15% 3800 IP B H|O|E EM | 24576 3
0.01%2010IP ZZ E|O|E TCAM 18192 190.23% 6 10 2 1 QOS ACL TCAM IO 5120 85.66%
2838019 TCAM 145 0.88% 1520 0 10 TCAM O 40 0.78% 13 18 0 9 £ ACL TCAM 10 5120
131 2.56% 26 60 0 45 TCAM 188 1.72% 12 36 0 40 TCAM O 43 0.84% 14 24 0 5 Netflow ACL
TCAM 1256 2.34% 22 02 PBR ACL TCAM | 1024 36.52% 30 0 0 Netflow ACL TCAM O 768
0.78% 2 2 0 2 Flow SPAN ACL TCAM 10 1024 131.27% 36 04 TCAM150.49% 12 02 TCAM
080.78% 2402 ZHEE Z2(2 TCAM 1512 2 290 56.64% 138 106 0 46 E{'& S =Z TCAM 1 5120




3.91% 812000 Lisp Inst & TCAM 12048 1 0.05% 0001 £29F 244 TCAM 1 254 1.56% 22 0
0 0 CTS Cell Matrix/VPN Label EM O 8192 0.00% 00 0 0 0 CTS Cell Matrix/VPN Label TCAM O
51210.20000 1 EctO|E H|O|E EM 14096 0.00% 000000 2c+0|21E E{|0|€ TCAM |
256 0.00% 00000 2§ 21&F LE TCAM 11024 0.00% 000 £33 1 & LE TCAM O 1024 0.00% 0
000000 Macsectcam125620.78% 000 2

| A A0 CHEF KM LHE 2 Catalyst 9000 AR x|2| 5tEQ|0] 2[AA 0]
I

MATM Syslog 2/

MATM 21 H|A| K| o] = xhoq

MATM-3-MAX_ENTRIES: A2
x| 1 FO/O: fed: ZIC MAC T4
ol EEM&LICH32768

it}

MA HA

AQX|AM &&Bt Mac TAQ| &2 =lLCt.
- HEQ3 R UHE Ao, X7 sHEAZ|H StERo ElAATF ZhA ST A0l
Mac & &0| A& EL|CH

- HESZ &0l &2 DIXIH H 2 st=Ho| F 2 71 2 2XIE AASELICH (od:
C93000i= %|CH 32768712 Mac =47t AU X[BF C9500H01 = =[CH 82,0007H7} UZ)
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