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<ffroot>

switch(config-device-tracking)#

?

device-tracking policy configuration mode:

data-glean binding recovery by data traffic source address
gleaning

default Set a command to its defaults

destination-glean binding recovery by data traffic destination address
gleaning

device-role Sets the role of the device attached to the port

distribution-switch Distribution switch to sync with

exit Exit from device-tracking policy configuration mode

Timit Specifies a Timit

medium-type-wireless Force medium type to wireless

no Negate a command or set its defaults

prefix-glean Glean prefixes in RA and DHCP-PD traffic

pr ot ocol Sets the protocol to glean (default all) <--

security-level setup security level

tracking Override default tracking behavior

trusted-port setup trusted port

vpc setup vpc port

switch(config-device-tracking)#

protocol ?

arp Glean addresses in ARP packets
dhcp4 Glean addresses in DHCPv4 packets
dhcp6 Glean addresses in DHCPv6 packets
ndp Glean addresses in NDP packets
udp Gleaning from UDP packets
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<#root>
tracking enable reachable-lifetime <second/infinite>

<-- how long an entry is kept reachable (or keep permanently reachabl e)

tracking disable stale-Tifetime <seconds/infinite>

<-- how long and entry is kept inactive before deletion (or keep permanently inactive)
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Tel1 Tel/1N

lgi1/0/1 lgi1/0/2

VLAN 10 (10.10.10.0/24)

Client 1 Client 2
10.10.10.100/24 10.10.10.101/24
oLs

7|2 SISF ZAL|a2|o|M2 HMHA ZEE &5t 9300 AR 2R MAHEEIRKRID, o4 E|=
SISF £232 MHES7| ?ls EHI ZE| AFSX XH HAO| MEEIR&LICE
A 2{%| 9300-1:
<#root>
9300-1#

show runni ng-config interface G gabitEthernet 1/0/1

Building configuration...

Current configuration : 111 bytes
!

interface GigabitEthernetl/0/1
switchport access vlan 10
switchport mode access

devi ce-tracki ng <-- enable default SISF policy

end
9300-1#

9300-1#

show runni ng-config | section trunk-policy



devi ce-tracking policy trunk-policy <-- custom policy
trust ed- port <-- custom policy paraneters
devi ce-role switch

<-- custom policy paraneters

no protocol udp
9300-1#

9300-1#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- enable custom SISF policy

end

A R]%| 9300-2:

<#root>
9300-2#
show runni ng-config interface G gabitEthernet 1/0/2

Building configuration...

Current configuration : 105 bytes
|

interface GigabitEthernetl/0/2
switchport access vlan 10
switchport mode access
device-tracking

<-- enable default SISF policy
end
9300-2#

show runni ng-config | section trunk-policy



devi ce-tracking policy trunk-policy <-- custom policy

trusted- port <-- custom policy paraneters

device-role switch

<-- custom policy paraneters

no protocol udp
9300-2#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
!

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- custompolicy applied to interface

end

CHe TS MBS0l S E HME HEY £ AsLic

show device-tracking policy <policy name>
show device-tracking policies
show device-tracking database

A 2| x| 9300-1:

<tfroot>

9300-1#

show devi ce-tracking policy default

Device-tracking policy default configuration:
security-Tlevel guard

devi ce-rol e node <--

gleaning from Neighbor Discovery



gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Tar get
Type
Pol i cy
Feature
Target range
G1/0/1
PORT
def aul t

Devi ce-tracking

vlian all

9300-1#
show devi ce-tracking policy trunk-policy
Device-tracking policy trunk-policy configuration:
trust ed- port <--
security-Tlevel guard
device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure

Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking



vlian all
9300-1#

9300-1#

show devi ce-tracking policies

Target Type Policy Feature Target range
Tel/1l/1 PORT trunk-policy Device-tracking vlan all
Gil/0/1 PORT default Device-tracking vlan all
9300-1#

show devi ce-tracki ng dat abase

Binding Table has 1 entries, 1 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age
ARP 10. 10. 10. 100 98a2. c07e. 7902 G1l/0/1 10 0005 8s
9300-1#
A 2[X[ 9300-2:
<#root>
9300-2#

show devi ce-tracking policy default

Device-tracking policy default configuration:
security-level guard

devi ce-rol e node <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure

state

REACHABLE



Target range

G 1/0/2

PORT

def aul t

Devi ce-tracking
vlan all

9300-2#

show devi ce-tracking policy trunk-policy

Device-tracking policy trunk-policy configuration:

trust ed- port <--
security-Tlevel guard

device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn

PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure

Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking

vlan all
9300-2#

9300-2#

show devi ce-tracking policies

Target Type Policy
Tel/1/1 PORT trunk-policy
Gil/0/2 PORT default
9300-2#

show devi ce-tracki ng dat abase

Feature Target range
Device-tracking vlan all
Device-tracking vlan all



Binding Table has 1 entries, 1 dynamic (Timit 200000)
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age state
ARP 10. 10.10.101 98a2. c07e. 9902 G 1/0/2 10 0005 41s REACHABLE
9300-2#
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<#root>

Ethernet 1T,

Src: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

, Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)

<-- Probe source MAC is the BIA of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76:63:¢c6)
Address: Cisco_76:63:c6 (00:41:d2:76:63:¢c6)
B O D LG bit: Globally unique address (factory default)
..0 ... IG bit: Individual address (unicast)

Source: ¢0:64:e4:cc:66:02 (c0:64:e4d:cc:66:02)


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
S O LG bit: Globally unique address (factory default)
.0 ..., IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 0.0.0.0 <-- Sender IPis 0.0.0.0 (default)

Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target | P address: 10.10.10.101 <-- Target IPis client IP
=L S
ZZHO| ZAEPC OIS FAE ASSHTSE ZELE FHELICE Ol CFS YHoz +¥E
+ ALt

"Keep-Alive" ZTZ2EO| XI& AA

AA P2 0.0.0.0 AH2 2 £0|24™ "keep-alive" Z2 0| LY XI5 AAE T AEHLICEH

device-tracking tracking auto-source fallback <IP> <MASK> [override]

auto-source BHE MEE o] =2l= Cta 20| ZHsELICt.

<#root>

device-tracking tracking auto-source fallback 0.0.0.253 255.255.255.0 [override]

<-- Optional paraneter

1. 2AT7F e A VLAN SVIZ MEghL|Ct
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<#root>

swi tch(confi g)#devi ce-tracki ng tracki ng auto-source fallback 0.0.0.253 255.255.255.0 <-- it uses .253 f

<#root>
Ethernet II, Src: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02), Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)
<-- Probe source MAC is the BIA of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76: 63: c6)

Address: Cisco_76:63:c6 (00:41:d2:76:63:c6)
T LG bit: Globally unique address (factory default)
.0 ..., ..., ... ... = IG bit: Individual address (unicast)

Source: c0:64:e4d:cc:66:02 (c0:64:e4:cc: 66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
..0. ... LG bit: Globally unique address (factory default)
.0 ..., IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 10.10.10.253 <-- Note the new sender IP is now usingt
Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target | P address: 10.10.10.101
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A E 9 <|P> <MASK> [override] 01| CHEH MH:
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device-tracking tracking auto-source fallback 0.0.0.1 255.255.255.0 override

E IP=10.152.140.25

IP =0.0.0.1

OtA3 =24
22 342 F RESE LhgLh

1.10.152.140.25 & 255.255.255.0 & &

10.152.140.25 = 00001010.10011000.10001100.00011001
AND
255.255.255.0 = 11111111.11111111.11111111.00000000
RESULT
10.152.140.0 = 00001010.10011000.10001100.00000000
XtoA.
= =

2.10.152.140.0 == 0.0.0.1

10.152.140.0 = 00001010.10011000.10001100.00000000
OR
0.0.0.1 = 00000000.00000000.00000000.00000001
RESULT
= 00001010.10011000.10001100.00000001

10.152.140.1

of|2FEl IP = 10.152.140.1



of k=l [P = (10.152.140.25 Y 255.255.255.0) | (0.0.0.1) = 10.152.140.1
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interface vlan <vian>
ipv6 enable
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<#root>
device-tracking policy DT_trunk_policy

trust ed- port
device-role switch

interface <interface>
device-tracking policy

DT_trunk_policy

ClHIO|A =X £ J7t5 AlZHo| L1 ®S
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no device-tracking binding reachable-time <seconds>

Meraki 201 22 Y El AL|X|(CPU 7} & ZE EBHA|)
2A
A Q| %|7F Meraki Cloud Monitoring 20| 2 22 k| siE E2 HE ™ CIHIO|A FX HAMG A

%I‘ |__| |_—_|.

device-tracking policy MERAKI_POLICY
security-level glean

no protocol udp

tracking enable
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<#root>
switch#

show i nterfaces port-channel 5

BB

oo|- il o

Port-channel5 1is up, 1line protocol is up (connected)

<omitted output>
Input queue: 0/2000/0/

112327
(size/max/drops/
flushes

); Total output drops: 0

<-- we have many flushes

<omitted output>

switch#

show process cpu sorted

CPU utilization for five seconds:

PID Runtime(ms) Invoked
572 1508564 424873
105 348502 284345
&2 M

2 E H| of|x| 2/E{m|o|A0f CFS

configure terminal
device-tracking poTlicy NOTRACK
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

no protocol udp

exit

interface <interface>
device-tracking poTlicy NOTRACK
end
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minute: 22%; five minutes: 22%
IMin 5Min TTY Process

8.73% 8.95% 0 SISF Main Thread

2.03% 2.09% 0 Crimson flush tr
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Server A Server B

IP 10.0.0.1
|

IP 10.0.0.2
MAC 10b3.d5a9.bdof

MAC 10b3.d5a9.bd9f

Gi1!0>_ 4!0}'2

Cat9K switch

Gi1/0/3

=gl P 10003

[
Server C
SISF 4
<ttroot>
switch#

show run | sec | PDT_POLI CY

device-tracking policy IPDT_POLICY
no protocol udp
tracking enable

switch#

show devi ce-tracking policy | PDT_POLI CY

Device-tracking policy IPDT_POLICY configuration:
security-level guard <-- default node

device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6



gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
tracking enable
PoTlicy IPDT_POLICY 1is applied on the following targets:

Target Type Policy Feature Target range
G1/0/1 PORT | PDT_PQLICY Devi ce-tracking vl an al
G 1/0/2 PORT | PDT_PQLICY Devi ce-tracking vl an al

SISF Ci[O|E{H| 0| &

<tfroot>
switch#

show devi ce-tracki ng database

Binding Table has 2 entries, 2 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan privl
ARP 10.0.0.3 10b3. d659. 7858 G 1/0/3 10 0005
ARP 10.0.0.1 10b3. d5a9. bdof G1l/0/1 10 0005

<#root>
ServerA#

ping 10.0.0.3 source 10.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ServerA#

ping 10.0.0.3 source 10.0.0.100 <-- entry for 10.0.0.100 is not on SISF table

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.100

ag



i 7tsH E|lAE MH B.
10.0.0.2 is not on SISF table

<#root>

ServerB#

ping 10.0.0.3 <-- entry for
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:

Type escape sequence to abort.

<#root>
switch(config)#
devi ce-tracki ng | oggi ng

23

<ttroot>

switch#
show | oggi ng

<omitted output>
%SISF-4-PAK_DROP: Message dropped
1 P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I1/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped
| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I1/F=G 1/0/1

%SISF-4-PAK_DROP: Message dropped

P=ARP Reason=Packet accepted but not forwarded
| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof



I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
<omitted output>
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft |P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New I/F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof



I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2
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<#froot>

switch(config)#interface gigabitEthernet 1/0/1
switch(config-if)#

no device-tracking attach-policy |PDT_POLICY
switch(config-if)#interface gigabitEthernet 1/0/2
switch(config-if)#

no device-tracking attach-policy |PDT_POLICY

SM 2: CIHIO|A £ X MMM ZZ2EE arp ZALE H|[7HEHLIC.

<tfroot>

switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

no protocol arp

£ glean2 2 BHZAEELIC}H

M4

=M 3: IPDT_POLICYS| £ 0ot ==

<ttroot>

switch(config)#device-tracking policy IPDT_POLICY



switch(config-device-tracking)#

security-level glean

e e

rkl

Cisco |I0S XE Bengaluru 17.6.x(Catalyst 9300 A2|x|) 2ot A MHM: AQX| EF Hot

7 = Ad

o Hot A MM, Cisco IOS XE Cupertino 17.9.x(Catalyst 9300 2| x|): AL|x| E&F Hot
7 = __l.LA-|

« Cisco Catalyst 9000 Family Switch SISF(Integrated Security Features) B4 Ad

« Cisco H{1 ID CSCvx75602 - AR 20| L ND 2iA|e] SISF HIZ 2| &=

« Cisco H{1 ID CSCwf33293 - [EVPN SISF] EVPN + DHCPE Ar&3t04 IPv4/Vv60d| CHEH |5t

FA2he 2HEHE o TR A8 RIH wHeLIT

« Cisco {1 ID CSCvq22011 - IOS-XEE IPDT7F ARPOIM 7|2 ARP &2 A gLct.

« Cisco B{1 ID CSCwc20488 - vlan/eviZ 255712| oAl ZE A&t

- Cisco {1 ID CSCwh52315 - 9300 AQ|x|= ZEO IPDT 0| /2 [ ARP SE2 ArK]|
ghlct

« Cisco H{1 ID CSCvd51480 - IP dhcp A& & C|HIO|A F2 HIQIE A



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/configuring_sisf_based_device_tracking.html#task_zzh_5x4_1fb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/configuring_sisf_based_device_tracking.html#task_zzh_5x4_1fb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/configuring_sisf_based_device_tracking.html#task_zzh_5x4_1fb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_sisf_based_device_tracking.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_sisf_based_device_tracking.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_sisf_based_device_tracking.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_sisf_based_device_tracking.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/white-paper-c11-743346.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/white-paper-c11-743346.html
https://tools.cisco.com/bugsearch/bug/CSCvx75602
https://tools.cisco.com/bugsearch/bug/CSCwf33293
https://tools.cisco.com/bugsearch/bug/CSCvq22011
https://tools.cisco.com/bugsearch/bug/CSCwc20488
https://tools.cisco.com/bugsearch/bug/CSCwh52315
https://tools.cisco.com/bugsearch/bug/CSCvd51480
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