Catalyst 9000 Series £ 2|%|0{|A BGP EVPN
Protected Overlay Segmentation 7%

HH7=| K-I_I?I_
Int=wil= A;EH
S A2 e
23E HapE 88

t515] T 2lElo

EZZ2 Clojo{aZ
RT2(Route-Type 2) Ct0[0{71 24
RT3(Route-Type 3) C}0[0{ 724
ARP(Address Resolution) C}0[0{ 124
TS Ze|=)
HE2{3 clolo{azt

Leaf-01(7|& EVPN T4

CGW(Z|& 74
&ol(etxs] Zal=)
EVIME M2
E2ZRT2 MM(EZH SAENMRT2)
HZART2 81& (7|2 HO|EQO| RT2)
ZA(EEoR Hp|)
HE 2|3 Ctolo{a 3

Leaf-01(7|& EVPN T4

cow(7|E 74
EolREMoZ Ha|)
EVIME HE
E2ZRT2 MM(2Z 3 AE0A RT2)

HZA RT2 & (712 HOIESI0| RT2)
CGW 7|2 Ho|EQI0| MFAHEIZ

EED MATM(Z2[X)
SISF(CGW)



10S MATM(CGW)

E'_H sHZd
ARP(Address Resolution)
CGW RT2 HO|E0| HEAt

IE'A-{ =y

TACE 2|5l £ %5 o2

O] 2 Mol M= Catalyst 9000 Series A 2{%|0{A{ BGP EVPN VXLAN Protected Overlay
Segmentationg T345t= {0l CHaH ABEELICH.

AE QT AE
QLT A
CtZ FAlof Cigt X[Ag ERstn o™ fSLc

BGP EVPN VxLAN 7}
BGP EVPN SLIFHAE S| S1Z
BGP EVPN VxLAN 2+ &l 5424

MNBEE FE A

0

Ol EMol HE= S AZEQ 0] X st=fo HEE ZIgte = gLt

K

Catalyst 9300
Catalyst 9400
Catalyst 9500
Catalyst 9600
Cisco |OS® XE 17.12.1 O|4& 7

Ol B0 M= S 2 #740| C|Hlo|AE ECf2 SHAEASLICH o] 2Mol AFBE 2E Clut
olAE 27ISHE(IE) AT TAI0IMO 2 AISEISLICH HX UEHZIL &S S0l 29 2
mado| R|RQl ¢S Ola] £XIsHAI7| HHEFLICH

HiE HE

13 7ls Ay

B3 HOHE 752 TEJF SYUs VLAN U AQ|xlol QICiEHE M2 EpiEe Masts He 4
X|sHe EoF Zx|QlLcH

« 0] 7|52 'switchport protected' 55 £ private Vian} S AFSHX|ZH EVPN IHEEIO| AL
- O| HAME 2E EEZE CGWE Z K| MEFLICE 0{7|M 2|5 SHXIZ MESE|7| Hof


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/vxlan/b_173_bgp_evpn_vxlan_9500_cg/troubleshooting_bgp_evpn_vxlan.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/vxlan/b_173_bgp_evpn_vxlan_9500_cg/troubleshooting_bgp_evpn_vxlan.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html

FAI

A&stod MoiE|n & alsttd HAstY| El&

hed 2 A Lk

—

ok
rk
gl

O| EME 28 == 38 9| 4
= M 1:_Catalyst 9000 Series 22| %|0llA{ BGP EVPN ZI 2 & XM 342 2| 0]0lM BGP
BUM E2{El2 XMo{st= &S CHFR O, HA F45H0F g LICtH

=M 2: 0| M. A 12| 2Hel|o] dH L HHME V|8te 2 5t= 0| Mo MH= 'protected’
7|¢=2| F3d0] CHs AHEELICH

£ M 3:Catalyst 9000 Series Switch0i|A BGP EVPN DHCP Layer 2 Z!2|0] 7£30{AM L2 M &
VTEPO{ A DHCP Zlzi|0o|7t 2t &35t WAl ChELICH

F7] ™ol 24 12 1 8& FEdsHoF &fLCH.

o
HL
]
rn
=
I
g
[m
-
0x
mo
-
e
o


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/221565-implement-bgp-evpn-dhcp-layer-2-relay-on.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/221565-implement-bgp-evpn-dhcp-layer-2-relay-on.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/221565-implement-bgp-evpn-dhcp-layer-2-relay-on.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/221565-implement-bgp-evpn-dhcp-layer-2-relay-on.html

. oS BB 5S

« 7I0|E%O|= 'default-gateway advertise' CLIE AM& 3504 mf= 2loi| & 7 FL|CH

=Y

AL

CH5

* North to South S &1 3{&(0| & AtelloM= Hate] Eefr &AMo]| 2l East/West EEHE
SE0|5{&E

« East-to-West S 4 51& (Y3t

- 7O|EQ0|= THEE[O| Q|F0f %‘9 4 efault-gateway advertise' CLIZ At235l0 SVIE &
15HR| f&LICH

:".'é
_|l=|
_Ié
N
rE

A% S5

I.

ol

« SAEJI SYUF AR HAALICEE HE Y SAE = LN (EAET SY
VRF/NVlan/M1HEO| U= B ARP 20| SUst AQ|X[Q| CIE ZEE MEE|X| A3).
« L2 VTEP 7 BUM E2iZl0| QIS (2t MM A u|ao|ME2 Ar&5tod EEHEE IMET HE

0

(] iTEA o 2|z 2 2dolzlo{ MY ELICH (0l ZAE 10| SUFt leafol| A
29t SAIECH=E A2 olOlstH, EEiE 2 cGwol| T -EELICtH)

HM|A E|Z = E-Tree Extended Community 2! 2|=Z Zei27t d™HE 24 RT2E 2108
Ct.

HMA 2|z = Olo|E BHHoi E-Tree Extended Community 2! Leaf 2227t MHE HEIZ
£ QE M4 RT2E MxISHK| ob&LCH.

Access Leaf= O|0|E| BHo| ME CHE RT2E AEXISHK| ef&LCH

CHAM|A B|Z 2 CGW(Border Leaf)= C|O|E{ HHO| A Z RT2E AXIFLICH.

MM A 2= E= FA 2l=of cHet x| ad|o|M ¥F 0| 3R] ef& Lt

MH 29

« HEEIIAE(BUM)S| AR ARPS Z2 EZCIIAE ERZ2 GCWE Z A M&st7| 216
RT3 EZZX|= {2 U AZ3QLC}
- SAE 0|582 12457 ?I3i RT2= BGP Ao B0 & HIAILICK
VTEPOIM CHE VTEPZ 0|58t RT20IA A|RHA HE 7} B7HE.
« Clo|E{ ZBQl0IMHE MAC FAE MEHXMo 2 Mx[gFLCH.
- Leaf= DEF GW §40| Z& & 2Z MAC & RT28F AX|&L|C}
- CGWollE E3E KW7t gileH 2E 2Z MAC & 274 RT2E O|0|E| WMol Mx|EL
Ct.

o
|m
M
o


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html

VRF 7HA BIREl |2 VRF L T [Pv4/IPve 2R 8 = H Rl FE £ Bilo]o 3 2t E
S l= CHelg Holghct.
AF FEAD o & MFAI & 2128 ME BGP7} *2lzl=X| MolgtL|ct.
AS E AlAE Ch AEE| E= 5}'_0+I_H 25 #al, Moi 2 = | =35t HIE;QAH Ee=
HESZ dH Mo £t QEYA 2IRE 7ts IP HF A R L|ct
BGP7I tilojo{ 2 MAC 2 Biiojo3 1P HEE T™&e = QUL E sl &
EVPN o4 7tA |2 EVPNO|H, VXLAN 2H{EI0| HIEQIT 9 #EAE 0474 MEE Ui =
AbAdat &g =T 2 EZ 2 MP-BGP(Multi-Protocol Border Gateway Protocol)E At
St
Jh A B} VXLANZ VLANT} STPL| LHXHA 8HH|IE 2267 Qe A=
LA;(;O;I Ch. Ol VLANI} S8t ol Bl0]04 2 HIER A AMHIAE MB5tE
VXLAN | M52 AME XMEBste IETF EZE[RFC 7348]4LICt 7|[sXo 2 &
Network) 0]04 3 O] HEHZ M 7+4 2H{El|0|2 A E|= MAC-in-UDP
M=t T2 EZQL|CH
ot Z|Z Al HOIEY 0| SVIZI Z leafoll Q1= EVPN ¢ CHAl 2 E 2H2EI2 HICH
CGW S ! IRB(Integrated Routing and Bridging) 2 Al&35t04 S5 2|Zof| o5
HOIESIOl |5
s™ELICH
J1= HO|ES) 'l2vpn evpn' ZAL|2 8| 0] MM of 20l M "default-gateway advertise
oz ow |75 71 enabler @218 B MACHP TS Afoll £7HEI BGP HE HFLIEI £
Lct.
Z 2 HE|7HBGP type-3 E22t1 T §LICt O]l Z2 R 2 VTEP 7Hol BUM(EE
IMET(RT3)|AE O|HY |EFHAE/Y £ Qi RLIFIAE/HE|IFIAE) EREIE MY 5= O
El21(Z2) |[EVPNOIA AFZELCH.
N S AE MAC EE= HO|EQOl MAC-IPE LIEIHLHE BGP MAC E&
7=|§ O 54
RT2 SETS 2 IvaciP ME A
EVPN & ZIEFCHYEt T QAE 98t Y el M 24 (0 SISFO|M && 6t
FLg=I P -
2|kt EVPN 22t 1 L2RIBO]| &5 )




SISF AQx| £8 |EVPNOIAM Leafol o 2 S AET} Q)
Hot7ls  |54M sAE £xE ol
glo]oq 2 Bt
L2RIB  |E ME #|0| [BGP, EVPN Mgr, L2FIB Zto| 45 222 palste 7 74 24
A

C| of| X
~  |ASIC(3tES0d) Bllojo ==Y

=< [==1¥o][=:
I0OS MATM: 24 A0 Mx|sl1
e Mac =2 H|
= 0|2 ztg|x} |FED MATM: ZHEE E2Ql0M &&8 24 U YA FAE MRSt
StERo| ZE EnQlel U8l st=of E|o|E
Z 2 Cto|o{1 Y
RT2(Route-Type 2) CHO|0{ 1%
E MFAS| & HIA| MAHIE EoiELICt.

O| Clolo{a e 8 2 MAC/MAC-IP 34



HIAl(full mesh) 7t

tedH &

25

2|

L

dz[E

=2

7l



/ OVERLAY Centralized GW \
/ | L01:172.16.254.6 | \

Hub & Spoke
IMET Tunnels

Lo1:172.16.254.3 Lo1:172.16.254.4 Lo1:172.16.254.5

K Leaf-01 Leaf-02 Leaf-03 j

RT3(Route-Type 3) CtO[0{ 12

|T

O| CtO|o{a e HEEFHAE IMET(RT3) E{2Q| 512 L AxX 3 MHAHE EoiFLICt




I.

Dl

[> O

al:
i

=
S

Ut MIOHES

A EREEIHAET}

| leaf7} M2 M EE2CIHAEE EHLIX|
L|C}.

Loy



Lo1:172.16.254.6

( OVERLAY Centralized GW \

.l ry
Lo1:172.16.254.3 Lo1:172.16.254.4 Lo1:172.16.254.5
- - L4
Leaf-01 Leaf-02 Leaf-03

ARP(Address Resolution) C}0|0{1 &4

O| C}o|o{13 2 ARP7} S35 EPVN M1HE Q| 0fH SAEO|E TEE £ gleg Ho{EL|C).
CIE S AEO CHE ARPE SAESHH CGWEF O] ARPE o] 3| AlIEHL|C}

/[ ARP Flow | N

Leaf-01 Leaf-02

Protected Segment




Zt1: O] ARP S&f B4 2 'protected' 7|HEE AFE5H0{ QIABIASHEILICH,

0i|: M4 evpn-instance 202 vni 20201 protected

HIE<|= Ctojo{ 2 &Y



NORTH
UNTRUSTED
Non-Fabric

Tw1/0/1

SOUTH
TRUSTED
Fabric

VRF red
VNI 20101
Vian 201

L61:172.16.254.3

Leaf-01

Leaf-03 4—::

Tw1/0/1

Giljon Tel/0/3

Gi1/0/45

Gi1jo/1 Gi1fo/1

[ V1201: 10.1.201.10 ] [ V1 201: 10.1.201.11 ] [ V1201: 10.1.201.12 ]

Protected configuration 7|2/ E= Leaf 2 2{%|0 MEELICH. CGWE Z20O|AF0{A
(promiscuous) C|HIO|A Q0|0 2 & mac T4 E AXR[ELICH



21 IMET MFALL] 7FKM7I/LHE L 7|E FMofste BIRE MM 7R LIE| 22 U Z#2

o 74T 33 0|M2 Implement BGP EVPN Routing Policy on Catalyst 9000 Series

SwitchesOi| LI@t Q&LICEH O] EMolls EE k= MOIHE 0|2 EAIFLICH

Leaf-01(7|& EVPN 74)

<tfroot>

Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static

f1 oodi ng- suppressi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl
12vpn evpn

i nstance 201
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vlan-based
encapsulation vxlan
replication-type ingress <-- Sets segment to use Unicast replication of BUMtraff

multicast advertise enable

<#root>
LeafO1#
show run | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

protected <-- protected keyword added

CGW(7|2 T 4)

<ttroot>

CCw#

show runni ng-config | beg | 2vpn evpn instance 201

12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

def aul t - gat eway advertise enable <-- adds the BGP attribute EVPN DEF GN0: 0 to the MAC/ I P prefix

multicast advertise enable

<tfroot>
CGW#

show runni ng-config | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

<#root>
CGw#
show run int nve 1

Building configuration...

Current configuration : 313 bytes
!



interface nvel

no ip address

source-interface Loopbackl
host-reachability protocol bgp

menber vni 20101 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)

<#root>
CGw#
show run interface vlan 201

Building configuration...

Current configuration : 231 bytes
!

interface Vlan201

mac- addr ess 0000. beef . cafe <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwarding red <-- SVI isin VRF red

ip address 10.1.201.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests
ip pim sparse-mode
i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However

ip igmp version 3
no autostate
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<#root>

LeafO1#

sh 1 2vpn evpn evi 201 det ai

EVPN instance: 201 (VLAN Based)
RD: 172.16.254.3:201 (auto)
Import-RTs: 65001:201
Export-RTs: 65001:201
Per-EVI Label: none

State: Established

&LICH CcGwe BEE MFA R

RY(RT2, RT5/



Replication Type: 1Ingress
Encapsulation: vxTlan

IpP

Local Learn: Enabled (global)

Adv. Def. Gateway: Disabled (global)

Re-originate RT5: Disabled
Adv. Multicast: Enabled
AR Flood Suppress: Disabled (global)
VI an: 201
Pr ot ect ed: True (local access p2p blocked) <-- VMlan 201 is in protected node

<...snip...>
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D 0| ALEIR0MHE ZAEN 1™ IP7} U2 EZ SISFE ARPE AF25101 SAE A
£ HEE +=&ELICt Mostly Isolated(CHE & ZE|) MMoi= DHCP & DHCP A+&0|
EAIELCH

<#root>
Leaf 01#
show devi ce-tracki ng database vl anid 201

vlanDB has 1 entries for vlan 201, 1 dynamc
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - |Pv4 DH

Preflevel flags (prlvl):

0001: MAC and LLA match 0002: Orig trunk 0004: Ori g access
0008: Orig trusted trunk 0010: Orig trusted access 0020: DHCP assi gned
0040: Cga aut henti cat ed 0080: Cert authenticated 0100: Statical ly assigned
Net wor k Layer Address Li nk Layer Address Interface vlan prlvl age

ARP



10.1.201. 10

0006. f 601. cd43

G1l/0/1
201 0005 3m REACHABLE 86 s

<-- deaned fromlocal host ARP Request

EVPN 2 2|X}

EVPN Mgro| 22 MACE &t
&5HX|0F =2 MAC B EIZIE| H2|ofgt AF2 =L}

EVPN MgrO| SISF & =222 AC|o|ELI=X| &olgtL|Ct

<ffroot>

LeafO1#
show | 2vpn evpn mac evi 201

MAC Address EVI VLAN ESI Ether Tag Next Hop(s)

0006. f 601. cd43 201 201

0000.0000.0000.0000.0000 O

G 1/0/1: 201 <-- MAC in VLan 201 local interface G 1/0/1:service instance 201

<...snip...>

L2RIB

 L2RIBE= EVPN Mgroll A 2Z MACE & &35t01 BGP & L2FIBO| & & LICEH

&38t04 L2RIBOI| A%[E LICH EVPN Mgrie L2RIBOIA 2474 MACE &t

« L2RIBE= EVPN Mgr & L2FIBE HI0|E 37| 2I5H BGPOIM 724 MACE & &5t HE
l:I-l:I-oI-L_||:|._

« L2RIBE MEB3IBAHLCIE 74 QA E SHIZA YOIO|ESHY| e 22 L HHE E CH EQ
%I-|_||_-_|.

« L2RIB 7+ 4= YOIO|ESNOF 5t= WE/7d8 240 w2t 24 & #Z4 MAC && Atolof
?Ix[& L ct.

EVPN Mgre| 2Z MAC2 Z L2RIB7} UCIO|E X EX| & olstL|ct.

<ffroot>

LeafOl1#



show | 2route evpn nac topol ogy 201

EVI ETag

Pr od

Mac Address

BGP

0000.beef.cafe

<-- View the overall topology for this segnent

Next Hop(s) Seq Number

V:20101 172.16.254.6 0

<-- produced by BGP who updated L2RI B (renote |earn)

201 0

L2VPN

0006.1601.cd43

Gil/0/1:201 0

<-- produced by EVPN Myr who updated L2RI B (Il ocal |earn)

LeafOl1#

show | 2rout e evpn mac nac- address 0006. f 601. cd43 det ai

EVPN I nst ance:
Ethernet Tag:
Producer Nane:

MAC Addr ess:

Num of MAC IP Route(s):

Sequence Number:
ESI:
Flags:

Next Hop(s):

BGP

201

0

L2VPN <-- Produced by | oca
0006. f 601. cd43 <-- Host MAC Address

1

0
0000.0000.0000.0000.0000
BO

G 1/0/1:201 (E-LEAF) <-- Port:lnstance and info about the Role (Leaf)

BGP7} L2RIBO| 2|5 YOOI EE|[A= K| =l L|C}.

<ffroot>

LeafOl1#

show bgp | 2vpn evpn route-type 2 0 0006.f601. cd43 *

BGP routing table entry for [2][172.16.254.3:201][0][48][0006F601CD43][0][*]1/20, version 268232
Paths: (1 available, best #1,

tabl e evi _201

)

<-- Inthe totally isolated evi context



Advertised to update-groups:
2

Refresh Epoch 1

Local

0.0.0.0 (via default) from0.0.0.0

(172.16.255.3)

<-- from0.0.0.0 indicates |l oca

Origin incomplete, Tocalpref 100, weight 32768, valid, sourced,
| ocal

, best

<-- also indicates |oca

EVPN ESI: 00000000000000000000, Labell 20101
Extended Community: RT:65001:201 ENCAP:8

EVPN E-Tree:flag: 1
, 1abel1:0

<-- EVPN e-Tree attribute with Leaf flag = 1 (added to indicate this is a host address)

Local 1irb vxlan vtep:
vrf:not found, 13-vni:0
Tocal router mac:0000.0000.0000
core-irb interface: (not found)

vtep-ip:172. 16. 254. 3 <-- Local VTEP Loopback

rx pathid: 0, tx pathid: 0x0
Updated on Sep 14 2023 20:16:17 UTC

BGP

BGP7} CGW RT2 HFALE St&R=X| & lgfLct

<#root>
Leaf0l#
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.201.1

BGP routing table entry for [2][172.16.254.3:201]1[0][48][0000BEEFCAFE][32][10.1.201.1]/24, version 1141
Paths: (1 available, best #1,

tabl e evi _201

)

<-- EVI context is 201



Flag: 0x100
Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.6:201]1[0][48] [0000BEEFCAFE][32]1[10.1.201.1]/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20101 <-- Correct segnent identifier
Extended Community: RT:65001:201 ENCAP:8

EVPN DEF GN 0: 0 <-- Default gateway attribute is added via the 'default gateway advertise CLI

Originator: 172.16.255.6, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Sep 1 2023 15:27:45 UTC

L2RIB
BGP ¥Cl|O|E L2RIB & 2!

« L2RIBE= EVPN Mgrol M 2Z MACE & &304 BGP & L2FIBO| T& & LICH L2RIBE EVPN
Mgr 2! L2FIBE JC|0|E5t7| 2/5H BGPHIM ¥4 MACE & &ste YE T HYE IO
« L2RIBE AIS3StE{HCIE 714 QA E SHIE2H HO0|ES 7| s EE W HH E O ER

ghuict
= .
« L2RIB 74 @A = HO|o|ESHof & &&n =M 240 et 2Z4 L 24174 MAC && ALo|of|
| x|EFLICt.
<#root>
Leaf O1#

show | 2route evpn default-gateway host-ip 10.1.201.1

EVI ETag Prod Mac Address Host I P

201

BGP

0000. beef . cafe

10.1.201.1

V: 20101 172.16.254.6

<-- L2RIB has the MAC-| P of the Gateway progranmed



L2FIB
L2FIBOf| A = Q!

. StEYo{oMH T2 a5t 7| I MACSE FEDE UO|0|EStE 4 4 QlL]Ct

« L2FIB7} FED-MATMO] A %|8t &4Z3 MAC & =2 I0S-MATMO]| CHEH HHEIZ|X| et &L|Ct.
(I0S-MATM2 ZZ MACEH EA|SHE BHH FED-MATM2 2Z & HZ4 MACS 25 EA|E
Lict)

- L2FIB &0l ¥ MACE EAIELICHEZZE MAC ZZ2aE Y EE 5t K| 2 3).

<#root>
Leaf 01#
show | 2fi b bri dge-domai n 201 address uni cast 0000. beef. cafe
MAC Addr ess
0000. beef. cafe <-- CGW MAC
Ref erence Count 1
Epoch 0
Pr oducer . BGP <-- Learned frc
Fl ags : Static
Adj acency :
VXLAN_UC

PL: 2973(1) T:VXLAN UC [ MAC] 20101:
172.16.254.6 <-- CGW Loopback IP
PD Adj acency © VXLAN_UC PL:2973(1) T:VXLAN UC [ MAC] 20101: 172. 16. 254. 6
Packet s © 6979
Byt es 0
ol

FED MATMO{|A{ & QI

- 'protected 7| E'E FHEl Leaf2| St=H 0] Bl CGW 7|2 HO|EQ|O| MAC & 2&H
FAE MACEH 2 £ /JU&LICH
|

o AQR|lE MAXIE = U= B4 MACS &0215t7| 2[5 DEF GW §42| RT2 MFALE = Qlgt
L|C}.
<ttroot>
Leaf 01#

show pl atform software fed switch active matm macTabl e vl an 201

VLAN  MAC



Type

Seq# EC Bi Flags nachandle si Handl e ri Handl e di Handl e

201 0000. beef. caf e

0x5000001
0 0 64 0x7a199d182498 0x7a199d183578
0x71e059173e08
0x0 0 82

VTEP 172.16.254.6

adj _id 9

No

<-- Only renote MAC installed in Fed is the Default Gateway (0x5000001 type) Conn = No (meaning
201 0006. f 601. cd01

Ox1

2458 0 0 0x7al99d1a2248 0x7a199d19eef 8 0x0 0x7a199c6f 7c

201 0006. f 601. cd43 0x1 8131 0 0 0x7a199d195a98 0x7a199d19eef 8

<-- Two | ocal MAC addresses (0x1 type) Conn = Yes (directly connected)

Total Mac nunber of addresses:: 5

Summary:

Total nunmber of secure addresses:: 0

Total nunber of drop addresses:: 0

Total nunber of lisp |local addresses:: 0

Total nunber of |isp renpte addresses:: 3

*a_tine=aging tine(secs) *e_time=total _elapsed_tine(secs)

Type:
MAT_DYNAM C_ADDR Ox1
MAT_STATI C_ADDR 0x2 MAT_CPU ADDR 0x4 MAT_DI SCARD _ADDR 0x8

MAT_ALL_VLANS 0x10 MAT_NO _FORWARD 0x20 MAT_I PMULT_ADDR 0x40
MAT_DO _NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTI NATI ON 0x2000 MAT_DOT1X ADDR 0x4000
MAT_W RELESS ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ DATA PRESENT 0x40000
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000

MAT LI SP_REMOTE_ADDR 0x1000000
MAT_VPLS_ADDR 0x2000000
VAT LI SP_GW ADDR 0x4000000
<-- the addition of these values = 0x5000001
MAT LI SP_REMOTE_ADDR 0x1000000

MAT LI SP_GW ADDR 0x4000000
MAT_DYNAM C_ADDR Ox1

not dire

ds

0x0

MAT_RES®
MAT _DRCH
MAT_ROUI
MAT W RE
MAT LI Sk



<ffroot>
Leaf 01#

sh platformhardware fed switch active fwd-asic abstraction print-resource-handl e 0x71e059173e08 0
<-- 0x71e059173e08 is taken from previ ous FED comand ri Handl e for the CGW MAC

Handl e: 0x71e059173e08 Res- Type: ASI C RSC Rl Res-Swi t ch- Num 255 Asi c- Num 255 Feature-1D: AL_FID L2 W RELESS
priv_ri/priv_si Handle: 0x71e05917b8d8Hardware | ndi ces/ Handl es: index0:0x38 ntu_index/|3u_ri_index0: Ox(
Features sharing this resource:58 (1)]

Brief Resource Information (ASIC_ | NSTANCE# 0)

ASIC#: 0 RI:56 Rewrite_type: AL_RRM REWRI TE_LVX | PV4_L2_PAYLOAD ENCAP EPG(116) Mapped rii:LVX L3_ENCAP L2

Src | P: 172. 16. 254. 3 <-- source tunnel |IP
Dst | P: 172.16. 254. 6 <-- dest tunnel IP
i Vx| an dst Mac: 0x9db: 0x00: 0x00

i Vx|l an srcMac: 0x00: 0x00: 0x00

| Pv4 TTL: 0

iid present: 0

lisp iid: 20101 <-- Segment 20101
lisp flags: 0

dst Port: 4789 <-- VXLAN

update only 13if: 0

is Sgt: 0

is TTL Prop: 0

L3if LE: 53 (0)

Port LE: 281 (0)

VI an LE: 8 (0)



20 0] WS FED Wadn 45109 stLte| AT 2 BFE & 'show platform software fed
switch active matm macTable vlan 201 detail' & A2 £ & LICH

THREM2E A2)

HE L3 Cto|o{1=H



X

Non-Fabric
L2 Inspection
Vlan Translate 202 <> 1202 DHCP, DNS, etc.

NORTH
UNTRUSTED
[ Services ]

Vian 1202

Vian 2021

Tw1/0/2
Vian 2021 /
10.1.202.1

Vian 202

Tw1/0/1

SOUTH
TRUSTED
Fabric
VRF pink
VNI 20201
Vian 202

L01:172.16.254.3
Leaf-01

T

Tel1/0/3

Gi1/0/1

Gi1/0/1 Gi1/0/1

[ Vi 202: 10.1.202.12 ]

[ V1 202: 10.1.202.11 ]

V1 202: 10.1.202.10 ]




| —

Vlan Translate 202 <> 1202

Tw1/0/1

Vian 202
0000.beef.cafe

Tw1/0/2

Vian 2021
0000.beef.cafe

Vian 2021

10.1.202.1
0000.beef.cafe

S =P




D ol MM HE 2tX5| HdElE MOHES| x0|&™ et CHE LCt.
-« DEF GW EAMoZ GCW HO|EQIO| MAC IPE EAlStE EIRE A&
Q% HEH CIHIO|A FX 2
H

« MAC E& YX|sl= O
o

Leaf-01(7|& EVPN #4)

<#froot>
Leaf-01#

show run | sec | 2vpn

| 2vpn evpn
replication-type static

f1 oodi ng- suppr essi on address-resol uti on disable

router-id Loopbackl

<-- Disables ARP caching so ARP is always sent up to t



12vpn evpn

i nstance 202

vlan-based
encapsulation vxlan
replication-type ingress

multicast advertise enable

<{froot>
Leaf0l1#

show run | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

protected <-- protected keyword added

CGW(Z|E #4)

nvedM EX 2= MH

<tfroot>

CCw#

show run int nve 1

Building configuration...

Current configuration : 313 bytes
|
interface nvel
no ip address
source-interface Loopbackl
host-reachability protocol bgp

menber vni 20201 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)

end

Q|2 Ho|EQo| SVI T4

<ffroot>
CGW#

show run interface vlan 2021



Building configuration...

Current configuration : 231 bytes
|

interface Vl1an2021

mac- addr ess 0000. beef . cafe <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwardi ng pink <-- SVI is in VRF pink

ip address 10.1.202.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests
ip pim sparse-mode
i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However

ip igmp version 3
no autostate

g_/lx_jl. H|§EI-A-|§|.E| R4RH AHAA

<#root>
device-tracking policy dt-no-glean

<-- Configure device tracking policy to prevent MAC-IP fl appi ng

security-level glean
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

externalgatewayevi/vlans0i ¢1Z

<{froot>
CGW#

show runni ng-config | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

devi ce-tracking attach-policy dt-no-glean <-- apply the new device tracking policy to the vlan configur

915 0= 940l mac-ipS ClHolA %5 Eolgol IH &S %7}

<{froot>



device-tracking binding vlan 202 10.1.202.1 interface TwentyFiveGigE1l/0/1 0000.beef.cafe

<-- Al static entries in device tracking table should be for external gateway mac-ip’s.
If there is any other static entry in device tracking table, match ip/ipv6 configurations in route map

RT2 MAC-IP M5 ALE 2XIA|Z|1T 7|2 HOIES|o| =& HFLIEIE M™57| I8 BGP B2 T
£ OrELCH

<ffroot>

route-map CGW_DEF_GW permit 10

match evpn route-type 2-nac-ip <-- match RT2 type MAG- I P

set extcommunity default-gw <-- Set Default-gateway (DEF GW0:0) extended comunity

route-map CGW_DEF_GW permit 20

BGP Z2 EIEE HolHol Z2 x|z &8

<#froot>
CGW#

sh run | s r bgp

address-family 12vpn evpn
neighbor 172.16.255.1 activate
neighbor 172.16.255.1 send-community both
neighbor 172.16.255.1

route-nmap CGWN DEF _GWout <-- Sets the DEF GW Conmmunity when it advertises MAGIP type RT2 to the RR

neighbor 172.16.255.2 activate
neighbor 172.16.255.2 send-community both
neighbor 172.16.255.2

route-nmap CGWV DEF _GWout <-- Sets the DEF GW Conmmunity when it advertises MAGIP type RT2 to the RR



<#root>
LeafO1#
show | 2vpn evpn evi 202 detai

EVPN instance: 202 (VLAN Based)

RD: 172.16.254.3:202 (auto)
Import-RTs: 65001:202

Export-RTs: 65001:202

Per-EVI Label: none

State: Established
Replication Type: Ingress

Encapsulation: vxlan

IP Local Learn: EnabTed (global)
Adv. Def. Gateway: Enabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled
VI an: 202
Pr ot ect ed: True (Il ocal access p2p bl ocked)

<...snip...>

EZHRT2 HM(ZH ZAENMRT2)

O|™ol 2txds| AZ[E ool M CHE LHE

[

74 RT2 & (712 HO0|ES0| RT2)

AM
=

E

ro

HH5 A2

r
lo

xtO|

il
0Z

CGW 7|& HOo|ES|o| HFAHEIZ)

stESlofol dRIE = U S HFAtol e

<-- Vlan 202 is in protected node



£1: 0|= DHCP L2 E&&l|o|7} 2t s5t= o S &LCt

<#root>
LeafO1#
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

BGP routing table entry for [2][172.16.254.3:202][0][48][0000BEEFCAFE][32][10.1.202.1]/24, version 1846
Paths: (1 available, best #1,

tabl e evi _202

)

<-- the EVI context of 202 which matches the VIlan/EVI we are concerned about

Not advertised to any peer
Refresh Epoch 2
Local, 1imported path from [2][172.16.254.6:202]1[0][48][0000BEEFCAFE][32][10.1.202.1]/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best



EVPN ESI: 00000000000000000000,

Label 1 20201 <-- Correct Segnent ID
Extended Community: RT:65001:202 ENCAP:8

EVPN DEF G 0: 0 <-- prefix has the Default GWattribute added
Originator: 172.16.255.6, Cluster Tist: 172.16.255.1

rx pathid: 0, tx pathid: 0x0
Updated on Sep 7 2023 19:56:43 UTC

FED MATM(ZIZ)

<#froot>
F241.03.23-9300-Leaf01#

show platform software fed active matm nacTabl e vl an 202 mac 0000. beef. cafe

VLAN  MAC Type Seq# EC_Bi Flags machandle siHandle

202 0000. beef. caf e
0x5000001 0 0 64 0x71e058da7858 0x71e05916c0d8 0x71e059171678

VTEP 172. 16. 254. 6
adj_id 651

No
<-- MAC of Default GWNis installed in FED

SISF(CGW)

<#root>
CGW#
sh devi ce-tracki ng database vl anid 202

vlanDB has 1 entries for vlan 202, 0 dynamic

0x0

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan

S 10.1.202.1 0000.beef.cafe Twel/0/1 202

ag
13



10S MATM(CGW)

<#root>
CCw#

show mac address-tabl e address 0000. beef. cafe

Mac Address Table
Vlan Mac Address Type Ports
201 0000.beef.cafe  STATIC V1201
STATIC VI 2021 <-- The VMl an 2021 SVI MAC advertised out Twl/O0/1
MAC | earned dynanically after passi

2021 0000. beef . cafe
The VI an 2021 SVI

202 0000. beef . caf e DYNAM C Twel/0/1 <--

=X 2
ARP(Address Resolution)

ARP 2AM|E Az|st7| {8t LetxQl BHA|

o1 | 3I-O|ol-|__||:|._

« IMET E{0| EH|ZEIUR=X| =2l
. CGW Y=/ 0l|A] Z%{5t04 Leafoll A Z4=3HEl ARP 4 Al 29
. 42Ig0f A ARP7} M= ZHo{| EEHst= Zd0| HO|X| ot B,
- Leaf & CGW 2504 M IMET E{'E0| EH|Z|RA=X| = lFLICH
2| Y2 F M ZHX{5t04 ARP7} Zi=35t|o] MEE|=X| &Ql
st 82 22X sHE

- ARP7 2 IMET B ZiAol| =2 X|EF VRF ARP El|O|2 0| Z2J2fYE|X| §i2 B2

- CPU/CoPP HE ZZ EX|E si{Z3sto{ ARP7} CPUO| HEL|I=X| & QlgL|ct.

s+5HK| ZHolshL|Ct.

- IP =A/22}0|9E ME T} M2

- VRFO| A ARPE C|HZ5l04 ARP ZE M A0 WS O|E £ Q= ALE &0l
EAEOH next hop/dest mac2 2 M x|E CGW MAC &2l

CGWOl ANl ZAE MACTH &7H & ARP & 50| 25 Q=X &9

AN — —
Q8o E2iZg 5183H=xl 2l

et HHo| o] 7



<tfroot>
Leaf-01#

sec | 2vpn

show run
| 2vpn evpn

replication-type static

Leaf-027t| SAE QX |eaf-010i CHEF ARPE

EQX
HECI|AE L X| S&5L|CH

12 ok
i |>

fl oodi ng- suppr essi on address-resol ution disable <-- This CL

—

30|

prevents a VTEP fromtrying to unicast ott

N
s

2 ARP 2#&0| Leaf-012

tE 3



CHAl ARPE Leaf-020]l ZZ I UE RS BUM E{'dE CGWE MEELICE
CGWE 0|2 Leaf-012 MEHsHX| ot I:HA._ A& MACS 2 SErstLcH
O R E SAI0| CGWE MEE OIS SAE ZHol 2IREELICH

- CGWE S 22 MEH0 = F20x Mzl et EgLch

Centralized GW

Lo1:172.16.254.6

| OVERLAY |

-

Hub & Spoke W
IMET Tunnels

[|s at: oooo.beef.cafe] [Who has: 10.2.202.10}
Lo1:172.16.254.3 \ | Lo1:172.16.254.4 [ / /
Leaf-01 Leaf-02
VI201: 10.1.201.10 VI201: 10.1.201.11
VI202: 10.1.202.10 VI202: 10.1.202.11

O| Clolo{1 e o] MMoiAM MHSI= ARP 2 Z2MAQ| 588 AlAstste o =&0| Eluct

ARP 2 HEtMo 2 E AIFLICE

. 0|ARP QAL Leaf-010 | EAE 10.1.202.102] MAC F=AE &0l5l7| @8t ZdlL|ct
CGWOIA S EE|H Leaf-010)| EE5HX| ot&LICH

HL
o
J;
_I_
rlo 0

ARP 3|} =Moo 2 T A|IELICE

O A

« 3|Alofl= VLAN 2028 CGW SVIC| MACO| Z&hE|o{ Q)& Lt
o SMME AX| SAETL OFL|EF CGWOIA SLCt



o
HL
=
A
5
0
mlo
o

o w7tM X= o] 410 Leaf-0101 E2{=

<#root>
Leaf02-HOST#
sh ip arp 10.1.202.10

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.10 1

0000. beef . cafe

ARPA V1an202

<-- MAC address for Leaf0Ol host is CGW MAC

Leaf01-HOST#

LHEHHLICE



sh ip arp 10.1.202.11

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.11 7

0000. beef . cafe
ARPA  Vl1an202

<-- MAC address for Leaf02 host is CGWN MAC

]

RT2 HF A7t et & El=X| CGWOIA 2H&EEfLICH Ol CGW7t THZ!E et Ests Ol ERELIc

r

<#root>
CCw#
sh bgp | 2vpn evpn route-type 2 0 0006.f617. eecq4 * <-- Leaf02 actual MAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F617EEC4][0][*]1/20, version 235458
Paths: (1 available, best #1,

tabl e evi _202

)
Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.4:202]1[0][48][0006F617EEC4][0]1[*]1/20 (global)
172.16.254.4 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20201 <-- correct segnent identifier
Extended Community: RT:65001:202 ENCAP:8

EVPN E-Tree:flag: 1

, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.4, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:11:22 UTC

CGWw#
sh bgp | 2vpn evpn route-type 2 0 0006.f601. cd44 * <-- Leaf Ol actual NMAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F601CD44]1[0][*]/20, version 235521
Paths: (1 available, best #1,

tabl e evi _202)

Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.3:202]1[0][48][0006F601CD44]1[0]1[*]1/20 (global)
172.16.254.3 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,



<-- correct segnent identifier

Extended Community: RT:65001:202 ENCAP:8

Label 1 20201
EVPN E-Tree:flag: 1
, 1abel:0
<-- prefix contains the Leaf flag indicating this is a normal host
Originator: 172.16.255.3, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:17:06 UTC
EolgrLct

okd}
o o

A2F0i M ARP B S 2R304
0| AILFEI M-S Leafol Q213 0| EPCE Hoi=LC}.

LT

MAE BtsgtLct
EPC 7+

<#root>
Leaf 01#
nonitor capture 1 interface range te 1/1/2 ,

<-- both Uplinks toward fabric included

FupS NS
<tfroot>
Leaf 01#
nonitor capture 1 start
Mg Eg|HE

ping2 AlZ50{ ARP £

ZAE 10.1.201.112).

<tfroot>
LeafO1-HOST#
red 10.1.201.11

ping vrf

3.0{| X EPC(Embedded Packet Capture)& At

23t
o =2
Zed

3

< ping2 Leaf01

te 1/1/4 both match any buffer size 100

S AE

— — —

10.1.201.1004| M Leaf02



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.201.11, timeout is 2 seconds:

Success rate is 40 percent (2/5), round-trip min/avg/max = 1/1/1 ms

<{froot>
Leaf0l1#

nmon cap 1 stop

F241.03.23-9300-Leaf01#

show mon cap 1 buff br | i ARP

11

8.153510 00:06:f6:01:cd:42 -> ff:ff:ff:ff:ff:ff ARP 110

Who has 10.1.201.11? Tell 10.1.201.10 <-- .10 requests .11 MAC (this is Frane 11)

12 8.154030 00:00:be:ef:ca:fe -> 00:06:f6:01:cd:42 ARP 110 10.1.201.11

is at 00:00:be:ef:ca:fe <-- CGWreplies with its MAC

A W2 E KEMIS| SLICH T 7|X[ol CHet =7t HEE 224 EPC2| detail SME AEs5HAAIR

o
M

M2 HE-EE 28t ode] ol A ELICH

<tfroot>

Leaf0l1#

show non cap 1 buffer detailed | beg Frane 11 <-- begin detail result fromFrame 11 (ARP Request)

Frame 11: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_t

Et hernet 11, Src: 00:00:00: 00: 00: 00 (00: 00: 00: 00: 00: 00), Dst: 00: 00: 00: 00: 00: 00 (00: 00: 00: 00: 00: 00)

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
.0, ... ... .... .... = LG bit: Globally unique address (factory default)
- .0 . «... = IGC bit: Individual address (unicast)
Source: 00 00: 00 00 00 00 (00 00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
N O D LG bit: Globally unique address (factory default)
e 0 IG bit: Individual address (unicast)
Type: IPv4 (0x0800)



Internet Protocol Version 4, Src: 172.16.254.3, Dst:
Source: 172.16.254.3
Destination: 172.16.254.6

User Datagram Protocol, Src Port: 65483,

Dst Port: 4789 <-- VXLAN Dest port

Virtual eXtensible Local Area Network
VXLAN Network Identifier

(WNI): 20101 <-- Verify the VN

Reserved: 0

Et hernet |1, Src: 00:06:f6:01:cd:42 (00:06:f6:01:cd: 42), Dst:
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (
request
)
<-- is an ARP request
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: 00:06:f6:01:cd: 42 (00: 06:f6:01: cd: 42)
Sender | P address: 10.1.201.10
Target MAC address: 00: 00: 00: 00: 00: 00 (00:00: 00: 00: 00: 00)
Target | P address: 10.1.201.11
Frame 12

172.16. 254.6

<- -

<o - -

Quter tunnel |P header

for the segnment you are investigating

ffoffoffoffoffoff (FFoffoffoffoffoiff)

Sendi ng host

<-- Trying to resolve MAC for host

<- -

110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, i

<-- ARP reply

Ethernet II,
Src: dc:77:4c: 8a: 6d: 7f
(dc:77:4c:8a:6d:7f),
Dst: 68:2c: 7b:f8:87:48
(68:2c:7b:f8:87:48)

<-- Underl ay MACs

Internet Protocol Version 4, Src: 172.16.254.6, Dst:

172.16. 254. 3



User Datagram Protocol, Src Port: 65410, Dst Port: 4789
Virtual eXtensible Local Area Network

VXLAN Network Identifier (VNI): 20101

Reserved: 0
Ethernet 1T,

Src: 00:00: be:ef:ca:fe
(00:00:be:ef:ca:fe),
Dst: 00:06:f6:01:cd: 42
(00:06:f6:01:cd:42)

<-- Start of payl oad

Type: ARP

(0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

reply
)

<-- is an ARP reply

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)

Sender MAC address: 00: 00: be: ef:ca:fe (00:00: be: ef:ca:fe) <-- Reply is that of the CGW MAC due to | oc

Sender IP address: 10.1.201.11
Target MAC address: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42)
Target IP address: 10.1.201.10
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<#root>
COW

show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1
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% Network not in table <-- RT2 not generated on CGW

COWt
show mac address-tabl e address 0000. beef. cafe

Mac Address Table

VI an Mac Address Type Ports
201 0000. beef . cafe STATI C VI 201
2021 0000. beef . cafe STATI C VI 2021

<-- MAC is not learned in Fabric Vlan 202

Total Mac Addresses for this criterion: 2
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+ 'mac address-table static 000.beef.cafe vlan 202 interface TwentyFiveGigE1/0/1'2t Z2 10
o MAC &5 FTHELICH
« 'mac address-table aging-time <seconds>'2 2 MAC Of|0|& E}O|HE =&ILICH (0| B 2
E MAC F£:9] 00| F AlZHo| E0{LtE2 1Y MAC SM0] 7|8 HHE)
DEF GW £/d0| gi&Lct,

Partially Isolated Segments(FE2XM2 2 ZE|E MIaME)0|= 0| EHES FIHE &= U= o8] F7t
Zdxm|azfo|4Mol &Lt

DEF GW &8 1178 +&f

iy

1jo

N&E EEE gL

17.12.1 O|& 2 MGt T U&LICH

SISF(Device-Tracking) CLI7} Z1T|2 8|0 Mof| Q& LiCt
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LeafQl1#
sh run | sec |2vpn

12vpn evpn
replication-type static

flooding-suppression address-resolution disable

ip duplication limt 10 tinme 180
mac duplication limt 10 tine 180

Leaf01#

sh | 2vpn evpn sunmary

L2VPN EVPN
EVPN Instances (excluding point-to-point):
VLAN Based: 4
Vlans: 4

<- - -

You can adjust this default

BGP: ASN 65001, address-family 12vpn evpn configured

Router ID: 172.16.254.3

Global Replication Type: Static
ARP/ND Flooding Suppression: Disabled
Connectivity to Core: UP

MAC Duplication: seconds 180 limt 10

MAC Addresses: 13
Local: 6
Remote: 7

Duplicate: O

I P Duplication: 10

seconds 180 limt

IP Addresses: 7
Local: 4
Remote: 3

Duplicate: O

<...snip...>
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 Catalyst 9000 Series 2 2|%|0ll BGP EVPN 2} El

show tech

7|2 O|HE EA|

show tech sisf
show tech isis
show tech bgp
show monitor event-trace evpn event all

show monitor event-trace evpn 27 25
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https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
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