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switch: ?

alias Set and display aliases command
boot Load and boot an executable image
cat Concatenate (type) file(s)

copy Copy a file

date Show or Set system date

delete delete file(s)

dir List files 1in directories
dns-Tookup Send DNS standard query packets

emergency-install
help

Initiate Disaster Recovery
Present 1list of available commands

history Monitor command history

md5 Compute MD5 checksum of a file

mkdir Create directory(ies)

meminfo Main memory information

net-show Display current network configuration
ping Send ICMP ECHO_REQUEST packets to a network host
rename Rename a file/directory

reset Reset the system

rmdir delete directory(ies)

set Set or display environment variables
unalias Unset an alias

unset Unset one or more environment variables
version Display boot loader version
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<#froot>
switch:

dir flash:

<snip>

cat 9k_i osxe. 16.12. 04. SPA. bin

ZefAlo] THZ|X|7F U= cont T Q| 0. CFE EFAOIAME SHIE THZ|X|QIX| & Qlet= Edoil| CHsH
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<#froot>

switch:



dir flash:

<snip>

14464008 -rw cat9k-cc_srdriver.16.12. 04. SPA. pkg
89134084 -rw cat 9k-espbase. 16. 12. 04. SPA. pkg

1684484 -rw cat 9k-guestshel | . 16.12. 04. SPA. pkg

531063808 -rw cat9k-rpbase. 16. 12. 04. SPA. pkg

41799673 -rw cat 9k-rpboot. 16. 12. 04. SPA. pkg

31478788 -rw cat 9k-si pbase. 16. 12. 04. SPA. pkg

60392448 -rw cat 9k-si pspa. 16. 12. 04. SPA. pkg

23217156 -rw cat9k-srdriver.16.12. 04. SPA. pkg

7560 -rw packages. conf <-- .conf file calls a group of packages
12907520 -rw cat 9k-webui . 16. 12. 04. SPA. pkg

9216 -rw cat9k-w c. 16. 12. 04. SPA. pkg
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<tfroot>

switch:

cat flash: packages. conf

#! /usr/binos/bin/packages_conf.sh
shalsum: fb7ea5ea75a0cbfl4ce8lcecfl10e5a6d526df86

# shalsum above - used to verify that this file is not corrupted.

#
# package.conf: provisioned software file for build 2020-07-09_21.53

#

# NOTE: Editing this file by hand is not recommended.



<snip>
# This is for CAT9k

boot rp O O rp_boot cat9k-rpboot. 16.12. 04. SPA. pkg <-- package files are for version 16.12.4

isorp 0 O rp_base cat 9k-rpbase. 16. 12. 04. SPA. pkg

so rp 0 O rp_daenobns cat 9k-r pbase. 16. 12. 04. SPA. pkg

sorp 0 O rp_iosd cat 9k-rpbase. 16. 12. 04. SPA. pkg

isorp O O rp_security cat9k-rpbase. 16. 12. 04. SPA. pkg

sorp 00 rp_wc cat9k-w c. 16. 12. 04. SPA. pkg

sorp 0 O rp_webui cat9k-webui. 16.12. 04. SPA. pkg

isorp O O srdriver cat9k-srdriver. 16.12. 04. SPA pkg

so rp 0 O guestshell cat9k-guestshell. 16.12. 04. SPA pkg

<snip>

3EHA|. 2 EEE poot flash:

.bin
X4 &8t <filename>O0| boot flash:

conf
ol HUS AELIC
<#root>
switch:

boot fl ash: packages. conf

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf
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<tfroot>
switch:

di r usbfl asho:

Size Attributes Name

805827585 -rw-

cat 9k_i osxe. 16. 12. 04. SPA. bin

%%P 248 ALX|7F TFTP Mol 8kl ZH IP UHERA
Of
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setE AF&35t0{ T4 AH:
switch: set IP_ADDRESS 192.168.1.2
MEY OtAT E MHSIE{H setE AFEEHLICH

switch: set IP_SUBNET_MASK 255.255.255.0
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switch: set DEFAULT_GATEWAY 192.168.1.1

ping= At&35t0{ TFTP AHete| HAAE EIAEF LICEH

switch: ping 192.168.1.10
Pinging 192.168.1.10, 4 time(s), with packet-size 16
service type : 0

total length : 9216 bytes
identification : 56580
fragmentation : 0

time to live : 254
protocol : 1

source : 192.168.1.2
destination : 192.168.1.10
<snip>

ACHA| B EIZ AIE35l0o TFTPOIA] O|0|X|E T &lS 7L usbflasho:

<tfroot>
switch:

boot tftp://192.168. 1. 10/ cat 9k_i osxe. 16. 12. 04. SPA. bi n

boot: attempting to boot from [tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin]
h/w (environment) :

mac : aa:bb:cc:dd:ee:ff
n/w (environment) :
ip : 192.168.1.2
mask : 255.255.255.0
gateway : 192.168.1.1
h/w:
interface : eth0 (Ethernet)
mac : aa:bb:cc:dd:ee:ff
n/w (ip v4):
ip : 192.168.1.2
mask : 255.255.255.0
route(s) : 0.0.0.0 -> 192.168.1.0/255.255.255.0
n/w (ip v6):
ip(s) : FE80::1234:5678:9123:4567/64
: 2001:111:2222:333:4444:5555:6666:7777/64
route(s) : :: -> 2001:111:2222:333::/64
: 11 -> FE80::/64
: FE80::999:8888:7777:6666 -> ::/
tftp v4:
server : 192.168.1.10
file : cat9k_iosxe.16.12.04.SPA.b1in

blocksize : 1460
NERRRERRRRRRRRRRRRERE



<snip>
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<ffroot>
switch:

dir sda9:

Size Attributes Name

21656489 -rw-

cat 9k-recovery. SSA. bin <-- Recovery |nage

3EHA|. HIS AF25t0d ZIZ MR| MRS emergency-install
AIZFEFLICH O] B2 ZEjA| Tt A|ARIS ZOH5t T O|0IX|IE T4 24 T|7|X|2 &EELCH
T2 MHATL &2 E m7HR| 7|cILCH

<tfroot>

switch:

enmergency-install tftp://192.168.1. 10/ cat9k_i osxe. 16. 12. 04. SPA. bi n



WARNING: The system partition (bootflash:) can be erased during the system recovery install process.

Are you sure you want to proceed? [y] y/n [n]: vy

Starting system recovery (tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin)
boot: attempting to boot from [sda9:cat9k-recovery.SSA.bin]

boot: reading file cat9k-recovery.SSA.bin
HHARHHHHHHBHBHRHHH AR AR AR H R

<snip>

Downloading bundle tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin...

curl_vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 768M 100 768M O 0 5522k 0 0:02:22 0:02:22 --:--:-- 7646k

<snip>

Preparing flash....

Flash filesystem unmounted successfully /dev/sda3

Syncing device....

Emergency Install successful... Rebooting

can reboot now

4E+A|. AR|X|7t bootloader/rommon ZEZE 2 S0FZ 5= (switch) UELICH BHEE boot

flash: packages.conf 224 & L|C}.

<ffroot>
switch:

boot fl ash: packages. conf

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf
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bootloader (switch) ZHZE A BZES swiTCH_IGNORE_STARTUP_CFG=1 A& L|C}.

<#root>
switch: SW TCH | GNORE_STARTUP_ CFG=1
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ZAn|ag|o|lME ST E & copy:startup-config

ol&L|CH lstE CHE ﬁ-,—|7'c|E T8t OIS Z & Z E 0| M nosystem ignore startupconfig switch all & 2!
write memory HHS A0 exec 22|71 EF RRIOIM A2 ZHI[T2|0|MS RESTEE SHEF

L|C.
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.& Fol:gl g E) no system ignore startupconfig switch all 225 X| &
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<#root>
The

passwor d-recovery nechani sm has been triggered, but

is currently disabled

. Access to the boot Toader prompt

through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you Tike to reset the system back to the default configuration (y/n)?
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