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<ttroot>
Switch#

show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: rsa-aes-cbc-sha2 rsa-aes-gcm-sha2
dhe-aes-cbc-sha2 dhe-aes-gcm-sha2 ecdhe-rsa-aes-cbc-sha?2
ecdhe-rsa-aes-gcm-sha2 ecdhe-ecdsa-aes-gcm-sha2 tlsl3-aesl128-gcm-sha256
t1s13-aes256-gcm-sha384 tlsl3-chacha20-polyl1305-sha256

HTTP secure server TLS version:

TLSv1.3 TLSv1.2

TLSv1. 1 <<< Presense of TLSv1l.1 in the HITP Server

HTTP secure server client authentication: Disabled

HTTP secure server PIV authentication: Disabled

HTTP secure server PIV authorization only: Disabled

HTTP secure server trustpoint: TP-self-signed-3889524895
HTTP secure server peer validation trustpoint:

HTTP secure server ECDHE curve: secp256rl

HTTP secure server active session modules: ALL

Switch#
show ip http client secure status

HTTP secure client ciphersuite: rsa-aes-cbc-sha2 rsa-aes-gcm-sha2
dhe-aes-cbc-sha2 dhe-aes-gcm-sha2 ecdhe-rsa-aes-cbc-sha?2
ecdhe-rsa-aes-gcm-sha2 ecdhe-ecdsa-aes-gcm-sha2 tlsl3-aesl128-gcm-sha256
t1s13-aes256-gcm-sha384 tlsl3-chacha20-polyl1305-sha256

HTTP secure client TLS version:

TLSv1.3 TLSv1.2

TLSv1. 1 <<< Presence of TLSvl.1l in the HTTP client

HTTP secure client trustpoint:
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<#root>
Switch#

configure term na

Switch(config)#

no ip http tls-version TLSvl.1

2EA: HTTP 20| Eof CH3H TLS 1.1 H|E A&}

<ffroot>
Switch#

configure term na

Switch(config)#

no ip http client tls-version TLSvl.1
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