EARL 8 27 &2lx}:LOU, L40ps & Capmap Ell
O|E2| d& B4

=Xt
274
o 23 41

ZZ 3% Capmap EHIO|E &! LOU BIX|AEH

AbEf @47 #1 - TCP Z2ia7F U= ACL

At 47 #2 - 100% LOU S A8

Ae| 47 #3 - L40psE A28t QoS T2 122
Atgd| 947 #4 - 0|5 AEH ACLE CAPMAP AT dhAl

el

O] £ M0i M= LOU(Logical Operation Units) & L4Ops(Layer 4 Operations)7} capmap El| 0|2 0|
Z2IeHT 5= Yol s dELICLF AILPEIO Oz & oM Uit WMsi= 2
7ol B, olgfEt @FoM FE5HoF st= LIS MIELICH.

CM(Classification Manager)= TCAM(Ternary Content Addressable Memory) F 2 Blolg

LOU, Capmap 2IE2| & 7|E} #&d 2|AAE ZE[FLICHCM MH|A FM(Feature Manager) o
QM(QoS Manager)0l|A{ Cisco IOSE X|HE=E TCAM &5 EE:LEH‘:” st O AF2 =L} ®
ACL(Access Control List) % QoS(Quality of Service) 7S

HiZE &H
LOU % L40ps - LOUE= ACL & VACL(VLAN Access Control List)0i| X|'4E! TCP/UDP ZE #H50f
CH3SH {operator, operand} F &2 X& 5t Ol A= =0 B X[AE{2! Logical Operation

Units& o|0|&LICH O[248t FE2 L40psctE BLICHHE E0{ SAE X9 SAE Y gt 10232
UXIAIZ|H T E2 {gt, 1023}0] ELIC}

L40ps - 2ll0]0{ 4 .

Capmap El|lO|& - o|7<-|01| MHF L40ps= capmap EIO|E 2| HEE[7 & ESH= LOU B[ K| AE{0
=232 UELICHZE capmap EllO[E0l& 107H(5t F._ ghgroll CHal oA =, Ol= 97 B =22
MNeHEl) &= (L40ps)0| U&LICH Capmap E|O|E2 TCAM til0|2 AtA[of olsH 1= A EL|Ct.

TCAM2 A%} B7t & 74 &LICt.Z TCAMOY = 8K Bil0|E 0| U &LICHZ TCAMOI = 2K &= 9
capmap El|O|& 0| stLt & LICHZE TCAMO|= 8K BI0|20| /222 04704 4:10] ZAEILICE
4712| 2i|o|& 0| 5tLto| capmap AHEEZ(0of| O EE LICE E X = F&:1=2049=4097=6145.

7|12Xo Z 0|Zd2 TCAM HIO|E 1, 2049, 4097 & 61457} S U8t capmap QIHAE AR StCHE
742 o|0|#tLIC} Ciscoll 7|Z TCAM 0l & 732 ol2{st =02 olsf 2xl7}+ EIiaL
£} Ciscol= 2K(204810)2] ZHAS 71 TCAM B0 S STH3IALICH Ol STH0[ 1, 2049, 4097,
6145, 2, 2050, 4098, 6146 S2| FEHZ O|F0o{&ICt= A2 o|O|FLILCt.

XMS5E Ol TCAM 22 i E|o|S0| AE + AUELICLLIS 2 0I& Aldst7| @Ieh o Lt



(Cisco B2 ID CSCu0026666). Cl=22 QIE{H 0| A VLAN 1 2! PIE{H| O| A VLAN 20 Mo|x|1m &
Fl a1 & a29| & ACLILICE.

Sup2T(confi g) #ip access-list extended al

Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 1
Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 2
Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 3
Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 4
Sup2T(config-ext-nacl)# permt ip host 1.1.1.1 any dscp 5
Sup2T(confi g- ext - nacl ) #exi t

Sup2T(confi g) #int vlan 1

Sup2T(config-if)#ip access-group al in
Sup2T(config-if)#exit

Sup2T(confi g) #ip access-list extended a2
Sup2T(config-ext-nacl)# permt ip host 1.1.1.2 any dscp 6
Sup2T(config-ext-nacl)# permt ip host 1.1.1.2 any dscp 7
Sup2T(config-ext-nacl)# permt ip host 1.1.1.2 any dscp csl
Sup2T(config-ext-nacl)# permt ip host 1.1.1.2 any dscp 9

Sup2T(confi g- ext - nacl ) #exi t

Sup2T(confi g) #int vlan 2
Sup2T(config-if)#ip access-group a2 in
Sup2T(config-if)#end

C2e olgd8t QlE{H 0|A S| TCAMRILICE

Sup2T#show platform hardware acl entry interface vlan 1 security in ip detail
m s_i f _i ndex: 20000001 dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin
M.GFl: M npls_plus_ip_pkt, L-L4_hdr_vld, Ggpid_present, F-gl obal _fnt_match

I-ifelofe

's' nmeans set; 'u' neans unset; '-' neans don't care

| | NDEX LABEL FS ACOS AS | P_SA SRC_PORT
I P_DA DST_PORT F FF L4PROT TCP-F: UAPRSF MLGFI O her L40OPs
RSLT CNT

fno:0

tcam B, bank:0, prot:0 Aces

IV 16366 2049 O 0 0 1.1.1.1 - 0.0.0.0
-0 O 0 S dscp=5; 0x0000000000000038
0

I M 16366 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 16367 2049 O 0 0 1.1.1.1 - 0.0.0.0

-0 0 0 - L. dscp=4; 0x0000000000000038


https://tools.cisco.com/bugsearch/bug/CSCuo02666

M 16367 Ox1FFF 0 0x00 0x000 255. 255. 255.

0 0 0x0

V 16368 2049 O 0 0 1. 1.
0 0 0 S dscp=3;

M 16368 Ox1FFF 0 0x00 0x000 255. 255. 255.
0 0 0x0

V 16369 2049 O 0 0 1. 1.
0 0 0 D dscp=2;

M 16369 Ox1FFF 0 0x00 0x000 255. 255. 255.
0 0 0x0

V 16370 2049 O 0 0 1. 1.
0 0 0 D dscp=1;

M 16370 Ox1FFF 0 0x00 0x000 255. 255. 255.
0 0 0x0

V 16371 2049 O 0 0 0. 0.
0 0 0 S -
M 16371 Ox1FFF 0 0x00 0x000 0. 0.
0 0 0x0

255

1.1

255

1.1

255

1.1

255

0.0

0.0

- 0.0.0.0

- 0.0.0.0
0x0000000000000038

- 0.0.0.0

- 0.0.0.0
0x0000000000000038

- 0.0.0.0

- 0.0.0.0
0x0000000000000038

- 0.0.0.0

- 0.0.0.0
0x0000000040000038

- 0.0.0.0

Sup2T#show platform hardware acl entry interface vlan 2 security in ip detail

m s_i f_i ndex: 20000002 dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, |-ife/ofe
's' nmeans set; 'u' neans unset; '-' neans don't care

| | NDEX LABEL FS ACOS AS | P_SA SRC_PORT

| P_DA DST_PORT F FF L4PROT TCP-F: UAPRSF MLGFI O her L40OPs

RSLT CNT

fno: 0

tcam B, bank:1, prot:0 Aces

IV 32738 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 N dscp=9; 0x0000000000000038
0

I M 32738 Ox1FFF 0 0x00 0x000 255.255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32739 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 N dscp=8; 0x0000000000000038
0

I M 32739 Ox1FFF 0 0x00 0x000 255.255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32740 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 N dscp=7; 0x0000000000000038
0

I M 32740 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 0.0.0.0



-0 O 0x0

IV 32741 4097 O 0 0 1.1.1.2 0.0.0.0

-0 O 0 - e dscp=6; 0x0000000000000038

0

I M 32741 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 0.0.0.0

-0 O 0x0

IV 32745 4097 O 0 0 0.0.0.0 0.0.0.0

-0 O 0 - e - 0x0000000040000038

I M 32745 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0

-0 O 0x0

°_lE4n1|0|¢ VLAN 10{ ZE TCAM 0|22 20490| 1 QIE{H|0|A VLAN 20 &2 TCAM 2O
2 40972ILICH. &, o] & QIE{m|o|A T} L40p 2ol ChHEh LoU BlIX|AEE & Eet7] /8

st capmap EIOIE% AtE L

&LICHACL a12] ACE 57H2+ ACL a22| ACE 47H= capmap E0|E& 7}

£ og
ste olnl)

[« | =
= Z 7102 E AlSHof

Sup2T#show platform hardware acl capmap tcam B label 4097
Har dware Capmap Table Entry For TCAM B. Free itenms are not shown

Index  Loc[9] ([8] [7] [6] [5] [4] [3] [2] [1] [0]

1 212 10 9 8 7 6 5 4 3 2

Sup2T#show platform hardware acl capmap tcam B label 2049
Har dware Caprmap Table Entry For TCAM B. Free itenms are not shown

Index  Loc[9] ([8] [7] [6] [5] [4] [3] [2] [1] [0]

1 22 10 9 8 7 6 5 4 3 2
[k2t A o[l o Bt Aol A o2&t RIE{H|o|Aof CHEH & & 0| 2 7tS e CHE L40p 7|8 ACE(Access
Control Entry)& Mx|5l2d1 3tH AF® 7hs 8t capmap 5 & 2 F7F ZAIELICH

Sup2T(config)#i p access-list extended a2
Sup2T(config-ext-nacl)#permt ip host 1.1.1.2 any dscp 10
Sup2T(confi g- ext - nacl ) #end

*Sep 16 14:57:55.983: %EARL_CM-5-NOCAPMAP: No free capmap entry available
*Sep 16 14:57:55.991: %MCORE- 4- RACL_REDUCED: I nterface Vlan2 routed traffic
will be software switched in ingress direction. L2 features may not be applied
at the interface

et AZ E 047t TA| QIE{H 0|AE BE[Eso AQ[E 7t =B4X| CPU ALEE0| £2
0d 7|EF 2 EXM7F Yl = J&LCH

2 1:Cisco 1 ID CSCu0026660| =M E sl ZA5t7| I8 M 7[=IR& LICHTCAMO| XM Al5t
= =2l 7tE 2 HE AE2 TCAM tl0|& 2 o€ H & st=7HLICt O|A| Ciscox= 2K2]
E M cHl Z|CH 2048' A7 X| TCAM Bi01E(2,3,4,5 S5)2 XI&E™MoZ EFELICHF, capmap
E|0|=2 0| MSEEH O 0| SR EIX| e:gu:r.

CIE St=E9 o] E|AAL}F OFEHIIX|Z LOUE A8t olEte ME 7|5 AI2.8 104702 LOUE
A8E = U&sLct


https://tools.cisco.com/bugsearch/bug/CSCuo02666

Sup2T#show platform software acl lou
LOUs Regi sters (shadow copi es)

I ndex Type A Op AVal ACht B O BVal B Cnt

OPKT_Q0S A A is free. NEQ 0 1
1 DST_PORT LT 81 2 Bis free
2 B &Aare free
3 B&Aare free
4 B & A are free
5 B &Aare free
6 B & A are free
7 B & A are free
8 B & A are free
9 B & A are free

10 B & A are free

11 B & A are free

12 B & A are free

13 B & A are free

14 B & A are free

15 B & A are free

*sni p*

95 B & A are free

96 B & A are free

97 B & A are free

98 B & A are free

99 B & A are free

100 B & A are free

101 B & A are free

102 B & A are free

103 B & A are free

2 1% Capmap E|O|E ! LOU &IX|AH

Capmap E|0|E2 L4 2 E 1e{sl{of st= <0 Bt At ElLICHDSCP(Differentiated Services
Code Point)/CoS(Class of Service) 20l A2l 1A T L40OpZ ZHFELICHCIS 2 0| EAM 7t HTIA
o Z ger|E= ZHERSH 0f(Cisco {1 ID CSCu002666 4~ AFe0o| Z & El Z = HHE AFESHE o
) LT,

Sup2T#show ip access-lists a3
Ext ended | P access |list a3
10 permit ip host 192.168.1.1 host 192.168.1.2

I have this applied to interface VLAN 1.

Sup2T#show run int vlan 1
Bui | di ng configuration..

Current configuration : 84 bytes

!

interface M anl

i p address 192.168.1.1 255.255.255.0
ip access-group a3 in

end

ol= TCAMO| 42| =2 a3 EL|C}.

Sup2T#show platform hardware acl entry interface vlan 1 security in ip
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m s_i f_i ndex: 20000001 dir:0 feature:0 proto:0

pass#0 features

fno: 0

tcam B, bank:1, prot:0 Aces

Perm t ip host 192.168.1.1 host 192.168.1.2
L3_Deny ip any any

Sup2t - MAl. 7#show platform hardware acl entry interface vlan 1 security in ip detail
m s_i f_i ndex: 20000001 dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: Mnpls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, |-ife/ofe
s' nmeans set; 'U'

means unset; - nmeans don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam B, bank:1, prot:0 Aces

IV 32741 2 0 0 0 192.168.1.1 - 192.168.1.2
-0 O 0 - e - 0x0000000000000038
0

I M 32741 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O 0x0

IV 32745 2 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x0000000040000038
0

I M 32745 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Capmap E|O|E2 TCAM &i|0|2 XIME &3 & = ElLICt.show platform software [hardware] acl
capmap tcam <> label <> BZ 2| TCAM &i|0|2 2 AF&3t0{ O] TCAM dilo|E0l i 5t= E|O|=
(AZESo] E= SIEHO)E 2 = U&LICH

Sup2T#show platform hardware acl capmap tcam B label 2
Har dware Capnmap Table Entry For TCAM B. Free itens are not shown

Index  Loc[9] ([8] [7] ([6] [5] [4] [3] [2] [1] [0Q]

22 0 0 0 O O O 0 0 0O
O| 2il0|2 2| capmap EIO|E0| EEE &=0| Qi&LICHEO|E ACLM|= L40ps7t i&LICt
.capmap E|O|E0| &=2 HX(& e gdgLict



O| ACEE CIg2o 2 HZAE LI}

Sup2T#show ip access-lists a3
Ext ended | P access |list a3
10 permit tcp host 192.168.1.1 host 192.168.1.2 eq www

capmap ElO|E 2 CIA| F H EAA|Q.

Sup2T#show platform software acl capmap tcam B label 2
Shadow Capmap Table Entry For TCAM B

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]

1 9 Reserved Free Free
Free Free Free Free Free
Free

ZE H3 et XY SUSHH L4OpEE AH(HE|X| e &LICH

Sup2T#show ip access-lists a3
Extended | P access |ist a3
10 permt tcp host 192.168.1.1 host 192.168.1.2 gt www

capmap Elo|E& & O HEELICH.

Sup2T#show platform software acl capmap tcam B label 2
Shadow Capnmap Table Entry For TCAM B

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

Index  CBF [ 9] [8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]

2 8 212/0/1 Free Free
Fr ee Free Free Free Free

O|A| capmap Ell0|2 0] & 50| U&LICHACEE capmap E|O[20M 3/1/12 2 BHEHE|

Free
3/1/1



RST/INV/CNT EA|@lL|C}.047|M RSTE 0| L4Op7t AH%|E LOU S22 *|
Louoi CHEt EAIE 7t 2EE T LICHLES0 o|of CHet F71 HE
g Yol Ohg 222 HOlstMAIR.
Sup2T#show platform software acl capmap mapping
L4op_sel val ue Ref erence
0 ------ LOUW B register
e LOUWO A register
2 - LOUL B register
i LOUL A register
206  ----- LQULO3 B register
207 ----- LQULO3 A register
208 ----- A obal format match for gl obal acl
209 ----- Goup id present
210  ----- L4_hdr _vid
211 ----- Mol s_pl us_i p_pkt
212 ----- ifelofe for direction
(213-223) Reserved
(224-239) 16 TCP flags map
(240- 255) 16 | Pv6 ext header map

L4op_sel 2t 0| oo|D=| LOUO B BlIX|AEE
LOU1 B tIX|AE|E 7t2|7|H, 3ZQIEE LOU1 B HIX|AEE 7t2|7|1EX]

SERE 3y M 222§ YEICH31/1 5L ol o ofsHst 7| &7
O] £2230{|A 32 L40p7t LOU1 A BIX|AE{| ZE2E Y EIRISE 2|07
g2 TH AR E B2 L40p7t T2 IYSE FUXIE HO/E S5 e
Sup2T#show platform software acl lou
LOUs Regi sters (shadow copi es)

I ndex Type A Op A Val A Cnt B qO B Val B_Cnt
OPKT_Q0s d Ais free. NEQ 0 1
1 DST PORT LT 81 1 Bis free.
2 B&Aare free
3 B&Aare free
4 B & A are free

*sni p*

Sup2T#show platform hardware acl lou

Dunmpi ng h/w | ou val ues

Index lou_mux_sel A _Opcode A_value B Opcode B Value
0 7 NEQ 0 NEQ 0
1 1 LT 81 NEQ 0
2 0 NEQ 0 NEQ 0
3 0 NEQ 0 NEQ 0

*sni p*

H AICHAL] (gt, X)

#:L40pse QIEHO|AN MEE|= B2

). RST Zt0| el &zl &

7t217|2, 12 LOUO A A R|AE{E 7t2|7

XM3stH CNTE O]

H4
=

|1, 2EZQIEE
62%¢%¢I+
LFEFZ LY.

LICHLOU BIX|AE{Q] LY
L|Ct.

SEEZ2 LoU dIXIAEO (LT, X+1)2 ZZ2 a2 EL|cH

ofgF LOU BIR|AEo| =2 aeelEL|ct



L40psE& ArE5t04 ACLE st F(&AM =z QB Oo|A0 ACLO| MEEIX| &t F) sliE
L4OpsE LOU BliX|AaEZ 2zl stX| S &LICH.

IE{m|O|A VLAN 10{ M ACLE M|7Hst LOU Bl X|AEE CA| = QlEfLC.

Sup2T(config)#int vlian 1
Sup2T(config-if)#no ip access-group a3 in

Sup2T#show platform software acl lou
LOUs Regi sters (shadow copi es)

I ndex Type A Op AVal ACit B O BVal B Cnt

OPKT_Q0Ss d A is free. NEQ 0 1
1l B & A are free
2 B &Aare free
3 B &Aare free
4 B & A are free

*sni p*

Sup2T#show platform hardware acl lou
Dunpi ng h/w | ou val ues

Index lou_mux_sel A Opcode A Value B _Opcode B Value

0 7 NEQ 0 NEQ 0
1 1 NEQ 0 NEQ 0
2 0 NEQ 0 NEQ 0
3 0 NEQ 0 NEQ 0

*sni p*

>
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TCP Z2{1&= LOU BIX|AE] &9 Liol & E S= BilX|
platform software acl capmap mapping Z&2 35l 0|

Sup2T#show platform software acl capmap mapping
L4op_sel val ue Ref erence

0 @ ------ LOUO B register
i LOUO A register
2 - LOUL B register
3 - LOUL A register

206 ----- LOUL103 B register

207 ----- LOUL103 A register

208 ----- G obal format match for gl obal acl
209 ----- Group id present

210  ----- L4 hdr_vld

211 ----- Mpl s_pl us_i p_pkt

212 ----- ifelofe for direction

(213-223) ---- Reserved

(224-239) —_———— 16 TCP flags map

(240- 255) 16 1 Pv6 ext header map



L4op_sel &t 224- 239% TCP ZcH0i| AL E == U2, 16742 HIX|AHE AMSE =
017| O|RE Eof F= ztEE of 7t /&LICHO| ACL2 CHE 1t Zro| Mo|ELct,

Sup2T(config)#i p access-list extended al3
Sup2T(confi g-ext-nacl)#permt tcp host 192.168.13.10 host 192.168. 13. 20 syn
Sup2T(confi g- ext - nacl ) #exi t

QIE{H|0|A VLAN 1301 O] QIHIRE 8!

Sup2T(config)#i nt vlan 13
Sup2T(config-if)#i p access-group al3 in
Sup2T(config-if)#end

Sup2T#show platform hardware acl entry interface vlan 13 security in ip detail
m s_i f _i ndex: 2000000D dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnt_match, |-ife/ofe
's' means set; 'u

means unset; - nmeans don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno:0

tcam B, bank:1, prot:0 Aces

IV 32545 13 0 0 0 192. 168. 13. 10 - 192. 168. 13. 20
-0 O 1 ANY: ----85- ----- - 0x0000000000000038
0

I M 32545 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O OxF

IV 32546 13 0 0 0 192. 168. 13. 10 - 192. 168. 13. 20
-1 0 1 S - 0x0000000000000038
0

I M 32546 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-1 0 OxF

IV 32547 13 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 S - 0x0000000040000038
0

I M 32547 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show platform software acl capmap tcam B label 13
Shadow Capmap Table Entry For TCAM B

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;



CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
13 8 212/0/1 Free Free Free
Free Free Free Free Free 224/0/1

0| oflofl M TCP Z 21 register 2240] T2 I UE/L|ICHTCP Z 2101 CHaH AR 7HS8H &
i 2 K| AEol| sHEHEh). ool CHEH ZlH| = S8t TCP Zi1E 7+% TCP 5E(247] ACE) 0]
S fLICt.

24Rl ACL a130i| CHE ACEE F7tefLICt o] EZeia= CHE TCP £ & 7Hx{oF E Lt

Sup2T(confi g) #ip access-list extended al3
Sup2T(confi g-ext-nacl ) #permit tcp host 192.168.1.1 host 192.168.1.2 ack
Sup2T(confi g- ext - nacl ) #exi t

capmap El|O|&& CtA| £ CtE TCP BIXIAE7F AAEEICt= A

o
o
als
30
o>
T
o

Sup2T#show platform software acl capmap tcam b label 13
Shadow Capnmap Table Entry For TCAM B

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
13 7 212/0/1 Free Free Free
Free Free Free Free 225/0/1 224/0/1

HACIAD, Z2 32 22 SefaMEE S ELLICHZ Eeiol cis S22 TCP tilRIAH
7t M8EI0 1ol CiEt FIREE |SRIFLICHE, 24 Zeiof cial stLtkel capmap IEZ|T AFEE
LICtolE 7|&XM2o 2 ACLOIA 971 ZEEi2E 'r:'.'é’ = QA74LE 167H2] E2ia TCP A|Bt o|Fof
capmap A|&Hoi| EEHE = giZ 2 o|O|§Lct.

TCP BRI AE| N#to] EESTS TCP &2l 18 SHastof of 2ol wastE x| stelsrickoig
ool M= TCP 52 Z 882 100% S55t7] 9IsH 042 QIEIH 0l2 VLANO] 744 B XS E o042
ACLZ 20 &LC}.

Sup2T#show platform hardware capacity acl

Classification Mgr Tcam Resour ces

Key: Ttlent - Total TCAMentries, QSent - QoS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,



Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table

Modul e Ttlent QoSent RBLent Lbl LOU Tcp Dstbl Ethcam ACTtbl V6ext

1 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%
3 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%
4 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%
6 3% 7% 0% 1% 96% 100% 2% 0% 0% 0%

O| EtAl0M RS TCP ZEi2(5E= T REH TCP Zei19| =8hHE AF235t04 CHE ACLE 745

11 O|E QIEmHolAd ME35I7|2 A™HE 8
of =2 e alsiof etL|Ct. gLt AFE 7t 6
O|ﬁE O=|7=|oI-L_||:|._

L=+

o -|0

Sup2T(config)#i p access-list extended a29
Sup2T(config-ext-nacl)#permt tcp host 192.168.1.1 host 192.168.1.2 psh rst

Sup2T(config-if)#int vlian 29
Sup2T(config-if)#i p access-group a29 in

*Oct 6 13:57:47.612: %FMCORE-4-RACL_REDUCED: Interface Vlan29 routed traffic
will be software switched in ingress direction. L2 features may not be applied
at the interface
Sup2T#show platform hardware acl entry interface vlan 29 security in ip
m s_i f_i ndex: 2000001D dir:0 feature: 0 proto: 0

pass#0 features

fno: 0

tcam B, bank:1, prot:0 Aces

Bridge ip any any

A2 ¢4 #2 - 100% LOU S8 Al

LOU= fetet IP°40IEP— RAEg 7|¥staAl. &, Loue| SZtE FF6tHA Eulchoh3
83t0{ LOU At8 2 ZELIHZE = /U&LC

Sup2T#show platform hardware capacity acl

Classification Mgr Tcam Resources

Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table

Modul e Ttlent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl V6ext

MTCP Zai1 (= e =8hHE TCP BIXIAE
StES) 0 Bl K| AE{7} ei&LICH 0] B Al QIE{m|

BEE A

1 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
3 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%

4 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%

6 2% 7% 0% 1% 1% 0% 2% 0% 0% 0%

1 B2 LOUE AL835t7] fIe ACLE &Y ELICE.0{Ed ACLE MRIEH =(F 7Hel LOU BlIX|AHE
A8 3t range B, A%t B 2 F) CH oflof M= 96%2| LOU APR%% Hoi ELICH



Sup2T#show platform hardware capacity acl
Classification Mgr Tcam Resour ces
Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table

Modul e Ttlent QoSent RBLent Lbl LOoU TCP Dstbl Ethcam ACTtbl V6ext

1 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
3 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
4 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
6 3% 7% 0% 1% 96% 0% 2% 0% 0% 0%
I CHE ACLS 431 LOU AF80] 100%E Zotst= QIE{H o|A M| 2 E & LICt.

Sup2T(confi g) #ip access-list extended al2

Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.
Sup2T(confi g-ext-nacl)#$68. 14. 1 host 192. 168. 14.

range 1401 1410
range 1411 1420
range 1421 1430
range 1431 1440
range 1441 1450
range 1451 1460
range 1461 1470
range 1471 1480
range 1481 1490
range 1491 1500

P RRPRPRRRRRER
NNOMNNNMNNMNNDNNN

Sup2T(confi g-ext-nacl ) #exit
Sup2T(confi g) #int vlan 12
Sup2T(config-if)#ip access-group al2 in

71 o= 100%2| LOU At Zofl mER&LICt 22Ut 2F HAIX|E +=&=X| ot &LICH

Sup2T#show platform hardware capacity acl
Classification Mgr Tcam Resour ces
Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LQOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e
ACTt bl - Accounting Table, V6ext - V6 Extn Hdr Tabl e

Modul e Ttlent QoSent RBLent Lbl Lou TCP Dstbl Ethcam ACTtbl V6ext

1 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
3 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
4 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
6 3% 7% 0% 1% 100% 0% 2% 0% 0% 0%

017| CtE2 HIAETl UELICHOIX LOUZL 100%01 U222 O ZHEHSH L4OpE AL8tod QIE{T|
o|Aof CHaH Mx|E A= ELICtOo] ACLES FAEFLICH

Sup2T#show ip access-lists al3
Extended | P access list al3
10 permit tcp host 192.168.14.1 host 192.168.14.2 range 1600 1650

O| QIHIR2EE QIE{H 0|A VLAN 130{ 248 &fL|Ct

Sup2T#show run int vlan 13
Bui | di ng configuration..

Current configuration : 87 bytes
!

interface Vlanl3



i p address 192.168.13.1 255.255.255.0
ip access-group al3 in
end

X|= Ol VLANO{ CHEF TCAME & Qlst A A2,

Sup2T#show platform hardware acl entry interface vlan 13 sec in ip
m s_i f_i ndex: 2000000D dir:0 feature:0 proto: 0

pass#0 features

fno:0

tcam B, bank:0, prot:0 Aces

Perm t tcp host 192.168.14.1 host 192.168.14.2 eq 1650

Perm t tcp host 192.168.14.1 host 192.168.14.2 range 1648 1649
Perm t tcp host 192.168.14.1 host 192.168.14.2 range 1632 1647
Perm t tcp host 192.168.14.1 host 192.168.14.2 range 1600 1631
Perm t tcp host 192.168.14.1 host 192.168.14.2 fragments
L3_Deny ip any any

L40ps7t =& E|A&LICH.O| TCAM B|0|€ 9| capmap EIO|E2 EM olF A

Sup2T#show platform hardware acl entry interface vlan 13 sec in ip detail
m s_if_i ndex: 2000000D dir: 0 feature:0 proto:0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

T ™x[Ex| k2 A

M.GFl: M npls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, I-ife/ofe
's' nmeans set; 'u' neans unset; '-' neans don't care

| | NDEX LABEL FS ACOS AS | P_SA SRC_PORT

I P_DA DST_PORT F FF L4PROT TCP-F: UAPRSF MLGFI O her L40OPs

RSLT CNT

fno: 0

tcam B, bank:0, prot:0 Aces

IV 16136 14 O 0 0 192.168.14.1 - 192.168.14.2
1650 0 O 1 S - 0x0000000000000038
0

I M 16136 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 255, 255, 255. 255
OxFFFF 0 O OxF

IV 16137 14 O 0 0 192.168.14.1 - 192.168.14.2
1648 0 O 1 S - 0x0000000000000038
0

I M 16137 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 255, 255, 255. 255



OXFFFE 0 O OxF

IV 16138 14 O 0 0 192.168.14.1 - 192.168.14.2
1632 0 O 1 S - 0x0000000000000038
0

I M 16138 Ox1FFF 0 0x00 0x000 255. 255. 255. 255
OxFFFO 0 O OxF

255. 255. 255. 255

IV 16139 14 O 0 0 192.168.14.1 - 192.168.14.2
1600 0 O 1 S - 0x0000000000000038
0

I M 16139 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255, 255. 255. 255

OxF

IV 16140 14 O 0 0 192.168.14.1 - 192.168.14.2

-1 0 1 S - 0x0000000000000038

0

Sup2T#show platform software acl capmap tcam B label 14
Shadow Capmap Table Entry For TCAM B

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
14 9 212/0/1 Free Free Free
Free Free Free Free Free
Free
07| o{it Loil ciet MHOo| /CHLOU Bl X|AE{7H & £ 7] HZ0d I Ol&f A L4OpsE MXIE =
A2 MM capmap El|O|E 0| & E& =+ ei&LICt. o] EtAH M= TCAMOI| L4OpsE 2—.* *6&04 M |5t
B0 ELICHL40psE &8 e &= Qe B2 AT EL0{0|H A QIE{HO|AE XIHE WESZE ™

ghefuct.

100% LOU S5 AF2H2 F2 9Ol L7?L40p =& HE0 TCAMO| HF 2 H| R K X[Z7| A|ZHE
LIC}H &% 0| 27t L40OpsE MxIstEdn ot §HA| 3o 2 ™A QLE{HO|ATI AZERo{ E
o|& g gr&Lct.

=& 0| 27t5E L40OpE HR[Stedn & et @ 77t S ELICH
ool M= HEEIX| o= L4OpE F7t6t0o{ RQUE{H|O|A VLAN 1301 2 S El T4 ACL a132 =

X AEfo = ole{E M & oM EEo
I 7
M&LCt

Oiorj’ﬂ

Sup2T(confi g) #ip access-list extended al3
Sup2T(confi g- ext-nacl ) #permit tcp host 192.168.14.1 host 192.168.14.2 dscp 40

Oct 5 04:50:13.104: %FMCORE-4-RACL_REDUCED: Interface Vlanl3 routed traffic will
be software switched in ingress direction. L2 features may not be applied at the
interface

Oct 5 04:50:13.096: %EARL_CM-DFC3-5-NOLOU: No free LOU entry available on the EARL
Cct 5 04:50: 13.096: %EARL_CM DFC1-5-NOLQU: No free LQU entry available on the EARL
Cct 5 04:50: 13.096: %EARL_CM DFCA-5-NOLQU: No free LQU entry available on the EARL

Sup2T#show platform hardware acl entry interface vlan 13 security in ip



m s_i f _i ndex: 2000000D dir:0 feature:0 proto:0

pass#0 features

fno: 0

tcam B, bank:0, prot:0 Aces

Bridge ip any any

= -
Ml 47 #3 - L4OpsE A28 QoS 2 1eiY
QoS MM L40psT HZE 4 U LIchol2d3t L4Opst CHE L4OpSt OHEF7HRIZ Ad ks ok B
LICt.0l= QE{H| O|AZ, QoS HM|ME, 72O 2 capmap HIO|E1 LOUZL Z&= Ao 9
ol MEtElCtE JA2 o|0lfLIct.ctSot 22 7ZHEHE W o 2 0| E 04 EL LY.

Sup2T#show ip access-lists al
Extended | P access list al
10 permit tcp host 192.168.1.10 host 192.168. 2. 10 dscp ef

Sup2T#show class-map al-class
Class Map match-all al-class (id 37)
Mat ch access-group nane al

Sup2T#show policy-map al-policy
Policy Map al-policy
Cl ass al-cl ass
police cir 80000 bc 2500
conformaction transmt
exceed-action drop

0| odofl= 192.168.1.100{| A 192.168.2.102 2| EEf=l1} & x|5l= access-list a1S
A b k|5 HA go| U&LICHEF)Z EAIE). DSCP Ztoil CHeh &2 &%
L4OpILICt.O|= LOU Bl X|AEH| Z2O2fYE|T capmap EO|E2| =2 &3l
LICH O|A| O] 4% T2 gig3/2304| CHE QIHIREZ MX|ELICH

Sup2T#show run int gig3/23
Bui | di ng configuration...

Current configuration : 176 bytes
!
interface G gabitEthernet3/23
swi t chport
switchport trunk allowed vlan 1-30
swi tchport node trunk
servi ce-policy input al-policy
end
elE{m 0| 20] Tt Qos T2 I2YS HEiH Chg Wae A8 ELICH

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip module 3
m s_if_index: 8096000 dir:0 feature:1 proto:0

pass#0 features



fno: 0

tcam A, bank:0, prot:0 Aces

0x0000E0100000D00B tcp host 192.168.1.10 host 192.168.2.10 dscp eq 46
0x000000000080D00B ip any any

o| BP0l CHal AtAM|S| DBt O RE{m| 0] A 01| A AFE E[= TCAM Bl0|E 0| EA|IELICE.

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip detail module 3
m s_if_index: 8096000 dir:0 feature:1 proto:0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4_hdr_vld, G gpid_present,F-global _fnt_match, |-ife/ofe
's' neans set; 'u' neans unset; '-' means don't care

| I NDEX LABEL FS ACOS AS I P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno:0

tcam A, bank:0, prot:0 Aces

IV 16238 2 0 0 0 192.168.1.10 - 192.168. 2. 10
-0 O 1 e dscp=46; 0x0000E0100000D00B
0

| M 16238 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255. 255. 255. 255
-0 O OxF

IV 16239 2 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 e - 0x000000000080D00B
0

I M 16239 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

AEE|= TCAM Ef|lo|22 2LICt O|X| capmap El0|E & = Ql5t&A|2.

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Capmap Table Entry For TCAM A

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

Index CBF [9] [8] [7] [ 6]
[ 5] [4] [3] [2] [1]



2 8 212/0/1 Free Free Free
Free Free Free Free Free 2/1/1

#1:QoS TCAML| 32 & H3 & x|'daliof fLICH O|ZE 7| ot x| fo™ £30| A E
dotx| ef&LCH.

Sup2T#show platform software acl capmap mapping

L4op_sel val ue Ref erence

0  ------ LOW B register
i LOUO A register
2 e LQU1 B register
3 eee--- LOUL A register

*sni p*

LOU Zt0| 2 EQIE QI LOU1, register B. C}2 HHE AF235t04 0| ZZ2 RS
Ct.

It
ro
]
1
30
I
L

Sup2T#show platform hardware acl lou
Durmpi ng h/w | ou val ues

Index lou_mux_sel A Opcode A Value B _Opcode B Value

0 7 NEQ 0 NEQ 0
1 4 NEQ 0 NEQ 46
2 1 NEQ 0 NEQ 0
*sni p*

Zu|aefolde gL

Sup2T#show ip access-lists al
Ext ended | P access list al

10 permit tcp host 192.168.1.10 host 192.168.2.10 dscp ef
20 permt tcp host 192.168.2.11 host 192.168.2.11 dscp ef
30 permt tcp host 192.168.3.11 host 192.168.3.11 dscp ef
40 permt tcp host 192.168.4.11 host 192.168.4.11 dscp ef
50 permt tcp host 192.168.5.11 host 192.168.5.11 dscp ef
60 permt tcp host 192.168.6.11 host 192.168.6.11 dscp ef
70 permt tcp host 192.168.7.11 host 192.168.7.11 dscp ef
80 permt tcp host 192.168.8.11 host 192.168.8.11 dscp ef

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Caprmap Tabl e Entry For TCAM A

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

Index  CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]



2 8 212/0/1 Free Free Free
Free Free Free Free Free 2/1/8

o Ol &F2 AS5HR| t&LICHOH A & Bl & F AtAlof CHall A & =X 712 EJt S7H5t22
X488t LICt.capmap EO|E 2! LOU BIRIAE] B0 AA L CHAof CHEH 247t & LICH ol
A 5tH™ L40p HEIF MEE L—IEP EE ACEXIM S8 DSCP g1t L x|5t2 2 dlie DSCP 24of

CHal stLtel S et o™ FELIC.

9749 MZ CHE DSCP 22 AH85tE 5 =™ Lt

Sup2T#show ip access-lists al

Extended | P access list al
10 permt tcp host 192. 168.
20 pernmit tcp host 192. 168.
30 pernmit tcp host 192. 168.
40 permit tcp host 192.168.
50 pernmit tcp host 192. 168.
60 pernmit tcp host 192. 168.
70 pernmit tcp host 192. 168.
80 pernmit tcp host 192.168.8.11 host 192.168.8.11 dscp af 32
90 pernmit tcp host 192.168.9.11 host 192.168.9.11 dscp af33

capmap E0|2 2 EH 715 & A2 & & U&LICL

.10 host 192.168.
11 host 192.168.
.11 host 192.168.
.11 host 192.168.
11 host 192.168.
.11 host 192.168.
.11 host 192.168.

.10 dscp af11
11 dscp af 12
.11 dscp af 13
.11 dscp af21
11 dscp af 22
.11 dscp af23
.11 dscp af 31

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Caprmap Table Entry For TCAM A

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

Index  CBF [9] [8] [7] [6]
[5] [4] [3] [2]
[1] (0]

2 0 212/0/1 10/1/1 9/1/1 8/1/1
7/1/1 6/1/1 5/1/1 4/1/1 3/1/1
2/1/1

£r30| B7H5 3 L40p VI¥ 22 CHE HS2 MxIste{n 5HE Ch2 T 2ol ELic,

Sup2T(confi g-ext-nacl)#permt tcp host 192.168.10.11 host 192.168.10.11 dscp 2
Sup2T(confi g- ext - nacl ) #end

%M 4- TCAM ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir IN. <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
%M 4- TCAM ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir IN. <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
%M 4- TCAM ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir IN. <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
%M 4- TCAM ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23



dir I NN <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM_ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir I NN <CONFI G UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
9%-MCORE- 6- RACL_ENABLED: I nterface G gabitEthernet3/23 routed traffic is hardware
switched in ingress direction

Oct 20 17:12:54.304: %EARL_CM-DFC3-5-NOCAPMAP: No free capmap entry available

O|X| o] @IE{m|o|A L] TCAME EQISHAIAIL.

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip module 3
m s_if_index: 8096000 dir:0 feature:1 proto:0

Coul dnt find feature for ms_if_index 0x8096000, dir O
O| @IE{m|o|Aof CH3H TCAMO| A X[El QoS 7|50| gi&LICt.

FEAlo= L4Ops7t MAEE|X| et &LICHIFEFA L4Ops7t = EHE ACLO| /11 U X|of DSCP Zt2
Y5t o|of CHsll LOU BIX|&E7F AEXIX| e &LICHME EH 1 Z &Lt

Sup2T#show policy-map al-policy
Policy Map al-policy
Cl ass al-cl ass
set dscp ef

Sup2T#show class-map al-class
Class Map natch-all al-class (id 37)
Mat ch access-group nane al

Sup2T#show ip access-lists al
Ext ended | P access list al
10 permit tcp host 192.168.1.1 host 192.168.2.1

Ol QIE{m|0|A gig3/230]l M ElLIC}

Sup2T#show run interface gig3/23
Bui | di ng configuration...

Current configuration : 176 bytes
!

nterface G gabitEthernet3/23

swi t chport

switchport trunk allowed vlan 1-30
switchport node trunk

servi ce-policy input al-policy

end

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip detail module 3

m s_i f_index: 8096000 dir:0 feature:1 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npl s_plus_ip_pkt, L-L4_hdr_vlid, G gpid_present,F-global _fnt_match, |I-ife/ofe
's' means set; 'u

means unset; - nmeans don't care



| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT

| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40Ps
RSLT CNT
fno: 0

tcam A, bank:0, prot:0 Aces

IV 16238 3 0 0 0 192.168.1.1 - 192.168.2.1
-0 O 1 - e - 0x0000E010005D100B
0

I M 16238 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O OxF

IV 16239 3 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x000000000080D00B
0

I M 16239 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show platform software acl capmap tcam A label 3 module 3
Shadow Capmap Table Entry For TCAM A

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]
3 9 212/0/1 Free Free Free
Free Free Free Free Free
Free

M ¢ #4 - 0| AE ACLE CAPMAP A& A

O| ool M= QIEHO|A T A|ZHE [ O|2{Et RLFE MH3dt= IPv4 2 IPv6 ACLE 25 AFEStES
TEEl QIE{H 0| AT} A& LICH.

%EARL_CM 5- NOCAPMAP: No free capmap entry avail able
%MCORE- 4- RACL_REDUCED: I nterface VIan500 routed traffic will be software switched in ingress
direction.

L2 features may not be applied at the interface
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Swi t ch#sh i p access-lists | NGRESS
Extended | P access |ist | NGRESS

10 permt tcp host 1.1.1.1 host 1.1.1.2 range 1 10

20 permt tcp host 1.1.1.3 host 1.1.1.4 range 10 ftp-data
30 pernmit tcp host 2.1.1.3 host 2.1.1.4 range 30 40

40 permit tcp host 2.1.1.3 host 2.1.1.4 range 85 100

50 pernmit tcp host 2.1.1.3 host 10.1.1.1 range 222 333

60 permit tcp host 20.5.4.3 host 10.100.100.1 range www 443

70 permt tcp host 200.50.4.3 host 11.11.11.1 range 800 813

80 permit tcp host 200.50.40.30 host 12.12.11.1 range 50 60

90 pernmit tcp host 13.13.13.3 host 14.14.14.3 range gopher 90

100 pernmit tcp host 23.23.23.3 host 14.14.10.1 range 123 345

110 permit udp host 123.123.123.1 range 50 60 host 23.23.23.1 range 10 20
120 permit udp host 45.45.43.1 range 1000 1010 host 1.1.1.1 range 50 65
130 pernmit tcp host 78.78.78.1 range 89 95 host 2.3.4.5 range 1111 1200
140 pernmit tcp host 5.5.5.50 eq 65000 host 5.4.5.4

150 pernmit tcp host 5.15.5.150 range 1200 1250 host 1.7.8.4 range 45 65

Swi t ch#show i pv6 access-1ist DENY-ALL- V6

| Pv6 access |ist DENY-ALL-V6
permt udp FE80::/64 host FF02::66 eq 2000 sequence 10
deny i pv6 any any sequence 20

O™ oflo| At 20 IPv4 ACLO|= 97 O|&r o] TR & =& 7158t L40ps7t A& LICIPv4RE T4
£l QIE{H| 0|A oF2H0i| M= capmap ElOIE 2 A ZISHA| =S 2o ek = &EL|CtH

0]

0|5 AEH 2 Z0| A TCAM StEQ{E Z2J2|TE [ AL/ R[= THA IPv4 ACLE A[ZHEL|CH
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=

o
1 MPE= =AY 7S 140ps & LR E HPELICHOIX E|0IS 0l 2I= A8 ThsE &
7t 00| EIA&LICH &, IPv6 ACLES ZE2 I Usiz{H Te st 235 27153 L40pE T2 a2 st
S ol AEE & 9l #=0| iaLich

IPv4 ACLE M|7{5t™ capmap EIO|=2 2| At& 7tS8t &F 7 E7t5tH O|A| IPve ACLO| StES
ool 2Ht2H =2 32U |T MZ SHAE capmap &S & stLIE AFSELICHIPv4 ACLE 2IE]
H|O|A x| ef|o[Moi| CHA| 245t SUTH & & 0| CHA| 2 2%t I—IEP O|A| IPv6 ACLS| Z1}tZ &
Lto| =7t IPv4 A E 2| & E|0H, O| ACL2 A8 7}=°F apmap e B Al 8tLcteE
L4Ops= O| ACLMIM &% 0| 7ts3t2E =2 Jef Y0l E3 &Lt

IPv4 ACLE =822 M7{st11 F7I5t0{ & =0| St=E 010 et el= HE WX|5H7| -r|5H ol
gng|EE HESE 7Is0| & ’SE|°"ALIE KEM|EH LI Cisco B

3t AlLI2| 204 A TCAM ¢ ==k
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OltHEt 7|15 &2 Sl "Fixed-in" AZER|0o{ 22[AE= O|M U A IPv4/ve ACL 51 &2
QIAEIAOIA L4OpsE Z2I2fRUSHE WAIE HASHE T4 7h5 8 S48 Mot 47|18 0l40]

St= YAS
#AH Eucholes 78 HEE +dE + U&LICH

Swi t ch(confi g) #platform hardware acl tcam-exp-logic enable
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq24924/
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