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ACL Rule Configuration

ACL Name - ACL Type: l v IPv4_ACL - IPv4d

Rule:
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ACL Name - ACL Type: | IPv4_ACL-IPv4 &

Rule: New Rule -

3. Action() ACL .
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Action: v Permit ’
4~9 . .

4. Match Every Packet( )

Match Every Packet:

: Match Every Packet . 11.

5. Protocol() Any()

— IP — Internet Protocol Suite .
— ICMP — Internet Protocol Suite .



— IGMP — IPv4
— TCP —
— UDP — Internet Protocol Suite .

— 0~255 IANA ID.

Protocol: Any
© Select From List: [ icmp C ]
Match to Value: 0 (Rang
6. Source IP( IP) IP .Any() User Defined() IP
P — IP.
+ Wild Card Mask( )— IP . . 255.255.255.255 . 0.0.0.0. Source IP Address(IP) .
0.0.0.0. 24 (: 192.168.10.0/24) 0.0.0.255.
Source IP: ¢  Any N
© User Defined
Source |IP Address: 192.168.1.100 (x00¢
Wild Card Mask: 0.0.0.255 (200
L J
7. Source Port( ) Any
— FTP(File Transfer Protocol) — FTP TCP(Transmission Control Protocol)
—FTP — 20
— HTTP(Hypertext Transfer Protocol) — HTTP World Wide Web
— SMTP(Simple Mail Transfer Protocol) — SMTP ()
— SNMP(Simple Network Management Protocol) — SNMP IP
— — LAN
— TFTP(Trivial File Transfer Protocol) — TFTP FTP
— World Wide Web(WWW) — WWW HTTP
- MatchtoPort()- . Matchto Port 0~65535.3 .
— 0~1023 —
— 1024~49151 —
— 49152~65535 — /
+ — . .16(0-OxFFFF).0 1
Source Port: Any
© Select From List: @
Match to Port: (Range: 0 - 65535)
Mask: (Range: 0 ~ Oxffff, Os
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9. Destination Port( ) Any()

—FTP — TCP
—FTP — 20
— HTTP — World Wide Web
— SMTP — ()
— SNMP — IP
— — LAN
— TFTP — FTP
— WWW — HTTP
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— 0~1023 —
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— 49152~65535 — |
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Mask: (Range: 0 ~ Ox
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- IP DSCP Match to Value — DSCP . 0~63 .
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VLAN ID: Any
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Delete ACL:
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1. ACL Rule Configuration
ACL -ACL — ACL.

: IPv6_ACL — PVv6 .
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:ACL 10 .

ACL Rule Configuration

ACL Name - ACL Type: | IPv6_ACL - IPv6

Rule: [[ New Rule
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4. Match Every Packet( )

Match Every Packet:

:Match Every Packet . 12.

5. Protocol() . Any()

— IP — Internet Protocol Suite

— ICMP — Internet Protocol Suite .
— IGMP — IPv4

— TCP —

— UDP — Internet Protocol Suite .

— 0~255 IANA ID.

Protocol: Any
© Select From List:
Match to Value: a0 (Ran

6. Source IPv6( IPv6) IP .Any() User Defined() IPv6 IPv6 Prefix Length(IPv6 ) .

- IPv6 — IPv6 .
IPv6 — IPv6
Source IPvE: Any
[ ] User Defined
Source |PvE Address: fd2d:4 3a5: 25fe: Sfef:fift
Source |PvE Prefix Length: 64 (Range:

Source Port: Any
7. Source Port() Any()
—FTP— TCP
—FTP — 20
— HTTP — World Wide Web
— SMTP — ()
— SNMP — IP
—_ — LAN
— TFTP — FTP
— WWW — HTTP

- Matchto Port()- . Matchto Port 0~65535.3
— 0~1023 —
— 1024~49151 —
— 49152~65535 — /
« — . .16(0xFFFF).0 1
Source Port: Any
©  Select From List:
Match to Port: ge
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IPv6 — IPV6 .

IPv6 — IPv6
Destination IPvE: Ay
© User Defined
Destination IPvE Address: fd2d:43a5:25fa:1234:0
Destination IPvE Prefix Lenglh: G4 (Ranggh
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— .FTP, FTP , HTTP, SNMP, SMTP, TFTP, , WWW.
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— 0~1023 —

— 1024~49151 —
— 49152~65535 — |

. — . .16(0-OxFFFF).0 1
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© Select From List:

Match to Port: (Ra
Mask: (Ra
10. IPv6 Flow Label(IPv6 ) IPv6 .Any() User Defined() IPv6 20 . O0~Oxffff.
IPv6 Flow Label: O Any
User Defined: [
11.IPv6 DSCP IP DSCP  .Any()
— .DSCP AF(Assured Forwarding), CS(Class of Service) EF(Raped Forwarding).
« Match to Value()-063 DSCP .
IPvG DSCP: *  Any
Select From List: III
Match to Value: (Range:0-63)
Delete ACL:

12. Save() .
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