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RADIUS Client

RADIUS Accounting for Management Access can only be enabled when TACACS« Accountng is disabled. TACACS+ Accounting ks currenSly Disabled

RADIUS Accountng: [ Port Based Access Control (802.1X. MAC Based)
Managoemont ACCess
Both Port Based Access Control and Management Access
Nore

3EHA|

RADIUS Table(RADIUS E{|0|=)0i|l A {5t 7| ot 0|2 & & 2504 Cisco ISE MHE F7t
gfLict.

RADIUS Table

(& W

4CHA|

Cisco ISE MH M8 HEE 2d 5t X



Add RADIUS Server W

Tarvor [hetrefu e By 1" mikkren Hy o=
B by S——) T
¥ = o ”

T L

-aad
Eary By * Uik Dt
[y = m e e
1. Cartrae! | ey
Tirmagmd bt Py v Uk Dt
1in Caetr]
A Parde stam e g
Ml * i Dl
Ly [oetaime]
Cnd Trray ® L Dt
1y et
i Ty Logn

Note:

ME R 802.1xE MEHGHOF T LICt

802.1x @15 714

1E-A|

Security(=2 2+) > 802.1X Authentication(802.1X 1&) > Properties(%4d) H+Z 0|8 &
Lct



TACACS+ Client

RADIUS Client

P RADIUS Server

Login Settings

Login Protection Status

P Mgmt Access Method

Management Access
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Port-Based Authentication: Enable
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Port Authentication
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Filter: Interface Type equalsto Port of Unit 1 +~
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Current Port  Administrative RADIUS
Entry No. Port Control Port Control VLAN Assignment
O GE1  Authorized Force Authorized Disabled
Qo 2 GE2 Force Authorized Disabled
O 3 GE3 Force Authorized  Disabled
) 4 GE4 Force Authorized Disabled
O 5 GE5 Force Authorized  Disabled
Q) 6 GE6 Auto Disabled
o 7 GE7 Force Authorized  Disabled
@] 8 GE8 Authorized Auto Disabled
o 9 GE9  Authorized Force Authorized  Disabled
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Downloadable ACL List > ITACL
Downloadable ACL

* Name | ITACL

Description  Allow all traffic

IP version IPv4 IPV6 Agnostic

* DACL Content 1234567 permit ip any any «
8910111

2131415
1617181
9202122
2324252
6272829
3031323
3343536

» Check DACL Syntax

m Reset
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Authorization Profiles > IT_Auth
Authorization Profile

* Name | IT_Auth

Description

" Access Type | ACCESS_ACCEPT v

Network Device Profile &4 Cisco » &

Service Template
Track Movement

Passive Identity Tracking ]
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Policy Sets

Status Policy Set Name
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Policy Sets

+ Status Policy Set Name

@ DACL_Policy
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° Address EQUALS 172.19.1.250
AND

] Wwired_802.1X
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Allowed Protocols / Server Sequence Hits
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Default Network Access
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¥ Authentication Policy
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

2| Authorization Policy
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Search

@ SalesUser_Policy
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Authentication(Q15) B2 225t 802.1X 15 0| st} =X| & QlghLct.

-l

% Ethernet Properties
Netwarking ( Authentication Jsharng
Select this option to provide authenticated network access for

this Ethemet adapter.
(E)Enable IEEE 802.1X authentication

3EHA|



Additional Settlngs(ZT‘J t A7)0l A User authentication as authentication mode(21& 2
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Advanced settings X
802. 1X settings

] Spedify authentication mode

Userauthenticatbon v | Replace gedentals

[[]Delete credentials for all users

[_]Enable single sign on for this network
Perform immediately before user logon
Perform immediately after user logon
-jr'*l.—]'_' :='.r*| Ficrs I|:|

Allow additional dialogs to be displayed during single
Sgn on

This network uses separate virtual LANs for machine
and user authenticabon
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Protected EAP Properties

When connecting:
[_] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities

JB]4a2 Certiicate Services | ~
[ ] Baltmore CyberTrust Root

] Certum Trusted Network CA

[[] Qlass 3 Public Primary Certification Authority

[[] comoDO RSA Certification Authority

[C] DESKTOP-NONBRSQ

[] DigiCert Assured ID Root CA v
< >

Notifications before connecting:
Tell user if the server's identity can't be verified v

Suh:tluﬂ'mhhmﬂelmd
Secured password (EAP-MSCHAP v2) ¥ Configure...

[/ Enable Fast Reconnect
[] Disconnect if server does not present cryptobinding TLV Y

[ Enable Identity Privacy
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MAC-Based ACL

MAC-Based ACE
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IPv4-Based ACL

IPv4d-Based ACL Table

-+

ACL Name Originators
redirect_acl Static
filter_id_acl Static
Auth-Default-ACL System

Note:

CIeE2CE 753 ACL
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IPvd-Based ACE
Filtir AL Novng equals b 2ACSACL-1IP-ITACL-6Fa39353 «

MAC-Based ACL

IPvd - Based ACE Table
MAL-Based ACE
+ [
1Pvd -Based AL
Tirme Range Source IP
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v 802.1X Authentication

Properties

Port Authentication

Host and Session
Authentication

Supplicant Credentials

5EHAH|
CLIO| A show ip access-lists interface W&t QIE{H|O|A IDE AT LICH

Ol oloil M= Z|7HHIE ol 30i & &l ACL & ACEE & + /U&LICH




HHES AIS5t04 ISE 14 L ACLCIREEL 2EEl dF

=4
[eNe)
show dot1x sessions interface <ID> &AM HE. A

ACLEZ € + U&LICH

07| l04Q! O|X| CHR ZE 7+& 8 ACLO| Cisco ISEE A& 3= Cisco Catalyst 1300



A LRI o EA FSet=Xl &+ J&LICH

KEM|EH L& 2 Catalyst 1300 22| 7H0|= R Cisco Catalyst 1300 Series X|#d H|O|X|S & & 514
A2,


https://www.cisco.com/c/en/us/td/docs/switches/campus-lan-switches-access/Catalyst-1200-and-1300-Switches/Admin-Guide/catalyst-1300-admin-guide.html
https://www.cisco.com/c/en/us/td/docs/switches/campus-lan-switches-access/Catalyst-1200-and-1300-Switches/Admin-Guide/catalyst-1300-admin-guide.html
https://www.cisco.com/c/ko_kr/support/smb/product-support/small-business/Catalyst-1300.html
https://www.cisco.com/c/ko_kr/support/smb/product-support/small-business/Catalyst-1300.html
https://www.cisco.com/c/ko_kr/support/smb/product-support/small-business/Catalyst-1300.html

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



