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e Getting Started

Diagnostic

Status and Statistic:

Ping or Trace on IP Address
File Management

Reboot P Address/Domain Name: | I {e.g.: 1.2.3.4, abc.com or fe08:10)

Perform a DNS Lookup

IP Address/Domain Name: {e.g.: yahoo.com)

Wireless Export Technical Support Report

Rolding Expart To PC m Click nere to configure Email settings

Firevwall

GUIE AF835l0d plng% %3+E4E‘4 CtRE{Q EAlIE
Ct UEA LHolM 94Z3=! Ct 2 ClHlo|A Sl IP T4
AME|E = Q= ClHio|A % MEdEH = Ql&LCH

2tSE7HIP FA SAE = U miZ!o| SH(Q &7 BHEHEILICH ot J2I2 4332l
ping2 E04iELICt. [F2tM O] BR0llE HERZ 40| EX7t £|X| et &LICh.

Ping or Trace on IP Address

P ,l:lul_,'lull_;";',.'\_-',..l-;-_;ll_'l|rld-'|| Marme. BREBR o |:E.L_T|.Z 1.2.3.4, abc.com ar fe08::10)
®

64 bwies from B.8.8.8: saq=0 t=121 time=50.321 ms

64 bwies from B.B.B.B: seq=1 ti=121 time=49.6 ms

64 bytas from B BB 8: sequ?2 til=121 time=49.547 ms e
B4 bwies from B.8.B.8: seq=3 til=121 time=50.672 ms

IPOIM FMg =&3l2{™ TracerouteE 2 =2I&LICH. traceroute 2| A0 M & 2FRE{0| A CHS B}
LE{Z "&"0| EAIEILICE "Hop" 12 2Z 2tREZ AIEE CF2 ISP(QIEL! MH|A B2 BH
E{Z AIZHEtLICH O3 CHS ISPL| HE YT of|X|of Y= EHREZ, O2|1 ¢ B2 2IRE{E S5l
SHX|Z "F"®LCH M F M Ho|"E& 0| ¥35H HEXZ ¥ 9| A7t ELICH CHE IP F
A EE THQ O|§E AH83t0q traceroute & 3o 2 WO dA|2.



Ping or Trace on |IP Address

IP Address/Domeain Name: o (e.g.: 1.2.3.4, abe.com or fa0B::10)
Fing | Tracerouta ' 9

182.168.1.1 (192.168.1.1) 0.044 ms 0.025 ms 0.032 ms
106001 (10.6.0.1) B7S ms 7.904 ma 7.677 ma
20.19.186 (24.220.19.186) B8.711 ms 13.386 ms 7.742 ms
ﬁ?ﬁ??i&ﬁ [24.220.7.226) 13.935 ms 9445 ms 7.74ms
A4220182.214 10,603 ms 24 2201935 10.147 ms 24.220.19.0 11.015 ms
206.126.236.21 (206.126.236.21) 48.464 ms 47.626 ms 49.B9 ms i

Lo N B L kD =

DNS(Domain Name Service) Z3|&
3))2 S=IFLICH DNS7HIP 4 E
AZELICH

AoteAH IP T4 E= ZHQ 0|§2 =25t Lookup(E
T HQ! O|Fof CHEr M HEE HHEHstEM AME{7F 24 20

A

T
[
=

Perform a DNS Lookup

P Address/Domain Mame: o (8.q.. yahoo.com)

Server. B.EHH
Addrass 1. BH.8.8

Name: google.com

Address 1: 172.217.8.174 e
Address 2: 2607:f8b0:400%:808::200e &

Export Technical Support Report

Export To PC Expan To USB m Click here to configure Email settings

ECIE SM2 MEE EE REE £ Return to factory default settings(2% 7|2 Mo 2 =Eol7}
Z1)LICH. Return to factory default settings(3% 7|2 MHS 2 E0t717))E MEfSHH 2 E 741|
Joio|Mo| &AELICE ol A2 7|2 MYolM HEE|o] 2X7t et Z EXME HEE = U
gLICH MEE £ QBME Z8E S 7|8 dHo=E Sot7t7|8 ME{stH QIZEAME CHA| 2=
3t oF & LICt.



e Status and Statistics - e vl RV260W
1
File Management Reboot
P

CiIsco

e Active Image after reboot: ~ Active Image - 1.0.00.13 |~

Certificate ® Reboot the device

e O |Return to factory default settings after reboot
Configuration
Management O |Return to factory default settings including certificates after reboot

= o

£+ System Configuration

SEf A SH B

System Summary(A|AE @ oF) R E{ B M Fof Q= CHE ZF Status(&fEH) 2! Statistics(S ) S M2
EFAMSHL|C}
[== R I — | .

System Summary(A|AR @) o|l= Al2|Yd H3E, BFRE7L 7S E AlZH 3R] AlZt, ZE AHE,
VPN & EH & &t MEf7F B AIELICH 8 3R Hello] & Ao HAME LId§tLIct & & st
7t 2| & HHEO| ob il B Cisco Support2 0|&535H01 Hflo = 10 HEE ¥ asl|o|=3Hok &
Lich dazol=of o ZATF &Ko U= A7t BV Eo] ol 2XME sHEE &= A&
Ct. Hello Faslole Z2MAE otLHEE{™ 07| & S2ISHMAIL.


https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html?dtid=osscdc000283

System Summary

System Information Firmware Information

Serial Number:  DNI2227A3Y4 ( Firmware Version: 1.0.00.1 3)
System Up Time: 2 days 0 hours 43 minutes 37 sec Firmware MD5 Checksum: ab4b5acd60a
Current Time: 2018-Sep-07, 13:34:14 CST Locale: English

PID VID: RV260W-A-K9 V01 ( Language Version: 1.0.0.0 )
LAN MAC: 68:9C:E2:AQ0:E7:31 Language MD5 Checksum: d901cc97ae
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File Management Reboot
2

Berresis Active Image after reboot: ( Active Image - 1.0.00.13 V) e

Certificate Reboot the device o

O Return to factory default settings after reboot

Configuration
Management O Return to factory default settings including certificates after reboot

£+ System Configuration
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Getting Started

System Summary @
TCP/IP Services

2
WAN QoS Statistics

Switch QoS Statistics

Port Traffic(ZE EciZ) Ho|X|ol& CtS0o| Z&E L

- ZEID-ZEID
- ZE B0l - ZE H|0|2

« Link Status(2!3 ArEf) - ZF ZEO| A AlE

=
« RX Packets - QIE{H|O|AE Sall +AIE S
« RXHIO|E - 22 & HIO|E

« TX Bytes - TS E! & HIO|E
- WA R -WAEE
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e cISCO RV260W cisco(admin)  English 9 e C.’

Port Traffic
Port Traffic A
<~ D
Port Link RX > Packet
Port ID Label Status Packets RX Bytes Packets TX Bytes Error
WAN WAN Up 113792 104326367 93805 23569596 O
(Copper)
LANT LANT Down 0 0 0 0 0
LANZ LANZ2 Down 0 0 0 0 0
LAN3 LAN3 Up 16479 3455781 204104 40917267 0O
LAN4 LAN4 Up 818249 87982280 765001 191100094 0O
LANS LANS Down 0 0 0 0 0
LANG LANG Down 0 0 0 0 0
LANY/ LAN/ Up 840054 196786294 803532 85782983 0

Port Traffic(ZE EciZ!) 5 0|X|2] O] MMQl Port Status(ZE & Ef)oi|= CHZ0| =& ELICH

. 23 AE- ZE7} AL HHEIR| 23
. ZE BE - A off
. BT AEf- ZEOIM AR B0l 4 E R

utok

« Duplex Status(FZ A AEH) - ful(TA) E= half(HEHE A™HELICEH BHO|S T AL & 5

>

=2
AUE O|M SHEQOIE A8 StE A2 MYES UX|AIZIE{H O|E =™5Hok & =
« Auto Negotiation(X} S &4f) - 242 HFO
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Port Status ~

Auto
Port ID Link Status Port Activity Speed Status Duplex Status Negotiation
WAN (Copper) Connected Enabled 100Mbps Full Enabled
LAN1 NotConnected Enabled N/A Half Enabled
LANZ2 NotConnected  Enabled N/A Half Enabled
LAN3 Connected Enabled 100Mbps Full Enabled
LAN4 Connected Enabled T1000Mbps Full Enabled
LANDS NotConnected Enabled N/A Half Enabled
LANG NotConnected Enabled N/A Half Enabled
LAN7Y Connected Enabled 1000Mbps Full Enabled
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40
40
x
Im
o
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rlo

ZE EpiE mfo|x|e| Y= 7t ELICt

Wireless Traffic A

< D
Number of

SSID Radio Associated RX X Multicast Packet
Name Name Status Clients Packets RX Bytes Packets TX Bytes Packets  Error
RV260W 2.4G Active 0 0 0 0 0 0 0
RV260- 2.4G Active 1 81439 19610397 87467 21585424 1973 1
Test
RV260W 5G Active 0 10999 2089434 375848 59451104 181236 5

RV260- 5HG Active
Test

o
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o

3844 841880 1922 6
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o
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System Summary .

TCP/IP Services

Port Traffic

WAN QoS Statistics
Switch QoS Statistics
Connected Devices

Routing Table

DHCP Bindings

Mobile Network

VPN Status

(vewioos ) @

Captive Portal Status

%% Administration

View Logs(21 E7|)H|lM &m= = 7tX
24

2 Agstxl o Lo HEE |

Logs Filtered By

Category: O Al O Kernel

O VPN

0O 3G/4G
Severity: O Al & Emergency

& Warning

ChE2 239 & 7kX| o Lot

O System
O OpenVPN
O Wireless

& Alert

& Notification

O Firewall
O Web Filtering
O PnP

& Critical

® Information

& Network
O Users

® Error

O Debugging



2018-Sep-12, info network  dnsmasq-dhcp: DHCPACK(br-vlan1) 172.16.1.125

11:14:70 ALMT ed:b3:" :96:0c:b2 ARI

2018-Sep-12, warning network  dnsmasqg-dhcp: Ignoring domain cisco.com for DHCP host
11:74:10 ALMT name ARI

2018-5ep-12, warning pnp PnP: [9713]: pnp.infra.Profile.1 WARNING Config file does not
16:55:18 ALMT contain 'modified" optionin section 'Profile 1

2018-5ep-12, error pnp PnP: [9713]: pnp.infra.Profile.1 ERROR Failed to send Work-
16:56:11 ALMT Info request

T REL LN

U= B2 AT

1

Firewall(&} 3}2) > Basic Settings(7|2 M&)E EA5t0{ A< §42l0| E
=X| = lgtLct.

Access Rules

Network Address
Translation

Static NAT
Port Forwarding

Port Triggering

Policy NAT

C

_

S2 7|18 d-of et E& A ULICH 2FRE{2] WAN(Wide Area Network)o| ping2 &g 4
= Z<2 Block WAN Request(WAN 2% REH 7 24451 E|o] QIEK| EOl1E 4 aLIcH ¥ 74
O|X|0fl HHASE HMAE = il B A BElE A8 S MHSHK| 2 ZWo| EXMY

OIAL_||:|.
AAEH .
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Basic Settings

Firewall: & Enable

DoS (Denial of Service): & Enable

Block WAN Request: O Enable

RESTCONEF: & Enable LAN O WAN
RESTCONF Port: 443

NETCONF: & Enable LAN O WAN
NETCONEF Port: 830

LAN/VPN Web Management: O HTTP HTTPS
Remote Web Management: & Enable

O HTTP ® HTTPS

Port: 443 (Default: 443, Range: 1025-65535)

stLt Ol&fof o|2dgt 7|s ol Ed&t ko] 2 O|= Qls EX|7F &g - U&LICH

Restrict Web Features

Block: O Java
O Cookies
O ActiveX

O Access to HTTP Proxy Servers

Exception: Enable

Trusted Domains Table

+ (£ W

O Domain Name
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> Wireless

%? Routing

Firewall

= VPN
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Apply Cancel

Content Filtering

O Enable Content Filtering
® Block Matching URLs
O Allow Only Matching URLs

Filter by Domain

o=

O Domain Name

Schedule

Filter by Keyword

+
0O Keyword

Schedule

3 ZollM o Eolg = Ql&Lch

- A = =

ZE{gol EXM7L E = JUEX

e

Apply Cancel

Web Filtering

Web Filtering: ® On O Off

URL Lookup:

Category:
Reputation Score: --

Status: =

URL Rating Review:
If you think that a URL is categorized incorrectly, click here.

If you think that a URL is rated with an incorrect reputation score, click here.

+ (£ W
Enable

O Policies Schedule Names IP Group Web Reputation

O  Secdefault Always Any ~ ~
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Getting Started

This section describes how to get started on the device and contains the following topics:

|

Index

» || Getting Started

» ] status and Statistics * Getting Started
» L] Administration e Launch Setup Wizard
g D System Configuration * User Interface
» I wan

» L] Lan

» EJ Wireless

» L] Routing

g EJ Firewall

» L] ven

» ) security

* I Qos

I I

MM & StLHE 2EI6tH &5 S 50| I o2l 2 S ELICH RHAME HEE BEi{s ddg MEst
™ A ZIL|C}. O] |l M= Firewall(d §F'='=') > Basic Settings(7 |2 A&)7I MEE[A&LICH S &
=2 o{C|ofM Zfotok &X| & ZE B 3tH QLEZR Mol HM 7|S0| [A&LICEH

‘2 Back ) Forward [ Print | o
[ contents [T Basic Settings

VPN Status ~ On the Basic Settings page, you can enable and configure the basic settings. You can also add trusted domains to this list. To configure the basic settings, follow these steps:
View Logs Procedure
Captive Portal Status

» L] Administration Step 1 Click Firewall > Basic Settings, and enter the following information:

| System Configuration

» D WAN Firewall Check Enable to enable the firewall settings; uncheck Enable to disable.

» I ian DoS (Denial-of-service) Check Enable to enable DoS. DoS blocks attacks such as Ping of Death, SYN Flood Detect Rate [max/sec], IP

» I wireless Spoofing, Echo Storm, ICMP Flood, UDP Flood, and TCP Flood attacks.

» ] Routing Note The traffic rate for SYN Flood, Echo Storm, ICMP Flood are configurable. The default values are: 128,15, and

& (1] Firewall 100 respectively.
Basic Settings 4 Block WAN Request Check Enable to block the ICMP echo requests to WAN.
Access Rules . RESTCONF RESTCONF standardizes the use of REST techniques to manipulate the data described in YANG data models. YANG is
Network Address ° a modeling language written to support netconf based devices. Check Enable and LAN and/ or WAN to enable
Translation RESTCONF.
SaticiNAT} RESTCONF Port Enter the RESTCONF port number. Default is 443.
Rl Fu_nNar«I:hng NETCONF The NETCONF protocol defines a simple mechanism through which a network device can be managed, configuration
Port Triggering data information can be retrieved, and new configuration data can be uploaded and manipulated. Check Enable and
Policy NAT LAN and/ or WAN to enable NETCONF.
Session Timeout NETCONF Port Enter the NETCONF port number.
DMZ Host LAN/VPN Web Management Check Enable to enable the LAN/VPN web management. Then select HTTP or HTTPS and enter the port number in

» ] ven the Port field.

> D Security Remote Web Management

Check Enable to enable remote web management.
» I Qos
* Select HTTP or HTTPS and enter the port (Default 443, Range 1025-65535).



S22 7|8 WAN(Wide Area Network) &4 192.168.1.12 M3 E LICH 192.168.x.x2
5= IP ¥+_ MNP FLESE Lo U FIHE WAN =471 E £ gigLct ol

go QIE{lg S5 LI7I7| ™ol IP FAE WAN FAZ HEHSHX|DH 192.168.1.12 04
HER{Z0|MH WAN IP FAE EA[ELICE 0|2 I8 Rv160 2 RV2602| LAN(Local
Area Network)01| CHEH 7|2 IP AT 192.168.1.10|2 2 EX|7} 2 AstL|ct.
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= 192.168.2.1 - 192.168.2.2542IL|C}. O] {0l A= LAN FAE 192.168.2.12 B4Z@&L|Cl.
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£ AI&3t24™ ipconfig /allE =48 &= Ql&LICt

SM1-3H E % stthof Q= AFE OlOIZE 094 QEZ HFEZ ZEELICL

Troubleshoot problems

Open Network & Internet settings

SM2-Z oto|ZE2 Z=IeF O3 3tH 21F stHol U SLHIF 2 ofo|2E FEIFLICH




SM2HS - HEXHT & QEAS MEELICH

Windows Settings

Find a setting

g System

Cisplay, sound, notifications,

"" Devices D Phone

Bluetooth, printers, mouse Link your Android, iIPhone

power
A Network & Internet —#, Personalization E—  Apps
G -4 8=

Wi-Fi, airplane mode, VPN Background, lock screen, colors Uninstall, defaults, optional

features

3EHAH. F M & SILIE MENSHH 0| 3tHS 2 0|S ELICE. View your network properties(H E £
ct



Status

Network status

L — | )
T

Ethernet 2

Cisco.Ccom

You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties.

Change connection properties

Show available networks
Change your network settings

@ Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.

& Network troubleshooter
Diagnose and fix network problems,

(‘u’iew your network pmper‘ties]

ATtA|. 27 CH2 View your network properties(WIE T &4 2 7)) 50| ZAIELICE 7|8 A0l
EQo| FAE LANO| IP FAQLIC



@ View your network properties

DHCP servers: 192.168.1.254

DHCP lease obtained: Thursday, January 10, 2019
7:34:26 AM

DHCF lease expires: Friday, January 11, 2019 7:34:26
AM

IPv4 address: 192.168.1.217/24

IPvE address: feB0:a814:d8cd:b011:949 % 24,/64

[ Default gateway: 192.168.1.254)

DNS servers: 192.168.1.254

DNS domain name: attlocal.net

DNS connection suffix: attlocal.net

DNS search suffix list:

Metwork name: METGEARTS

Metwork category: Public

Connectivity (IPv4/IPve): Connected to Internet /

Connected to unknown network

5EHH. WAN IP =AE 3top{H QlE{Ulof dZAL|E UET ol Bt RE{0of HMAELICH & HEIR
{0l Bt RE{Q] IP =AE 245l oF &L|C}.

< C = 192.168.1.254
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BTN eroadvana

Status Configure

Broadband Status

Broadband Connection Source DSL

Broadband Connection Up

Broadband IPv4 Address 192.168.1.1
Gateway IPv4 Address 192.168.1.1

MAC Address d0:39:b3:75.b2:61
Primary DNS 68.94.156 10
Secondary DNS 65.94.157.10

Primary DNS Name

Secondary DNS Name

MTU 1500
DSLAM Vendor 1D

Ol MM2 detMoz HEFL|X| §EX|BF WAN IP AT 192.168.1.xE EAlEl= E< B LICH

1CHA|. RV160 EE= RV2600{ 22918t L|C}.
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Option 82 Settings

Static DHCP
802.1X Configuration

Router Advertisement

3EHA. 2t g ClHto|Aa 7t ZEE VLANS MEfSH OFS Edit(HE) HES Z2I8tLct

Create new VLANs
+ (2
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask IPv6 Address/Prefix Length
& 1 Default  Fnabled Enabled i TR L
255.255.255.0 DHCP Disabled
DHCP Server: 192.168.1.100-
192.168.1.149
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Create new VLANs

+ (£ w
Inter-
VLAN Device
O VLANID Name Routing Management |IPv4 Address/Mask

& 1 Default 1 ¥ IP Address: 192.168.2.1 o [ 24

Subnet Mask: 255.255.255.0
DHCP Type: O Disabled

® Server

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100 9
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:

DHCP Ontions

5THAH|. 2 2% ATl M Apply(Xi8)E 22AFLICH

Apply Cancel
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Inter-
VLAN Device

O VLANID MName Routing Management IPv4 Address/Mask
& 1 Default o IP Address:  192.168.2] % /24
Irvalic |Pvd Address.

Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled

Q Server
® Relay
192.168.1.1

\|
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Status and Statistics(&Ei 2! SH[)Z 0|S &t Ct& Connected Devices(21Z2El C|HIO|A)E 0S5t
0 4Z2E C|HIO|A LS| IP T4 2 MAC FAE &OIE £ Ql&LCt

. System Summary

TCP/IP Services

Port Traffic

WAN QoS Statistics
Switch QoS Statistics

T

Routing Table
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