UCS Manager &0{|A LDAP 74 Linux
OpenLDAP 24! 389-DS AHHE At&35t= CIMC

=N

vl

HH7=| X-I_I?l_

A ~ _.C_.)_ Al %I-:
AN2E= M QA

AlLtE|e 1. @2 £ - ojH[o

=M 1: Ubuntu LDAP A% 22| XHLAM)E ALE35104 Openl DAP T4

1EHA: Linux M S AE 0|E 2 net-tools2| 7| 2

Ef7 2:SLAPD. Apache, PHP 2! 1 44 M|
3CHA|: LDAP AXM B[Rt A%
ACHA|: L DAP A PHE|XE 2
5E|-71 - QU =1 AI:QKI: AH A4
6CtA 22 IDAP EIQIHAE
CIMC2| Z4Z|12][0|M oy7HtEd=
UCS ManagerQ| 41| T7124|0|Ad O{7Hg4>

=44 2: Ubuntu CLI =7 &' QHB0|E A& 3104 OpenLDAP P44
1EHA!: & 7] net-tools 2! Linux M SAE O|F T4
2EHA|:SLAPD M%
37 LDAP ME{0| 'memberOf @ H{2{|0] 44X
4CHA|: L DAP ME{0] refint' @ H{EY|0] A%
58 QU AIEX ST O & MM
6CHA: 2Z IDAP 201 HAE

CIMCo| ZAm|agjo|Ad o7~
UCS ManagerQ| 71| 724|0|A Of7HEd>
AlLL2|2 2: CentOS Stream 10 - Fedora
2/M 1: CentOS Stream 100/ A{ 389 Directory ServerE Al£35104 LDAP £
12 A ZI| HY
2CH7|: EPEL repo 2 389 M T7|X| A%
3EHA|: LDAP IE 2 AR} A
4| HHOf @eej|o] AHX|
CIMCo| ZAm|agjo|Ad o7~

UCS ManagerQ| 71| 724|0|A Of7HE4>

O] E Mol Linux 7|8t OpenLDAP % 389 C|HEE| MHHE AtE304 UCS Manager & CIMCZ2]
5 WHO = LDAPE Fddt= ChEet S40i CHal B ErLICt

—



HiE HE

OpenLDAP AMH Z4I|zf|o|Mo| FE et 7t R Qlal 2tTEt ®El= o] 2412l HeIE H
ict. o] EAMo|A= 042 Linux HIE, LDAP ME{ T{7|X| & E44 AF|0IE Z5t= LHHRIO
THE FMHE ZXELICEH Ol EMoME Wt 7tASE 2|5 E& LDAP 7440 CHal A
LICt. LDAPS(Secure LDAP) Z41|12{0|M2 O] E Mol CHE K| et &L}

AT 2T AL

iul
1jo
0ok

=0f CH

rot

X|Ao] HEEL|CH

« UCS B AlE2|=
« UCSC AlEZI=
e Linux MH{ &2|

MRl 78 24
o EMol MEE Chg AZEH0] L SHER0] HS J|BtoR BT

« UCS Manager HH[0{ HHT: 4.3(2c)

- ME2| olE{7{dE 2E: UCS-FI-6454

« UCS C Series S &l& M 2&: UCSC-C240-M5
« UCS C Series = 23 Holl0{ {7 4.3(2.250045)
* Ubuntu 20.04

« CentOS 2EZ 10

ol ol=Zof AHEElE dH:

LDAP AMH| SAE 0|&: HAE

MHE EH2!: xxxxxxxxx.com

MH{ FQDN: test.xxxxxxxxx.com

Linux AE{(Ubuntu & CentOS) IP F4: X.X.X.19

OpenLDAP AL& X} testuser1, testuser2



« LDAP 2 7| IT

« OpenLDAP HIRIE AL& Xt H|H: bind_user
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sudo apt update
sudo apt install net-tools

"ifconfig" BWBE Ar&5t0] MH IP FAE & QIS OHE M Q! O|F 2 &7 "/etc/hosts" Tt Lo
ZF7FELICHOl: "test.xxxxxxxxx.com"(O| A&0i| At E) L EAE O|F(0: "test")E X|I'F & LICH.

sudo nano /etc/hosts



GNU nano 6.2 /etc/hosts

test . XXXXXXXXX.Ccom
localhost

Test

EE 3t "/etc/hostname" T O| LI £ hostname(B|AE)S 2 HEF0{ AO|O|E & L|C}.

sudo nano /etc/hostname

GNU nano 6.2 /etc/hostname

olzizt MY Ag g K18

242 MEHE MF Estok ZrLict
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sudo reboot
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2EHA|: SLAPD, Apache, PHP & 11 &%

CHZ 22, Apache, PHP & 1 &4 & MAXIELICH ¢ HOo|X|E S8l GUI &5 2 8& &d35t5t
= Ol AF2ElLCH

sudo apt install apache2 php php-cgi Tibapache2-mod-php php-mbstring php-common php-pear -y

A4 Q= LDAP M THF|X| "slapd" & T &< 4d(Idap-utils) A%

sudo apt install slapd Tdap-utils -y



slapd A x| E0il EAIZl= GUI HollM F7F == SLAPD 7| x| ZAL|22o|ME =g LICH

AT HIYUHE S 2 A5t LDAP MHE ChAl Mxlshof gL

ol A "2t 2| Rt (admin)= OpenLDAP Mu|A, 2 & I Zm|agjo|dg Zelstes ol Ar

LDAP I} Z|X| "administrator" H|ZHS & F7}5t10 7|2 E9| enter 7|E =24 "OK"E MEHFFLICE.

Package configuration

| configuring slapd |

Please enter the password for the admin entry in your LDAP directory.

Administrator password:

| Configuring slapd }

Please enter the admin password for your LDAP directory again to verify that you have
typed it correctly.

Confirm password:

<0k>
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sudo dpkg-reconfigure slapd

"OpenLDAP At Z1I| 221 0[4d = ofl CHslf 7|2 "No" M E +Ef et enter 7|1& TE = U&
L|ct.

| Configuring slapd |}

If you enable this option, no initial configuration or database will be created for you.

Omit OpenLDAP server configuration?

<Yes> <No>

| Configuring slapd |}

The DNS domain name is used to construct the base DN of the LDAP directory. For example,
'foo.example.org' will create the directory with 'dc=foo, dc=example, dc=org' as base DN.

DNS domain name:

oo, con

<0k>

O] A& MHE "xxxxxxxxx"7} "Organization name"S 2 AtSElL|C}H

T | Configuring slapd |}

Please enter the name of the organization to use in the base DN of your LDAP directory.

Organization name:

o

7 CHS "Administrator password"E 1235t 1 2 QIgHL|Ct

m
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CHE Zu|aeold §Mol 32 7|84 E RXIstE 7|2 =2| Enter 7|1€ =& Zu|ad0|ME 2tz
sHL|CtH
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sudo slapcat

test@Ptest:~$%

testPtest:~% sudo slapcat
dn: dc=XXXXXXXXX dc=com
objectClass: top
objectClass: dcObject
objectClass: organization
0. XXXXAXXXXX

0C ! XXXXXXXXX
structuralObjectClass: organization

entryUUID: 7baecf3e-c365-1031-8081-c70784Tb9049
creatorsName: cn=admin, dc=xxxxxxxxx,dc=com
createTimestamp: 20250512101324Z

entryCSN: 20250512101324.1938017Z#000000#000#000000
modifiersName: cn=admin, dc=xxxxxxxxx,6K dc=com
modifyTimestamp: 20250512101324Z
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3EHA|: LDAP A& 2[Rt M x|

LDAP AFEAH A O E o MM A HElE
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sudo apt -y install ldap-account-manager

LAMOI M @ F5t= PHP-CGI PHP &% & &3t

sudo a2enconf php*-cgi

Apache& CIA| =510 A 4T[0l E &/ d3terLict

=/ Al Apache MHIAE CHA| AISHetT RS AISHE £ QS A%

|31 LAM(LDAP Account Manager)2 A x| & L|C}.



sudo systemct] reload apache2
sudo systemct] restart apache2
sudo systemct] enable apache2

Apache Server & Ei7} "Running(&& &)" & "Active(& )"QIX| & QIgfLICt.

sudo systemct] status apache2

: sudo systemctl status apache2
® apache2.s rvicc = Thp Apa e HTTP 'Ver
Loaded: /systemd/system/apache2.service; enabled; vendor preset: enabled)
Active: ve | since Mon 2 12 12:22:85 CEST; 3
Docs: fhttpd.apache.orgfdocs;?.af
Main PID: 19264 (apache2)
Tas : 6 (limit: 19044)

Memory: 13.1M

CPU: 98ms
CGroup: | stem. ice/apache2.service

9264 Jus bin/apache2 -k start

—19265 / bin/apache2
19266 / :
19267 sbin/apache2
19268 /sbin/apache2
19269

ZE 80(gl), 443(E 2t 2), 389(LDAP) L 636(L L3t 4L H Ot LDAP)S 512 35tE = Ubuntu &
o 7

sudo ufw enable
sudo ufw allow 22

sudo ufw allow 80
sudo ufw allow 443
sudo ufw allow 389

sudo ufw allow 636



test@Ptest:~% sudo ufw enable

Command may disrupt existing ssh connections. Proceed with operation (y|n)? vy
Firewall 1s active and enabled on system startup
testPtest:~$ sudo ufw allow 22

[sudo] password for test:

Rule added

Rule added (vé)

test@test:~$ sudo ufw allow

Rule added

Rule (vé)

test@Ptest:~$ sudo

Rule :

Rule (vé)

test@Ptest:~% sudo

Rule

Rule (vé)

test@test: ufw allow

Rule

Rule

testiitest:

Ubuntu &3t AFEH

sudo ufw status

testPtest:~% sudo ufw status
Status: active

To Action From

22 ALLOW Anywhere
80 ALLOW Anywhere
443 ALLOW Anywhere
389 ALLOW Anywhere
636 ALLOW Anywhere
22 (vé) ALLOW Anywhere
80 (vé) ALLOW Anywhere
443 (vé) ALLOW Anywhere
389 (vé) ALLOW Anywhere
636 (vé) ALLOW Anywhere




4ATHA|: LDAP A& Z2|Xt A

GUI0{ A LAM(LDAP Account Manager)2 #4524 & H2t XM E Y1 Linux MH IP FAE &
245t CI 2 EAIE CHE lam' B2 E F7tEHLICEH

http://X.X.X.19/7am

E© @ Welcome to Firefox X |+
C a| neeo/(ER 19/ |
@ http// 19/lam — visit

"LAM configuration(LAM Z1Z|1zi|0|M)"& 2!t CtF "Edit server profiles(MEH Z2E =H)'E
AMEdShLCY.

Want more features? Get LAM Pro! [ <, LAM configuration ] (

Username  [vanager ]
Password |
Language English (Great Britain) v
Login

LDAP server  |dap:/flocalhost:389
Server profile  lam

LAM Login




LDAP Account Manager - 7.7

E’% Edit general settings

[ Edit server profiles ]

E Import and export configuration

4« Back to login

7|2 lam HIZHZ "lam"E 23sto 22 QIgL|Ct



Please enter your password to change the server preferences:

Profile name lam
Password (e | '@
Ok

<, Manage server profiles

General Settings(gt A &) B0l M MB{ AH, "Language(2104)" & "Timezone(A|ZtCH)"ES & QIEt
L|CH.

Tool settings(E A’H) MMM ot2iet 20| Tree suffix(EE| HOIANH HEO|M 28 =M@l O|F
2 WEstod FIterLICt

Tool settings
. ng

Hidden tools
PDF editor O LDAP imporvexport [ Tree view O
Schemabrowser O WebAuthn devices O OUeditor O
Profile editor O Multi edit O Server information O
File upload O Tests O
Tree view
Tree suffix [ de=xxxxxxxxx,dc=com ] @

SLAPD MH|AE Er2|5tE Ol AL El= "admin" AFEAHE Z & ST = Security settings(2 0F A7)

MMg £HBHC

_



L:' Security settings

Login method Fixed list M

List of valid users [ cn=admin , de=xxxxxxxxx,dc=com ] v

"Profile Password(Z 2L} H|ZHE)"E HEeL|ct ol H|ZE#HE = LAM Z1I| 0|44 QIE{mH| O]
A0f CHEF & 20l0 AL E LTt o] odloi A= 7|2 "lam" HIZE S CH Al "cisco123"0| T A4 E L
Ct.

HE ME:

-5 Profile password

New password 7]

Reenter password

d Save | & Cancel

% CHE LAM ZI|2efo]d GUI IE{H| 0| A 0d| A M440] CHA| A|ZFELICE.

MEE M HYHS E ALE CEA| 22218 LICHLAM configuration(LAM Z1Z|124|0]|M) >> Edit

server profiles(AHH T2 Z £1)),

ol
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o
.

"Account types(017I 2 E §)"'E =g LICH

s, General settings ~» Account types #& Modules x Module settings

Ot2iZ A3 E5t09 LDAP HO|AF HEO| =HQl 0|F BEIH U= 7IE Active(HE) HE 782
FdgLICt o & S0{ "LDAP ™MOAM EE9| 7|2 L& 2 "ou=People,dc=my-domain,dc=com"z}
7te 72 .\1.A|lo=ll-|_||:|._
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o2

A2 "ou=<organizational_unit>,dc=xxxxxxxxx,dc=com"S 2 I A|EL|LC}.
O| G20l M AFE XS] OUE "People"0| 1& 2| OUE "Groups"&ILICE.

MY XE.

Active account types

Users User accounts (e.g. Unix, Samba and Kolab) X
[ LDAP suffix ou=People,dc=xxxxxxxxx,dc=com ] (7]
List attributes #uid; #givenName; #sn;#uidNumber;#gidNumber (7]
Custom label [
Additional LDARP filter @

Hidden L

2 Groups Group accounts (e.g. Unix and Samba) b4
[ LDAP suffix ou=Groups,dc=xxxxxxxxx,dc=com ] @
List attributes #en;#gidNumber;#memberUID;#description ()
Custom label o
Additional LDARP filter [

Hidden L7

Ol2i2 A3 E35+0q Options(Z M) MMO 2 0|S§t CHZ "Set primary group as memberUid(7|& 1
E2 memberUidE AH)"E & QIgLCt.

7188o=z "Set primary group as memberUid(7|E 52 memberUidZ2 A SMe I8 A
off M x[of QUX| ef&LICH Ol Edstet? E&E LDAP 151 20| OpenLDAP "7|2 I &"E At
8 %aucr 07| M "memberUid"& 75.*5%* 2 Ql&LICHO{l: UCS C Series Mb{ 71T 284/ 0]

MoflM). o] SME MEHSIR| oo™ 7|2 T 5ol &8 AFEKIe| 219l0| Alujghuct.

MY XE.



Options
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Password hash type SSHA
Login shells Thinfdash
fhinffalse
fhinfksh
fhinfsh
[ Set primary group as memberUid @ ]
£\ unix
Groups
GID generator Fixed range
Minimum GID number * |1mm
Maximum GID number * [20000
Suffix for GID/group name check [
Disable membership management 7]
. =
S5CtAl: OU, I & L ALSAL M
LAMO| Ax| Sof H&E SYUet HIHHE
A_ —
OU(People & Groups)oll &8t Users & Groups& ZZ



User name admin v
Password Leneeannd

Language English (Great Britain) v

LDAP server  |dap://localhost:389
Server profile lam

LAM Login

LAM Configuration(LAM Z1I| 22| 0|4) Ao O|Zof| X[HE OUE gL ct.
Create(4 )& Z=IgLICt.

| Users 8 Groups

The following suffixes are missing in LDAP. LAM can create them for you.
You can setup the LDAP suffixes for all account types in your LAM server profile on tab "Account types”.

ou=Groups,dc=xxxxxxxxx,dc=com

Create Cancel

CI=2 22, LDAP Account Manager0i M "it' 2 &2 d-d&L|Ct.

[ou=PeopIe,dc=xxxxxxxxx,dc=com ]

Groups(1 &) B2 ME45t 17 New group(M 2 &)2 E=IFLICH



£ Users & Groups

[ < New group ] {+ File upload
Group count: 0
Actions Group name GID number Grou
Sort sequence Ve VA VA
| Filter'y , [ |

& O|§2 "it"=E d™gfct

£ 1: Cisco UCS A|AEI2 QlHIXo 2 7
LDAP AMtb{ Q= g} 24 Mutof| M & 7|
B AL CH

&t

240| F{0{Ltx|B Chet
_I_.lL

2] of
7| flel AR HH

b=
— -
B2

=l
=1

GID #H% EEEH
~H © 2
S 2 MREF MALIRELICH
hva = o (=) = = =
ottt 32 dIE U=st D Save(ME)E SEIFLICH
Users g Groups
» Set password default  Load profile
New group
Suffix ~ Groups > XXXXXXXXX > com RDN identifier  cni@
{‘\ Unix [ Group name it ]
GID number |
Description
Group members Edit members |©




"Users(ALS X" &iE2 2

[-f New user ] 1r File upload

2|5to] ALS AL HHE ddstn

User count: 0

"New user(Af AtEX})"E MEHEFL|CE

Actions User name First name Last name L

Sort sequence W& V4 VA |

] Filter<y | | | (
Personal(7H2]) B0l M "testuser1" AL XIo| T =& 248t Ct

Users g Groups

& Save » Set password defaut O |
New user

Suffix [ People > xx00mxxx > com ] RDN identifier on
[ % Personal ] Firstname  [Tesf 1> re
{\ Unix Last name Userl @ il
Add photo
» Shadow Initials 17 I
Description +©

Unix B2 MEHSI D ALK} O|F EE0 testuser1 =
Ct.

FIVeL|CH AFZ2AE it OEo| £ &

ol HlZoME "t 220t ZAfst=2 2 o|O| 0|2 AKX d&Lct.

RDN A2 XIE "Common Name"(cn)2 2 S X|gfL|C}. Ol AH| 6T AlA
8304 "Common name(&Et O|E)" EE

O|F)" HEol X|HE g2 At
Ct.

LAMO| At 7} s st

o2 ZeEE X522 AL EZ UID Number(UID

E =02 iMe

%) ZES 9

AL

E"Oilkl "User name(AHE At

2 A 2
= & A&

Lk



L7

@ Save » Sel password default ™ Load profile
Test Userl
Suffix  People > xxxxxxxxx > com RDN identifier cn v @
_“"' Personal User name * [tes\hserl @
[ A Unix ] Common name testuserl K¢ @
- ’
» Shadow UID number 7]
Gecos (7]
[ Primary group [ {7] ]
Create group with same name
Additional groups Edit groups @
Home directory » home/Suser 7]
Login shell fhinfbash v @
Shadow(Z &} B2 MEistD
ME HE &Eo| AKX et&LIt.
"Set Password(H|ZHE MH)"'E 2Lt
ASA s Y
OK(2?Ql) 2! Save(XMZEH)E Z2/8fLct.
£ Users i Groups
A say 5 [ =3 Set passwor{ o
Test Userl
Set password 3 ==
Suffix 3 - n
Password (esevases l @
@ Personal A Repeat password ==
Force password change | 3 (7]
A @ unix
e
4| Ok I Set random password Cancel

&’ Unix
1

[ - Shadow




"testuser2" AF2 X} 0472 E 4! "bind_user" {7} 2 EE MAI5}7|
£ BrshLct.

{0
ol
P ey
HO
HQ
i
_>._

B x| HE EA

"Users(AtE X" B2 22I5t0{ Hol= ZE AISAt M2 &felghict (gldNumber o S5t
O] o™ MHE ALEX

m ’ (3“'[.:]\1

= New user & Delete selected users File upload

L

User count: 3

Actions User name First name Last name UID number 6ID number \

Sort sequence 1 L 7Y V4 ¥4 L7 Y
Filter <

] bind_user Bind User3 10002 10000
testuserl Test Userl 10000 10000

testuser2 Test User2 10001 10000

—

6CtAH!: 2Z4 LDAP 21901 E|AE

OpenLDAP Mol 2138 4= Ql= CHE Linux 718 A|lARIO| 2 QI8 L|C.
X8 El Idapsearch BHEZ A& 5t0{ LDAP7} & &35t=X| = QIgLICt.

ldapsearch -x -h X.X.X.19 -p 389 -b "dc=xxxxxxxxx,dc=com" "uid=testuserl" sn cn givenName

“de=xxoooouoxx,dec=com™

dc=com
XXXXxxxxx,dc=com
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Navigation(f 24) ZHofl A Admin(& 2l), User Management(At2 A} Z2|) & LDAPE MEHE

otefet ZHo| LDAP Z1Z|2d|0|M o744 E &S L|Ct.

LDAP & A3} MEH
« 7|2 DN: de=xxxxxxxxx,dc=com

o I xxxxxxxxx.com

+ LDAP AMH: <Idap_server_IP == FQDN> X.X.X.19

- HFQIE OH7H #4==: "Login Credentials(2 12! A} &H)" EE= "Configured Credentials(T 4

= Rt )

- Configured Credentials(7 A&l At ZH)E AFEE [ LDAP AMEof 1 &E X
5t Al bind_user DN F7}&FL|CH
- 0f: cn=bind_user,ou=People,dc=xxxxxxxxx,dc=com

« AA Oi7H
- HE &4 "en" £ "uid"
- & §4: "HHUID

« LDAP 1 & T&t 204 - MEHF
. dE O|E:IT
- I8 QL xxxxxxxxx.com

- g ofy| M(HHE A

|.EOI
S =



]

LDAP

Local User Management LDAP TACACS+ Session Management

+ LDAP Settings

» LDAP CA(

Enable LOAP: [ » Binding Parameters v Search Parameters
Bage DN: | demonoooooo: descom
Method: | Configured Credentials v Filter Attribute:  uid 7]
Domain: HOOC0000K O . ) . - . - ; : . ) :
Erable S om— Binding DN: | cn=bind_user.ou=People.dc=xx Group Attribute: ~ memberUID (7]
Timeout (for each server): 60 (0-180) seconds Password: | s AltTEHA:
Nested Group Search Depth: 128 (1-128)
+ Configure LDAP Servers » Group Authorization
{®) Pre-Configure LDAP Servers
LDAP Servers LDAP Group Autherization: [/
‘ 1. -u 380 )
2. 380
3 380
Index Group Name Group Domain Role
4. 3268
5. 2268 ( 1 it RN, COM read-only
6. 3268 ‘
() Use DNS to Configure LDAP Servers 3
DNS Parameters 4
T o = o St
ZAu|aso|ME K& 5t LDAP AHE A 2212 HAEFLICEH
T A
UCS Manager2| Z1I|12i[0|4 Oi7HE ==
UCS Manager0il 2 Q1&fL|C}
Navigation(&f 2H) Z 0ol A Admin(Z 2l), User Management(At& At #2|) & LDAPE MEHE

ot2iiet Z ol LDAP Zm|12io|4d of7HH+E S LICH

« LDAP X3 X}

S AE O|&: <LDAP M2/ FQDN EEE= IP

HF9IZ DN: cn=bind_user,ou=People,dc=xxxxxxxxx,dc=com

7|2 DN: de=xxxxxxxxx,dc=com
AEE: 389
SSL2 dstgLch HIE8sHE
ZIE: uid=$userid

I8 HEHRof 25
JE A7 JIxq#

HAI- EA—| g|d'="|°

- LDAP 18 9;

LDAP Z1& DN: 10000it" 2 &0 CHEt <gidNumber> /=3



RN
- All

b Faults, Events and Audit Log Actions
¥ User Managemant
Ceteta
¥ Authentication
Mathe Authentication
= Aythentication Domains
LDAP_DOMAIN
= LDAP
» LDAP Group Maps
¥ LDAP Provider Groups
SERVERS

= LDAP Providers
[ ol |
* RADILS
» TACACS+
* User Senices
* Key Management
* Security Management
*» Encryption Management
* Communication Management
*» Stats Management

» Time Zone Managemant

Properties

(Hostname FODN (or IP Address) -‘l )
Order
: cn=bind_user,ou=People.dc=ouxixox do=com
Port : 389
Enabla S5L U
(F.lter uid=Suserid )
Arrribute
Password

Confrm Password

Timeout 30

( Veendor © | Open Lda;:) MS AD

LDAP Group Rules

( Group Authorization Disabie (e Enable )
{ Group Recursion  : [s) Mon Recursie | Recurshe )
i Torget Attritue gidNumber )

Us Prirary Group

All(E25) >> User Management(At& Xt £ 2[) >> LDAP >> LDAP Providers(LDAP M3 X}) >>
LDAP Group Rules(LDAP 1 & 7F%!)0{ A< UCS Manager®| 7|& Target Attribute(CH4& §4)&=
"memberOf"ILICt 7|22 2 OpenLDAP MH{= Y EM2 #4355t K| 22 2 OpenLDAP
ME7E Q8 §M 7t 2 QIAIGHR| 82 2 Target Attribute 22 "memberOf'2 A3t 7{Lt H|L
FHALS A 23210 AuiEhct.

O ofofl M= "Target Attribute" 2£ 0| "gidNumber"2 HHEE|{& LIC.

TAMEILDAP MZAHE LDAP MZAF 2 20f Z7+8tLct. o] IR ol M s "SERVERS" LDAP X2
At 3E0| HHEIRI& LY.

"All(2 %) >> User Management(At & Xt 2[) >> LDAP >> LDAP Group Maps(LDAP 1&
)>>"0{lA{ "LDAP 1& "g 48 [ gidNumber Zk(0l Z3< "10000")0| C+& 3} Z 0 "Group DN
Map(Z1E DN H)'© 2 AFRE/L|C}.



Create LDAP Group Map

[LDAP Group DN : | 10000 ]

LDAP M3 At 2 & & 2 =X 504 "All(Z5) >> User Management(AHE X} Z2l) >> Authentication(?!
&) >> Authentication Domains(215 T H|2l)"0{ A LDAP 2/F = HI2/(LDAP_DOMAIN)E F4&t1
LDAP At X 21018 HIAE B L|CE

~

HI:memberOf EH0| EH A 2F AEE SFSHHLE"IE AMA" 7IsS 7SOk
ote 42, ofcl 5 Hw| 78 SME A5t Jo| E&LICH 0| B2 2H{dlo] &Eo| &
AM3IEl LDAP7} ZQFFLCt.

LDAP 7|% Z2IRHLAM)E B0 A S X|sHXITH 0] 7|52 AF®sted™ M3t gt
O|MIA 7L Z Bt

LAME AtZ35t04 LDAPE F45t= Yol et XhAIEH LIS 24 LDAP 0{7t2E DiLIX] M
ME HZFHUAR.

4 2: Ubuntu CLI =7 2! 2H{E|0|E A2 35104 OpenLDAP 74

UCS Manager 2!50i OpenLDAPE At&35t24M UCS A|AEI(UCS Manager 2 CIMC)O| O|3HE
AUAE GASE JEO| AKX HAATIEE F 7He| 2H20|7t R FfLCt

OpenLDAP &2| Z41|18|o|4of= ChZo| EEfL/cH


https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0
https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0
https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0
https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0

* "memberof' 2HE{0]: O] 2H{H|0|= AHE X DN F2IE A2 O #Ele YE ZE memberOf
SEE2 e = ULE AI8XI I8 7He| oiE 2 M- LICt Memberof 2 0]7}
openLDAPO| £7IE|X| ot §t 7|EXMo 2 15 Hiu{Alof CHEt At EAML2 gLt

« "EZ" QHE[0]: o] 2H{E|0lE O & JHAe| M S| &=0| Ar& Xt 7HA| 2] memberOf £
Mt S7|3HE HEHZR RX|Zl=X| &5t =8 T E LIt Ol MHIAE AF83HX| te™MH OF
2 £MetK| ot AFEXIE AX|E ZS 1ol DNO| 28 Z&|of ol g £+ Y&LIcH =X

MHAE Yo dprds 28 L

1EH7A|: = 7| net-tools & Linux M SAE 0| 7+

S M1 LHoIlM 1EHHIE Br= st

2CHA|: SLAPD M x|

[
N
rr
o
T
L)
$a
o
_r':l
Pall
mij
%
Rall
ok
1z}
FO
N
0
|0
O

SM 101 2EHA & gHSELICH (2 2 LAMO| g15)

= LEE 5{&3dH{ofF &LCt.

P

ol
rir
15}

Ubuntu &stede S0}

3EHA|: LDAP A0 'memberOf @H{| 0] A x|

"memberOf" 2H|0|7} AX|=|o{ U=K| = lghL|Ct.

sudo ldapsearch -Q -LLL -Y EXTERNAL -H Tdapi:/// -b cn=config '(olcModuleLoad=*)"

// -b cn=config '(olcModulelLoad=%)"

olcModulePath: /fusr/lib/ldap
olcModulelLoad: {@}back_mdb

"memberOf' 2H{H|0|E A x|5l24H Idap.memberof.load.ldif2t= .Idif TS PHE T (Y= BH
TE M) XI™EE ZHr|adlolME Fte o

cat <

./1dap.memberof.Toad.1dif



dn: cn=module,cn=config
objectClass: olcModulelist

cn: module olcModulelLoad: memberof
EOF

XIEE HHE AL 3104 Idap.memberof.load.Idif T+ 2| Z1TL| 128|044 S LDAP Z2 1o F7}

et

sudo ldapadd -Q -Y EXTERNAL -H Tdapi:/// -f ./1dap.memberof.load.1dif

linux HHZ Ol [t 2} HHZ T AFEoll 2 H memberOf 2 & 2! olcDatabase & 52 FA&LICT.

S 7hR T4 54 gt

rlo

otzHet Z 0| "olcDatabase={1}mdb" & "groupOfNames" | L|LC}.

ldap.memberof.config.dif It Y2 BHET S48 1D LDAP Z2EZ L& S 7tX{SLICH.

cat <

./1dap.memberof.config.1dif
dn: olcOverlay=memberof,olcDatabase={1}mdb,cn=config
objectClass: olcMemberOf
objectClass: olcOverlayConfig
olcOverlay: memberof
olcMemberOfGroupOC: groupOfNames
olcMemberOfMemberAD: member
olcMemberOfMemberOfAD: memberOf
olcMemberOfRefInt: TRUE
olcMemberOfDangling: ignore
EOF

sudo ldapadd -Q -Y EXTERNAL -H Tldapi:/// -f ./1dap.memberof.config.ldif

4THA|: LDAP MB{o]| 'refint' 20| A %]

CH2 2 2 openldapod| CHEt & =& AX[ELICH



Idap.refint.load.|dif2t = .Idif I LS PFE D (RSt BH 7& AFS) XI™E
L|Ct.
cat <

./ldap.refint.Toad.1dif
dn: cn=module,cn=config
objectClass: olcModulelist
cn: module
olcModulelLoad: refint
EOF

XEE HHEEZ AFE 510 Idap.refint.load.Idif It Q| 71|21 8|0|MZ LDAP T2 E 2 7t XS LLC}.

sudo ldapadd -Q -Y EXTERNAL -H Tdapi:/// -f ./1dap.refint.load.1dif

M
I
=
Pal
Olo
>
3
10

LUNE RRIFHE FE 7Y

= 2 E 2 ST olcDatabase & =2 FA48hL|C}.

|dap.refint.config.Idif It BHE 1T 11 LIS LDAP Z2E 2 JtX{SL]ch.

cat <

./ldap.refint.config.1dif
dn: olcOverlay=refint,olcDatabase={1}mdb,cn=config
objectClass: olcConfig
objectClass: olcOverlayConfig
objectClass: olcRefintConfig
olcOverlay: refint
olcRefintAttribute: memberOf member
EOF

sudo ldapadd -Q -Y EXTERNAL -H Tdapi:/// -f ./1dap.refint.config.1dif



T EHOQ/EEE 2F Mx|E  X|HE Idapsearch W C| £242 ol2ol| EAIE &340 FALE

sudo ldapsearch -Q -LLL -Y EXTERNAL -H Tdapi:/// -b cn=config '(olcModulelLoad=%*)"

test:~%$ [sudo ldapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config '(olcModulelLoa
cn=module{&},crn=cunfiy
objectClass: olcModulelList
cn: module{@}
olcModulePath:
olcModulelLoad: {@

dn: cn=module{l1},cn=config

objectCla olcModulelList
cn: module{l}
olcModuleLoad: {@}memberof

dn: cn=module{2},cn=config
objectClass: olcModulelList
cn: module{2}
olcModulelLoad: {@}refint

T EHOQ/EEE RF FHE B XY E Idapsearch H&o| E242 LIS Z2 E2410 FALE
LIC}.

sudo ldapsearch -Q -LLL -Y EXTERNAL -H Tdapi:/// -b cn=config '(olcOverlay=memberof)'

'"{olcOverlay=memberof)'

mber0OfT
mber0TG
mberQfM
emberO0fMemb

est:-s

sudo ldapsearch -Q -LLL -Y EXTERNAL -H Tdapi:/// -b cn=config '(olcOverlay=refint)'



 =b cn=config '(olcOverlay=refint)’

Mz dX[E EHIAWEES MEE + ULSF slapd MHIAE CEHA| AIZfEfLICEH

sudo systemct] restart slapd

5EtAH: oU, AtEX A O5 4

ZT o BRMER L I8S) AEX U 2B MAEUD

ANSRHAIRN L O3 E)OUE MMt LDAP Z2EZ 7 XSLICH "admin" A& HIZHS 7}
ZiostLct.

cat <

./ldap.ou.add.1dif
dn: ou=People, dc=xxxxxxxxx,dc=com
objectClass: organizationalUnit
ou: People

dn: ou=Groups, dc=xxxxxxxxx,dc=com
objectClass: organizationalUnit
ou: Groups

EOF

sudo Tdapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f ./ldap.ou.add.1dif



est:~$% cat <<EOF > ./ldap.ou.add.ldif
: ou=People,dc=xxxxxxxxx,d
pctClass: organizationalUnit
People

ou=Groups,dc= XXXXXXxXXx,dc=com

Class: ganizationalUnit

cn=admin, de=xxxxxxxxx,dc=com -f ./ldap.ou.add.ldif
adding new "ou=People, dc=xxxxxxxxx,dc=com

adding new entry "ou=Groups, dc=XXXXXXXXXx,dc=com

At & Xt(testuser1, testuser2 & bind_user)& Mdst1, AHEAHE Y OU(People)odl OH & 5t 1,
gidNumbers& At83t0{ 2 &0 FItetn(HE YH), AHSAHE LDAP Z2EZE 7K ZLC.

cat <

./ldap.users.1dif
dn: uid=testuserl,ou=People,dc=xxxxxxxxx,dc=com
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: testuserl
sn: Userl
givenName: Test
cn: testuserl
displayName: Test Userl
gidNumber: 10000
uidNumber: 10000
userPassword: ciscol23
gecos: Test Userl
loginShell: /bin/bash
homeDirectory: /home/testuserl

dn: uid=testuser2,ou=People,dc=xxxxxxxxx,dc=com
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: testuser?2

sn: User2

givenName: Test

cn: testuser2

displayName: Test User2
gidNumber: 10000

uidNumber: 10001

userPassword: ciscol23

gecos: Test User2

loginShell: /bin/bash
homeDirectory: /home/testuser?2



dn: uid=bind_user,ou=People, dc=xxxxxxxxx,dc=com

objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: bind_user

sn: User3

givenName: Bind

cn: bind_user

displayName: Bind User3
gidNumber: 10001
uidNumber: 10002
userPassword: ciscol23
gecos: Bind User3
loginShell: /bin/bash
homeDirectory: /home/bind_user
EOF

sudo ldapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f

./ldap.users.1dif



testitest: ; ./ldap.users.ldif
dn: uid=tes I 2ople, de=xxxxxxxxx,dc=com
objectClass:

objectClass:

objectClass:

uid: testuser

sn: Userl

givenName: Test

cn: testuserl

displayMName: Test Userl

gidNumber: 10080

uidNumber: 10008

userPassword: ciscol23

gecos: Test Userl

loginShell: /bin/

homeDirectory:
dn: uid=testuser2,ou=People, de=xxxxxxxxx,dc=com

objectCl
objectClass: posixAccount

ass: 1netOrgPerson

i

objectC
uld: testuser?

ass: shadowAccount

sn: Userl
givenName: Test
cn: testuser2
displayName: Test
gidNumber: 180880
uldNumber: 10889
userPassword: cle
Test User?2
loginShell: /bin/
homeDirectory:

dn: uld LI 111 F'1'::I'.-.l'.dczxxxxxxxxxrdﬁzcmm
objectC) HI T OrgPerson

N

objectClass count
objectC

uid: bl

sn: User

givenName : ind

cn: bin

displayName: Bind Use
gidNumber: 18681
uidNumber: 10002
userPassword: clscol
gecos: Bind User3
loginShell: /bin/bas
homeDirectory: /Sfhome
EOF
test@Ptest: sudo 1 -xCcWD =admin, de=xxxxxxxxx,dc=com -f ,/ldap.users.ldif

Enter LDAP Password:
adding new entry “uid=testuserl,ou=People, dc=xxxxxxxxx,dc=com

adding new er / 1 ) People, de=xxxxxxxxx,dc=com

adding new entry no_uselr People, dc=xxxxxxxxx,dc=com

test@test

HM st T ou( M (testuser, testuser2) & 428t
|2 7t X4ZL|Ct.




cat <

./ldap.group.create.1dif
dn: cn=it,ou=Groups,dc=xxxxxxxxx,dc=com

objectClass: groupofnames

cn: it

member: uid=testuserl,ou=People,dc=xxxxxxxxx,dc=com
member: uid=testuser2,ou=People,dc=xxxxxxxxx,dc=com
EOF

sudo ldapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f ./ldap.group.create.ldif

/ldap.group.create.

XXXXXX , dc=com

x,dc=com
x,dc=com

member:
member:

uid=testuserl, ou=People,dc=
uid=testuser2, ou=People,dc=

xcWD

ldapadd

cn=it, ou=Groups

I ASRHEE I8S BEE 59

01|E AMAEHI2 RIS Z O| HZTE MM
memberOf &4 0|28t HiH

S7|8E dEl2 sX[ELICH

st

6CHH: 2Z4 LDAP 219 HAE

XM E H2S AF25104 LDAP A0l CHEH AFR
B4 CHA]).

ldif

cn=admin, de=xxxxxxxxx,dc=com

S 2 memberOf E440| HA|XMo = HO|L|X| oI 7
S K| ZeIELICH AF A7 2 &0i Hda |
AE RSS2 EiR

/ldap.group.create.l

, de=xXxxXxXxXxxxx,dc=com

HFSt2 2 CIHER|7} TR HMA X2}

A 2aolg &olgrL|chEgo et 2321 o7y

sudo ldapsearch -x -LLL -b uid=testuserl,ou=People,dc=xxxxxxxxx,dc=com memberOf



3erl, ou=People,dc=xXXXXXXXX , dc=com

(XXXXX,dc=com

CIMCQ| x|zl ol of7HH=

CIMCofl 23 QIghL |t

Navigation(f 2H) &0 X Admin(& 2l), User Management(AtE At £ 2]) 2! LDAPE MEHEILICY,
ofzHel ZO| LDAP ZAI|1dy|o|M o7& &S L|Ct.

- LDAP & 443} M=
« 7|2 DN: de=xxxxxxxxx,dc=com

o QL xxxxxxxxx.com
« LDAP MH: <Idap_server_IP EE= FQDN> X.X.X.19

« HIRI= O§7{ #d<: "Login Credentials(2 12! A}

El A4 5E)"d = UA&LCh

- Configured Credentials(T &l Xt ZEH)E AISE [ LDAP AMHHof FdEl [t s
St A bind_user DN2 F7}+gfLCt,

- 0d|: "cn=bind_user,ou=People,dc=xxxxxxx,dc=com" =
"uid=bind_user,ou=People,dc=xxxxxxx,dc=com"

b
Ol
0%

)" EE = "Configured Credentials(T 3

. A Oh7
. J_élE-I Eg llcnll EEE uuidn
- OE §7d: HH

« LDAP 1 & T8t 5§04 - MEHFE
- A8 O|&:IT
. OB ':I]1|°|' XXXXXXXXX.COmM
odE o7 M (7R MY o

St
=



A

+ Search Parameters

Timeout {for each server): G0

+ Configure LDAP Servers

. Pre-Configure LDAP Servers
LDAP Servers

{0-180) seconds

vid=hind_user,ou=People,dc=xx

Password; | s

Configured Credentials v Filter Attribute: | uid

Group Attribute:

LDAP
Local User Management LDAP TACACS+ Session Management
v LDAP Settings
Enable LDAP: [v] + Binding Parameters
Base DN: | demoocooooo de=c
Method:
Domain: | Xoonioos.com
Binding DN:
Enable Secure LDAP:

Attribute:

member

2]
@

Ll

{) Use DMS to Configure LDAP Servers
DNS Parameters

maefolME MEst

3268
3268

3268

Mested Group Search Depth:

+ Group Authorization

(1-128)

» LDAP CA

LDAP A2 X 219012 E|AESHL|C}.

UCS Manager2| Z4x|22{|0[4M o7l

UCS Manager0i| 22218 L|C}.

LDAP Group Authorization: [+
Index Group Name Group Domain Raole
( 1 it N0 LT fead-only
2
3
4
E A{EHS}

Navigation(&f ) &0l M Admin(&2l), User Management(At S At 2+2[) 2!

otziet 20| LDAP Z4Z|1y|o|M O 7HEd 4=

« LDAP M| ZA}:
SAE Q|

A LICH

: <LDAP MH{2| FQDN &= IP F4>

HF 2= DN: uid=bind_user,ou=People,dc=xxxxxxx,dc=com
- 7|8 DN: de=xxxxxxxxx,dc=com

EZE: 389

SSLE g/dslect HIg4

| E-I' uid=$userid

Hst

I=|I_L

2of: g%

st

a8 M7’
. CHAY £ A2

- LDAP 15 ®;

S3tE

LDAP Z1& DN: cn=it,ou=Groups,dc=xxxxxxxxx,dc=com



- Al General Events

* Faults, Events and Audit Log Actions P fes

* User Management
Delete ‘ Hostname/FQDN (or IP Address) : -u ,
)

* Authentication .
Order v

: wid=bind_user,ou=Pegple,dc=coocoxxx,de=com
* Authentication Domains.

LDAP_DOMAIN ‘ Base DN ¢ do=0000xx, de=com }

- LDAP Port . 389
» LDAP Group Maps Enable S5L : 0
* LDAP Provider Groups (ruer  uid=Suserid)
SERVERS Anribute :
= LDAP Providers Password :
Confirm Password :
» RADIUS
Timeou © 30
» TACACS+ '
{( vendor : |(® Open Ldap) i Ms AD
* User Services )
» Koy Management LDAP Group Rules

* Security Managaement

‘Gmmmmzallm: ' Disable (=) Enable ’
Group Recursion - | Non Recursive (s Recursive

+ Encryption Management

» Communication Management
Target Attribute : memberOf

Use Primary Group - [

» Stats Management

* Time Zone Management

T/ S3E LDAP MEXAIE LDAP ME A &0 F7+gLICt o] dI2 0= "SERVERS" LDAP XM &
At 2E0| A2 EILICE.

LDAP AME{olM HAMEI "LDAP 1 & DN"€ F7l5t= LDAP 1§ g F-deLch

Create LDAP Group Map

GDAP Group DN : | cn=it,ou=Groups,dc=xxoocoo,dc=com

Roles Locales

[ | aaa

|_| admin

| | facility-manager
|:| network

| gperations

| read-only

L Sernver-compute
|| server-equipment
| | server-profile
|| server-security
| | storage

| | testrole




LDAP Provider Groups(SERVERS)E& & Z35t04 "All(25) >> User Management(At & X} E2[) >>
Authentication(2!5) >> Authentication Domains(2/& TH2))"0i A LDAP 215 = H Q!
(LDAP_DOMAIN)2 T433t 1 LDAP At A} 23912 E|AEFLICH

CHE2 T 9| Linux HIZEH(CentOS 10)0 M SLUEH2HHEO| AHE) dHE A HEW&LICH

AILI2|L 2: CentOS Stream 10 - Fedora

LDAP(Lightweight Directory Access Protocol)0i| CHE ZAZ[a2 8| 0|M Hxl= 7|18 2 A ™o
k2t CHE LICH O] MlM0i M= CentOS Stream 100 |A{ LDAPE F8i5tE HHE SHAMOZE A

&Lt

B2 Linux HHZ 0| X OpenLDAPE AHZ 3 X|BF CentOS Stream 101 %| &l Fedora 7|8t A|A R0 A
£ 389 Directory Server(389 DS)E 7|& LDAP X3 A2 AMS & LCt.

S

|

I.

r

: 389 DSE CentOS 2! Red Hat 0| ZA|AE! LI A OpenLDAPL| £& £F Mo 2
o F &FM2 AY &5 et 7tssHR| etauch Z ClEEZ| X, +4 o &
gt@0| 3 A ct&E L ct.

Ho 43 o
02 H kI

0| 7}O|=0{| A= CentOS Stream 10 223 L0 A 389 DSE AIE35l01 LDAPE HEMo =z /5
=o Zest BHAE XME2ghct

SM 1: CentOS AEZ! 100{|A{ 389 C|HE 2| MH{E A5} 0]
LDAP #+

1EHA: =7 ™

ALIEIR 1, SM4 10{M EtAl 12 BF=EfLct.

CentOS A|ABRI2 APT IH7|X| 22| ME S & 838tX| &LICH CentOS Stream 1001 A Z 8t
AZEQ o Mx|E +¥3t2{™ dnf(Dandified YUM) EE& yum IHZ7|X| 2 EIXHE AMS ELICH

sudo yum update
sudo yum install net-tools



"ifconfig" BHE AHE50{ M IP FAE & QIgfLCt

"letc/hosts" TFU 0| HEH IP FAE ot XIHE GASE M HrstEl =H @l o|F(0d: of A&o]
M A8 E|E test.xxxxxxx.com

a
ol
|>
Im
o
i
2
T
23
B
ok
N
2
N
o
C
]

sudo nano /etc/hosts

/etc/hosts

GNU nano 8.1

.19 test . XXXXXXXXX.Ccom test
localhost localhost.localdomain localhost4 localhosté4.localdomaind

localhost localhost.localdomain localhosté localhosté.localdomai

k e 5 ) § ¥ el . { o 0 el
---- ) ) ) I Propel I | ana

"letc/hostname" I+ 22| LI & hostname(EI|AE)2 2 HFF0{ AE|O|E & LICE

sudo nano /etc/hostname

GNU nano 8.1 /etc/hostname

Olai8t H173 AR S MB35 ALiE KiFEsHoF BT

oh

sudo reboot

2EHH|: EPEL repo %! 389 Mt m{7|X| M x|

EPEL M AE MX|5t1 LdO|EELICE.



389 Directory Server I 7| X| & M &x|&FL|C}.

sudo dnf install -y epel-release
sudo dnf update -y epel-release
sudo dnf install 389-ds-base

245t LDAP M A7 D748 Zatste ClEal WE3 s

sudo dscreate create-template ldapconfig.conf

MM E =Z8] ot (ldapconfig.conf) 2| LIS & QIEtL|C}.

sudo cat Tdapconfig.conf

Idapconfig.conf RIE 2! Tt S HEELICH

sudo nano ldapconfig.conf

XEE Amagold S nhol| &lst #HE AHg 2 M eI
N gmat el 28 27 MO 27 A8l 02 OE 43

[general]
config_version = 2
seTinux = True
[sT1apd]

instance_name = localhost
root_dn = ch=admin
root_password = ciscol23

[backend-userroot]
sample_entries = yes
suffix = dc=xxxxxxxxx,dc=com

A
ol oloil M= ol o2 e 7|2 Zu|aso[ME CHELICH



HE2! I U2 "localhost" CIHEE| QIAEIA O AT 80[M OI7THHSE 2
2| AFHERH("admin"), 1A E H|ZHS T H QI ZAEIA E ("xxxxxxx.com") 0| Z & EL|CH,

A& 3109 "localhost" C|HE 2| QIABAE MMHEHLICH X|HE HHE2

o|x-|o-|| _u.=|7c|o|- Edl % %
MHE MAstT AR

LDAP C|HE 2|
sudo dscreate -v from-file Tdapconfig.conf
LDAP AHIA T} AEHollM Al SQIX| QI

ss -ntl

LDAP(389 L/EE= 636)0|l 8t ZEE 5{&35tT S CentOS Wt s ZHFLICE.

Ol 2o M= 30| THA U&LICH
sudo systemctl stop firewalld

El H 2 M504 LDAP7I LDAP MHOIMH 2ZH 2 2 S5=X| &It T EA|IE CHE LDAP
|.

sudo ldapsearch -x ldap://localhost -b "dc=xxxxxxxxx,dc=com"



$ sudo ldapsearch -x ldap://localhost -b “dc=xxxxxxxxx,dc=com”

extended LDIF

LDAPvV3

base <dc=xxxxxxxxx,dc=com> with scope subtree
filter: (objectclass=x)

requesting: ldap://localhost

#0000, com

dn: dc=0000xxxx,dc=com

# Qroups, XOOMXXXXXXX,com

an: OU=groups, de=xxxxxxxxx,dc=com

# people, >00000XX,com

dn: ou=speople, dc=xxxXxxxxxx,dc=com

# permissions, XXXXXXXXX,Com

dn: ou=permissions, dc=xxxxxxxxx,dc=com

# services, XxXxXXXXXXX,COm

an: OoUu=sservices, dc=x0ouxxxx,dc=com

# demo_user, people, XXXXXXXXX,com

dn: uid=demo_user,ou=people, dc=xxxxxxxxx,dc=com

# demo_group, Groups, xxxxxxxxx,com
an: cn:de"‘o_group,oq:Groups. de=xxxxxxxxx,dc=com

# search result
search: 2
result: @ Success

# numResponses: 8
# numEntries: 7

o= 389DS MHOIM A8 Hi2 Ao & E|o] AU&LICH LDAP MHOM AtS2 2 7[&2

A OU R OEE I8 OoU 2T ALgod et &7t ou

ol Cl2oM= 7|2/AS Y& E Ou7t AHSELICH

ALE0i CiEt REMIEH LI8 2 54 389DS HBAE

HzstdAl2.



https://www.port389.org/docs/389ds/documentation.html
https://www.port389.org/docs/389ds/documentation.html
https://www.port389.org/docs/389ds/documentation.html

K| El sudo dsidm <instance_name> group create B S AFE35l04 1 E S MAELICH.

O| G20l QIAEIA O|&2 "localhost" &I L|C}.

sudo dsidm Tocalhost group create

$ sudo dsidm localhost group create
[sudo] password for test:
Enter basedn : dc=>oxoooxxxxxx,dc=com
Enter value for cn : it

Successfully created 1t

sudo dsidm Tocalhost user create

EHOld zSZEE Q=3sto] ZAIE CHZ MEX MFALE

m

A

]I{O

L|C}

$ sudo dsidm localhost user create
Enter basedn : dc=>oxxxxxxxx,dc=com
Enter value for uid : testuserl
Enter value for cn : testuserl

Enter value for displayName : Test Userl

Enter value for uidNumber : 10000

Enter value for gidNumber : 10000

Enter value for homeDirectory : /home/testuserl
Successfully created testuserl
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sudo dsidm Tocalhost account reset_password uid=testuserl,ou=people,dc=xxxxxxxxx,dc=com

g do=r00xxxxxx,dc=com

XHE BHHEE ALEstod 2E0f| AHERHE FIHELICE "sudo dsidm <directory_instance> group
add_member <group_cn> <user_dn>"

sudo dsidm localhost group add_member it uid=testuserl,ou=people,dc=xxxxxxxxx,dc=com

AMEX MM EHH B HHE 51 0d testuser2 2! bind_userE AMAIgHLICH
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bind_user A’'H2 §d O&9°| HHH7I E E 7| gi&LICH.
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sudo dsctl Tocalhost restart
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sudo dsconf localhost plugin memberof status
sudo dsconf localhost plugin memberof enable
sudo dsctl localhost restart

XHE HEE ALE 5104 "memberOf' E2{1Q1E T & LICH "sudo dsconf <directory_instance>
plugin memberof set —scope <base_dn>"

sudo dsconf localhost plugin memberof set --scope dc=xxxXxXxxxxx,dc=com

XHE HHE AFR5104 AFRXIE R &8 "memberOf' CHA S 2 E Al: "sudo dsidm
<directory_instance> A& X} 7} <uid> add:objectclass:nsmemberofE =& L|C}"

sudo dsidm localhost user modify testuserl add:objectclass:nsmemberof
sudo dsidm localhost user modify testuser2 add:objectclass:nsmemberof

+ dc= =com

modified uid=testuser2, ou=pe

7|2 DNOi| CHEl "memberOf" =& M eFLICt. "sudo dsconf <directory_instance> plugin
memberof fixup <base_dn>"

sudo dsconf localhost plugin memberof fixup dc=xxxxxxxxx,dc=com

ALERH AL e oM E FH gLt

sudo dsidm Tocalhost user get testuserl
sudo dsidm Tocalhost user get testuser2
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Navigation(Ef 2H) ZHof| A Admin(& 2l), User Management(AFZ A} & 2|)

of2Het Z Of LDAP ZixZ[12{|0]M o7
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* LDAP &3} M=
« 7|2 DN: de=xxxxxxxxx,dc=com

o QI xxxxxxxxx.com

« LDAP MH: <Idap_server_IP EE= FQDN> X.X.X.19



- HFRI= O§7H ¥4~ "Login Credentials(2 12! A}Z4 &H)" EE= "Configured Credentials(T 43
= x4 )" = JsLot
Configured Credentials(7 &€l Xt EH)E AISE [ LDAP Mol & 240t s
3t bind_user DN2 &7+ LICH.
0i: "cn=bind_user,ou=People,dc=xxxxxxx,dc=com" L=

"uid=bind_user,ou=People,dc=xxxxxxx,dc=com"
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h r Management / LDAP
Local User Management LDAP TACACS+ Session Management

+ LDAP Settings

: [ _
Enabile LDAP: [] + Binding Parameters v Search Parameters » LDAP CA
Base DN: | de=wooooooo de=com
Method: | Configured Gredentials v Filter Attribute: | uid (7]
Domain: | woocoooo.com
Binding DN: |uid shind_userousPeople domx Group Attribute: | memberOf (7]
Enable Secure LDAP:
Timeout {for each server): | 60 (0-180) seconds Password: | Attribute:
Nested Group Search Depth: | 128 (1-128)
» Configure LDAP Servers "
g v Group Authorization

(@) Pre-Configure LDAP Servers

LDAP Servers LDAP Group Authorization: [w]

Index Group Name Group Doemain Role

= 1 it KRN0, GO fiad-on
3268 ( d )
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() Use DNS to Configure LDAP Servers
DNS Parameters 4
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otzHet Z 0| LDAP ZiI|2io[4 OhIi#H=~& NS LTt
- LDAP X3 xt:
- ZAE O|§: <LDAP A{HHQ| FQDN EE IP &

I2!= DN u|d—bind_user,ou=people,dc=xxxxxxx dc=com
7|82 DN: de=xxxxxxxxx,dc=com
AEE: 389
SsSLg E4sleLich Higs
. *’-'E-I' uid=$userid
- OF HEt o4 2 43HE

i E= N Eo N B

|_-_|.|AI- EAM- M8
- LDAP &

S5HE

LDAP :L—- DN: cn=it,ou=Groups,dc=xxxxxxxxx,dc=com

v AN General e
» Faults, Events and Audit Log
Actions Properties
¥ User Management —_—
Delete ( Hostname/FODN (or IP Address) : -19 )
v Authentication e
rder L] v
Native Authentication
Bind DN uid=bind_user,ou=People dc=xoooooxs, de=com
* Authentication Domains
[ N = =
LDAP_DOMAIN ‘ Base D de=000000oo, de=com ,-
» LDAP (5"u-'l : 389 )
» LDAP Group Maps Enable SSL s
~ LDAP Provider Groups ( e : uid=$userid)
SERVERS Anribute
* LDAP Providers Password
+ RADIUS
Timeout 30
* TACACS+
(Vendur o |l Open Lna?) M3 AD
* User Sendces
* Eey Managemeant
* Security Management

LDAP Group Rules
» Encryption Management

1 Group Authorization Disable (= Enable '
Group Recursion Non Recursive (! Recursive
* Communication Management
Target Attribute memberOf
» Stats Management
Use Primary Group
» Time Zone Management
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Create LDAP Group Map

GDAP Group DN : | cn=it,ou=Groups,dc=xxoocoo,dc=com

Roles Locales

[ | aaa

|_| admin

|1 facility-manager
| | network
rations

| read-only

| server-compute
|| server-equipment
|_| server-profile

| | server-security
[ storage

| | testrole

e
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https://www.openldap.org/doc/admin24/overlays.html
https://www.openldap.org/doc/admin24/overlays.html
https://www.ldap-account-manager.org/static/doc/manual/index.html
https://www.ldap-account-manager.org/static/doc/manual/index.html
https://www.port389.org/docs/389ds/documentation.html
https://www.cisco.com/c/ko_kr/support/docs/ip/lightweight-directory-access-protocol-ldap/218189-configure-ldap-in-ucs-manager.html
https://www.cisco.com/c/ko_kr/support/docs/ip/lightweight-directory-access-protocol-ldap/218189-configure-ldap-in-ucs-manager.html
https://www.cisco.com/c/ko_kr/support/docs/ip/lightweight-directory-access-protocol-ldap/218189-configure-ldap-in-ucs-manager.html
https://www.cisco.com/c/ko_kr/support/docs/ip/lightweight-directory-access-protocol-ldap/218189-configure-ldap-in-ucs-manager.html
https://www.cisco.com/c/ko_kr/support/docs/servers-unified-computing/unified-computing-system/223064-configure-secure-ldap-on-ucs-c-series.html
https://www.cisco.com/c/ko_kr/support/docs/servers-unified-computing/unified-computing-system/223064-configure-secure-ldap-on-ucs-c-series.html
https://www.cisco.com/c/ko_kr/support/docs/servers-unified-computing/unified-computing-system/223064-configure-secure-ldap-on-ucs-c-series.html
https://www.cisco.com/c/ko_kr/support/docs/servers-unified-computing/unified-computing-system/223064-configure-secure-ldap-on-ucs-c-series.html
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