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Duo Authentication Proxy Manager — m] X

Authentication Proxy is running Uptime: 00:02:14 Version: 6.5.2 Restart Service Stop

Configure: authproxy.cfg Unsaved Changes Output

; CLIENTS: Include one or more of the following configuration secti
nfigure re than one client g of the same type,

umber to the section name (e.g.

[ad_client]
st=adl.dcloud.cisco.com
=ldap
i=changeme

in=DC=dcloud,DC=cisco,DC=com

; number to t

[ldap_server_auto]
t=ad_client]
y=DTAAkckkok
ke y =setokookookok

host=api-demodemo.duosecurity.com

=1389
1=CN=1dap, CN=Users,DC=dcloud,DC=cisco,DC=com
i=false

nds=true

Validate Save earn how to configure the Authentication Proxy

[ad_cTlient]

host=adl.dcloud.cisco.com # Our Domain Controller
service_account_username=1dap # Our BIND Service Account in AD
service_account_password=changeme # Service Accounts BIND password
search_dn=DC=dcTloud,DC=cisco,DC=com # LDAP Search DN

[Tdap_server_auto]

client=ad_client

ikey=DI %% # Copy from Duo LDAP Proxy App Page

skey=##*##iiiid 4 Copy from Duo LDAP Proxy App Page

api_host=api-demodemo.duosecurity.com # Copy from Duo LDAP Proxy App Page

failmode=safe # If proxy cant communicate with Duo cloud, allow auth with credentials only

port=1389 # Port the LDAP Proxy Tisten on

exempt_ou_1=CN=1ldap,CN=Users,DC=dcloud,DC=cisco,DC=com # Exempt the Service Account from MFA
exempt_primary_bind=false # Exempt the Service Account from MFA on initial bind
allow_unTlimited_binds=true # Allow multiple binds, needed to prevent “Attempt to bindRequest multiple
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https://www.cisco.com/c/en/us/td/docs/unified_computing/Intersight/IMM-FI-Admin-Guide/b_imm_fi_admin_guide/m_imm_fi_admin_guide_overview.pdf
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