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F—sys (sys)

[——rack-unit-1: (sys/rack-unit-1)
|——adaptor-1- (sys/rack-unit-1/adaptor-1)
| psu-1: (sys/rack-unit-1/psu-1)
| psu-2- (sys/rack-unit-1/psu-2)
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<dn = "sys/rack-unit-1/adaptor-1/host-eth-eth2"/>
= 4712 4l O|§ 22 F -8 ELICt

topSystem MO: rn="sys"

computeRackUnit MO: rn ="rack-unit-1"
adaptorUnit MO: rn="adaptor-<id>"
adaptorHostEthIf MO: rn="host-eth-<id>"
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POST | hittps:/J! fnuova I Send 7
Param: puthorization  Headers (8)

Body®  Pre-request Script  Test Settings Caokies

none form-data x-www-form-uriencoded O raw binary GraphQL  JSON Beautify

canalopin l

3 inNama :
3 inPassword= >
4 «<fasaloginz

Body Cook {eaders (14)  Test Results € Status: 200 0K Time: 881 ms  Size: BB1B

Pretty Preview Visualize XML

1 <aaalogin kie="" response="yesg" t kie="85da25dabe /ebf2adea- ba55-aT80-9e33548£595¢ [ tRefreshPericd="608" tPriv="adnin" t5ess Id="113" outVersion="4.1(2f)"> </

EE curlE AH8stod 7| EE 7IME &+ U&LICh
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curl -k -d"

" https://apic_cimc_ip/nuova

1024 API # 2| HIME configResolveDn2 AF& 3104 2 & MO(Managed Object) &2 744

inHierarchical="true" & dn="sys/"2} &7 configResolveDnZ A& 5t= BF<? CIMCHAM 2 E
MO(Managed Object) HEE ZHMELICEH

configResolveDn: configResolveDn HIME&= X|’3E DNoi| CHEt HY 22| 7HAIE A4 g LCt

inHierarchical=true: true2 A&t R E X}Al = MHE 7} gHE=EIL|CH o] Z&2 S5 CIMCO|A
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Params orization  Headers (8) Bodys  Pra-raquas Tests  Settings Cookies
¥
nong form-data x-www-form-urlencoded 1O raw binary GraphQL JSON -~ Beautify
1 <configResolveDn |
2 cookis 85da25dabe febf2adea-5427-bass-a780 - 9033548 f505¢ "

% intierarchical='true’
4 dnl’sysf'hl

Body Cookies Headers (14) Test Results Time: 1m 46265 Size: 10617 KB [5) Save as example
Pretty Raw Praview Visualize XML = m Q
1 <cnniip_wcsolvcbnl—r.-:x:-‘=‘850n25da(-|:.-’cb(23::::!-5:127-haSS-a?BB-'Jc:)S&deMEac']u---nnn-. —
2 coutConfigs
3 <topSystem da=" wldpess="10,124 145, 34" ed Apz 19 01:20:32 2024
4 - Wed Apr 10 09:20:32 2024 CST +DBO@" sia/Shanghai stand-alone® name="dle-acibl-apicl® ed” ccEnaly isabled® »
5 <computeRackUnit rn="rack-unit-1" a “poliey® availak PIC-SERVER-M2" APIC-SERVER-M2" nu numDfCo:
& ts="components® cReset5ta NA® bi tState: co%plcted' >
7 <networkAdapterUnit slots"L" pi dels"Intel{R} 1356 1 Gbps Network Contmller Intfe"2 ‘network-adapter-L” »
8 <networkAdapterEthIf eth-1" ></networkAdapterEthIf>
? <networkAdapterEthIf o oth-2° »</networkAdapterEthIf
18 <fnetworkidapterUnits
11 <adaptorUnit id="1% = “UCSC-PCIE-CSC-82° “equipped” i
12 <adaptoxGenProfile “general® Slot="1" ucsc-PCIE-CSC-02" al= pHode="Disabled"” 2
13 smgatController rn="mgmt" “UCSC-PCIE-CSC-02° serials ' subject="adaptor” vendors"Cisco "o
14 <firmwareRunning rn="fw-boot-leader” descr ="Cisco VIC adapter currently running boot loader firmware version® deple nts"boot-1loader” types"adaptor”
15 <firmwareRunning rn="fw-system" Cisco VIC adapter currently running firmware version® d rnt="systen” adaptor” i " gyl
16 <fizmwarelipdatable rn="fw-updatable” “Cisco VIC adapter backup fizmware version” a ="triggeraed” de| “backup® ops "Fwupdate
17 <firmwareBootDefinition rn="fw-boot-def" ="adaptor”™ >
18 <firmwareBootUnit rn="bootunit-combingd"” a="Cisce VIC adapter startup firswaré version” adminState="triggered™ image="running"” resetlalctivat:
19 </firmmareootDefinitions
20 < /mgmtControllers
21 <adaptorExtEthIf portlde®g” i * mace"AD:23:9F:AD:FO:49" transport="CE" adminSpeed="18Gbps" op ede*10Gbps" rrne®ext-eth-8" >
22 <adaptorConnectorInfo o NFA® types*NfA® v or= "N/A" partMumbers"NfA" partR on="NfA" »</adaptorConnectorInfo:
23 <adaptorLinkTraining link-training® =< fadaptorlinkTraining>
24 <adaptorPartProfil port-profiles” po sunt="0" portProfiles »¢fadaptorPortPrafiless
25 </adaptorExtEthIfx>
26 <adaptorEXtELhIf pox Type="physical® up® CAB:2I:OF:ADIFD A" 1 *10Gbps" rn="ext-gth-1" >
27 <adaptorConnectorInfo connector-info® "HfA" sup NfA® type="N/A" "H/A" »</adaptorConnectorInfo:
28 <adaptorLinkTraining rn="link-training" linkTraining="nfa" »<fadaptorLinkTraining»

Postman &% S&2 Notepad, PyCharm EE = Visual Studio Code®t Z2 BHIAE HE|7|0f SALSH
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of 1: £& AlzZtcHel Zei4 2 DN #He|

X CIMC GUIo| F+4E! AlZCH= "Asia/Shanghai" & L|Ct.

8/ | Summary
Server Properties Cisco Integrated Management Controller (Cisco IMC) Information
Product Name:  APIC-SERVER-M2 Heostname:  dic-aci0i-apicl
Serial Number: | INNREEE IP Address: (D
PID:  APIC-SERVER-M2 MAC Address:  00:A3:BEEXTADC
UUID:  4D1851A4-8170-418B-8286-D1BF 14460073 Firmware Version:  4.1(2f)
BIOS Version:  C220M4.4.1.2¢.0.0202211901 Current Time (UTC):  Wed Apr 10 01:27:36 2024
Description: = ACI Lab - FODO1 - dic-aci01-apict Local Time:  Wed Apr 10 09:27:36 2024 CST +0800
Asset Tag: | Unknown Timezon iShanghai

1b A0l A Postman©O| BHgtst 410l A 'Asia/Shanghai'E HAMSIMIL. EFE AlZICHE
"Asia/Shanghai"0|1L 22HA &= "topSystem"0|H DN "sys/"IL|LC}.

<#root>

<configResolveDn cookie="85da25da6c/c6f2adca-5d27-ba55-a780-9e33548f595c" response="yes" dn="sys/">
<outConfig>



<topSystem
dn="sys"

address="a.b.c.d" currentTime="Wed Apr 10 01:05:12 2024
" TocalTime="Wed Apr 10 09:05:12 2024 CST +0800"

ti meZone="Asi a/ Shanghai "

mode="stand-alone" name="dlc-aciOl-apicl" fipsEnable="disabled" ccEnable="disabled" >

#x CIMC GUIo| A E 3 AE 0|&2 "dIc-aci01-apic1"LIC}H

A Networking / Network

Network MNetwork Security NTP Setting

+ NIC Properties: + Port Properties
NIC Made: Dedicated v Part Profile:

NIC Redundancy: = Mong v L
» Auto Negotiation

MAC Address: 00:A3:BE:E3-TADC -
Auto Negotiation: [v]

Admin Mode Operation Mode
Network Port Speed: Network Port Speed: 1 Gbps
Duplex: Duplex:  Full
+ Common Properties + VLAN Properties
I Management Hostname:  dic-aciD1-apic1 I Enable VLAN:
Dynamic DNS: [¥] VLAN ID:
Dynamic DNS Update Demain: Priority:
Dynamic DNS Refresh Interval: 0 [0 (Disabled)- 8736] Hour(s)

PostmanO0i|A{ Bt&H=l Z41tof| A "dic-aci01-apic1"e ZAMetLICH SAE 0|EL "dic-aci01-apic1"0|
1, 2eiAE "mgmtif' 0|, rn "if-1"IL|C}.

<ffroot>

<mgmtIf rn="1if-1" description="Management Interface Network Settings" id="1" extEnabled="yes" extIp="a.
ifType="physical” mac="00:A3:8E:E3:7A:DC"

host nane="dl c- aci 01- api c1"

dhcpEnable="no" dnsUsingDhcp="no" ddnsEnable="yes" ddnsDomain=
dnsPreferred="a.b.c.z" dnsAlternate="0.0.0.0" ddnsRefreshInterval="0" nicMode="dedicated" vicSlot="0" n
vlanEnabTle="no" vlanId="1" vlanPriority="0" portProfile="" v6extEnabled="no" v6extIp="::" v6extGw="::
veSTaacIp="::" vb6dhcpEnable="no" v6dnsUsingDhcp="no" vé6dnsPreferred="::" '::" subject="b

vednsAlternate="::
adminNetSpeed="auto" adminDuplex="auto" operNetSpeed="1Gbps" operDuplex="full" >

% CHS https://CIMC_IP/visore.html0ll A CIMC visoreE FZIEfLICt. ZAE 0|& "dlc-aci01-
apic1"2 DN= sys/rack-unit-1/mgmt/if-1> 01l sHE & LIC}.



RackServer XML API \isore

Filter
Class or DN: | sys/rack-unit-1/mgmt/if-1 inHierarchical | false v|
Property: | Qp: (== v|vall:| Val2: | |
Display XML of last query
Total objects shown: 1
mgmtIf ?
Idn sys/rack-unit- 1 /mgmt/if-1 € 3'
description Management Interface Network Settings
id 1
extEnabled yes
extlp L
extMask 255.255.2550
extGw L
ifType physical
mac 00:A3:8E:E3:7TA:DC
Ihostnam-: dlc-aciOl-apicl I
dhcpEnable no
dnsUsingDhcp no
ddnsEnable yes

2. REST APIE E¢t CIMC &2

« 1EtH0| M= MO(Managed Object)0l| 3 5t= Z2iA 2 DN(Distinguished Name)2 0|0|
sHolSHA LIC)

L-AAH

« Ansible community.general.imc_rest 2 E2 A& 3510 APIE &3l CIMCE #t2|g = /&L
Ch M5 M2 & Z: imc rest module &AM

API HIAME configResolveClassE A& 3t0{ HE Z2M

T8 &el 2aiA: ol HMEE X|IHE EefA0M 2E|El= 7HAME AMELCt
inHierarchical=true 0| ZAuto]| 5t &=0| Z&ELICH HA{ HH HE|E 62 ET API HAME
configResolveClass& At&3t MOQ| classIDE X|H&LICtH

A% b ASRE 28X 53,
<ffroot>

- name: IMC login and check
community.general.imc_rest:
hostname: '{{ imc_hostname }}'
username: '{{ imc_username}}'
password: '{{ imc_password }}'
validate _certs: false # only do this when you trust the network!


https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html

content: |

<
confi gResol ved ass

inHierarchical="'false'

cl assl d='firmwar eRunni ng'

/>

APl HME configConfMoZ Al&35t04 Zim|apfo|Me £&gtL|ct
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compueReunt | inHiers

Display XML of last query
Total objects shown: 1
computeRackUnit 2
dn sys/rack-unit-1 € >
adminPower policy
availableMemory 65536
model APIC-SERVER-M2
memorySpeed 1600
name APIC-SERVER-M2
numOfAdaptors 2
numOfCores 12
numOfCoresEnabled 12
numOfCpus 2
numOfEthHostlifs 2
numOfFcHostlfs 2
numOfThreads 12
operPower on
originalUuid 4D1851A4-8179-418B-82B6-D1BF14460973
presence equipped
serverld 1
serial FCH2113V2WF
totalMemory 65536
IusrLbl ACI Lab — PODO1 - dic-aciO1-apic1
uuid 4D1851A4-8179-418B-82B6-D1BF14460973

<ttroot>

E

&l

rHI
[

=24
= .

- name: change CIMC description
community.general .imc_rest:
hostname: '{{ imc_hostname }}'
username: '{{ imc_username}}'
password: '{{ imc_password }}'
validate certs: false



content: |

conput eRackUnit dn="sys/rack-unit-1" usrLbl="new_| ab_Cl MC _descri pti on"

/>

examples:

3.CIMC A}&38l 7+ d T EZZ of

Cisco APICE UCS C220 Series0l| A %|El Cisco ACI ZHEEF{ AZ EQ|o{QLICt. 0] YT Z =20
Me APIC AZEQ|of R{o|O|X|&te| AHSEHEl ZE2MAE Eo{FL|CH.

1. Login to CIMC with pre-check
- Retrieve firmware version
- Retrieve faults
- Retrieve TPM status
2. Update CIMC configurations
- Update management hostname
- Update Description
- Update Timezone
- Update ntp
- Enable SOL
- Update CIMC mapping vmedia
- Update CIMC boot order to CIMC-map
- Reboot CIMC
3. Ansible run shell expect to monitor installation status and enter iso link for APIC installation speed up
4. Retrieve CIMC post installation status
- Update CIMC boot order back to HDD
- Power-on host

Ansible ZE 9| 0f:

S
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community.general.imc_rest =2

<{froot>

- name: Login to CIMC with pre-check
content:

<
confi gResol ved ass
inHierarchical="'false'
classld

='firmwareRunning'/>

<
confi gResol ved ass

inHierarchical='false'
classld

='faultInst'/>

<
confi gResol ved ass
inHierarchical='false'

cl assld

="equipmentTpm'/>

- name: IMC update CIMC infra info
content: |



mgnt | f

dn="sys/rack-unit-1/ngnt/if-1"

hostname="d1c-aci0l-apicl"/>

conput eRackUni t

dn="sys/rack-unit-1"

usrLb1="ACI Lab - PODO1l - dlc-aciOl-apicl"/>



t opSyst em

dn="sys"

timeZone="Asia/Shanghai"/>

comri\t pPr ovi der

dn="sys/ svc-ext/nt p-svc"

ntpServerl="ntp.esl.cisco.com"/>



- name: Update CIMC configurations
content: |

| shoot VMedi a

dn="sys/rack-unit-1/boot - preci si on/ vm Cl MC- map"

name="CIMC-map" type="VMEDIA" subtype="cimc-mapped-dvd" order="1" state="Enabled" />

commiMedi aMap

volumeName="ACI-automation" map="www" remoteShare="http://a.b.c.d/Images/ACI/4/4.2/" remoteFile="aci-a



dn="sys/ svc- ext/vnedi a- svc/ vnmap- ACl - aut onati on"

>

conput eRackUni t

dn="sys/rack-unit-1"

adminPower="hard-reset-immediate" />

# Ansible run shell expect to monitor installation status and enter iso Tink for APIC installation spee
- name: copy apic init script to
template:
src: "init.sh"
dest: /tmp/init.sh
delegate_to: localhost

- name: Make script executable

file:

path: /tmp/init.sh

mode: "+x"
delegate_to: localhost
tags:

- render

- init

- name: Run the generated script



command: /tmp/init.sh
delegate_to: localhost
changed_when: no
tags:

- script

- name: Retrieve CIMC post installation status
content: |

| shoot VMedi a

dn="sys/rack-unit-1/boot - preci si on/ vm Cl MC- map"

name="CIMC-map" status='removed'/>

comm¥Medi aMap



dn="sys/ svc- ext/vnedi a- svc/ vnmap- ACl - aut onati on"

volumeName="ACI-automation" status='removed' >

| sboot St or age

dn="sys/rack-unit-1/boot-policy/storage-read-wite"

access="read-write" order="1" type="storage"/>



conput eRackUnit dn="sys/rack-unit-1"

adminPower="up" />

delegate_to: localhost
tags:
- retrieve_CIMC_status

e e

re
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/api/3_0/b_Cisco_IMC_api_301.html
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https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
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