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Configuration Path Logging

Applies to Description

Transparent

Deployment

Deployment
Number of
Sessions

SWA routes the traffic to
Bypass from SWA  HTTPS & HTTP @ GUI = Web Security Manager > Bypass Settings Bypasslogs 1 configured gateway (Layer 3
redirection)
Bypass from Traffic Redirects to the
WCCP Router HTTPS & HTTP E WCCP Router No Logs on SWA 0 Gateway from Router
Bypassfrom PAC  HTTPS & HTTP B‘ From the PAC file No Logs on SWA 0 :f:;;““" arenatsentinithe
LEELEDUEED HTTPS & HTTP El From the Browser or Group Policy No Logs on SWA o | B
Browser proxy.
SWA does not decrypt the
Pass Through HTTPS & HTTP g;':: PO SR SN [ZEETLE Accesslogs 2 traffic and sends the same
¥ ClientHello to the web server.
SWA does not Scan the traffic
Decrypted Traffic & ; . with its scanning engines, such
Allow HTTP GUI > Web Security Manager > Access Policy Accesslogs 2 as AMP, Sophos, WebRoot,
AVC and ...
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Firewall Web Server

The Traffic is explicitly redirected to the web Proxy (SWA)

Default Gateway o The Traffic is Bypassed from the web Proxy (SWA)
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var resolved_ip = dnsResolve(host);
if (isInNet(resolved_ip, "10.0.0.0", "255.0.0.0") ||
isInNet(resolved_ip, "172.16.0.0", "255.240.0.0") ||
isInNet(resolved_ip, "192.168.0.0", "255.255.0.0") ||
isInNet(resolved_ip, "127.0.0.0", "255.255.255.0"))
return "DIRECT";
Cl22 SWAZE z|C|2MEHR| &f T www.cisco.coml 2 ECHEZIE 3|5t 0 L
Ct
if (localHostOrDomainIsChost, "www.cisco.com")) return "DIRECT";
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http://www.cisco.com

if (dnsDomainIsChost, ".cisco.com")) return "DIRECT";
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| &) Internet Properties l 9 ? X
General Security Privacy Conten Programs Advanced

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Network settings

Add...

Add VPN...

Remove...

Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

O|0|X| - Lan MM Z 0|F




) Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

] Automatically detect settings
[ use automatic configuration script

o, idress

Proxy server

EUseapmxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: | 10.20.3.15 Port: |3128 ||| Advanced ] 9

[ ]Bypass proxy server for local addresses

OK Cancel
& Proxy Settings pod
Servers
!— . Tvpe Proxy address to use Port
WE
HTTP: 10.20.3.15 |+ [3128 |
SECUre: 10, 20, 3. 15 « | 3128
FTP: 10.20.3.15 | 3128
Socks: -

[ Use the same proxy server for all protocols

Exceptions

L B
NE]

Do not use proxy server for addresses beginning with:

You can define the URLs/IP address to bypass going to e
proxy

Use semicolons ( ; ) to separate entries.

OK Cancel
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1EtH. RLEZ HE 220l 3702 2o H+& 225t Settings(EH)E MEH
gt
=

2EH7A|. AAM EAIE0 proxyE =g LICt

3. No Proxy for(ZS Al gi8) MMM HH5t= URLE HolELCt.

Connection Settings X

Configure Proxy Access to the Internet
() No proxy
(O Auto-detect proxy settings for this network
(O Use system proxy settings
® Manual proxy configuration
HTTP Proxy 10.20.3.15 Port 3128
Also use this proxy for HTTPS

HTTPS Proxy 20.3.1¢ Port

SOCKS Host Port 0
(O SOCKS v4 ® SOCKS v5

(O Automatic proxy configuration URL

No proxy for
You can define the URLs/IP address to bypass going to proxy 9

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

["] Do not prompt for authentication if password is saved

Proxy DNS when using SOCKS v5
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3EHA.

Ml @ Connected

TCPNIP
DNS
WINS
802.1X

Proxies

Hardware

Image(O|0|X]) - Fire Fox0ll A 0i|2] 9|

Details(MSALEHE 2

2|5t
= H

Auto proxy discovery

Automatic proxy configuration

Web proxy (HTTP)

Secure web proxy (HTTPS)

SOCKS proxy

Exclude simple hostnames

Bypass proxy settings for these hosts & domains:

You can define the URLs/IP address to bypass from going to the
proxy

Forget This Network...

Cancel
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Client WCCP Router SWA 6

@ ©

— D

Firewall Web Server

o The Traffic is Transparently redirected to the SWA

9 The Traffic is Redirected from the WCCP Router, to not go to the SWA

9 The Traffic is Bypassed in the SWA as a layer 3 traffic and routes to the SWA Default Gateway
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Bypass Settings

Sources/Destinations to Bypass Proxy: None

‘Custom Categories to Bypass Proxy: None Selected ] e

l Edit Ps
Application Scanning Bypass

Cisco WebEx: Do Not Bypass Scanning

Microsoft Update: Do Not Bypass Scannin 9

Edit Application Bypass Settings... |

Edit Proxy Bypass

Proxy Bypass List: (2 Au dest nations and clients in this list will bypass web proxy policies when the appliance is in transparent

1020315 10.0.0.60

P
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
ns

Note: Domains included in the bypass list will not support explicit requests if IP spoofing is enabled,
Custom URL Categories: (2. Add custom URL categories to Proxy bypass list.
l None Selected I

O|O|X| - Bypass 2™ T4
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Custom and External URL Categories: Add Category

e: [No Proxy URL

Comments:

Edit Custom and External URL Category
Category Nam
7

rder: [1
| Custom Category
com ]

"*——-______. e

f————————————— Category Type: [Local Cust
ites: (7

i
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

@ v{ Name: 2/ | [No auth ID ]

(2. my 17 Prone,

Description:

(Maximum allowed characters 256)
—. s [

2.7 = i and i 2/ Exempt from authentication / identification v
This option may not be valid if any preceding Profile requires on all
subnets.

Membership Definition
Membership s defined by any combination of the following options. Al criteria must be met for the pelicy to take effect.

Define Members by Subnet:

.
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS

@ $ = Advanced | Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agents.

The following advanced membership criteria have been defined:

Reaxy Ports: None Selected

URL Categori&&| None Selected

User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only
for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not
applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,
regardless of the protacol selection above.
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Decryption Policy: Add Group

Policy Settings

Enable Policy

_—.p[ Poliey Name: (21 ["5p pass Through ]

(e.g. my IT policy)

Description:

(Maximum allowed characters 256)
> Insert Above Policy: | 3 (Global Policy) v

? ¢

Policy Expires:
(] set Expiration for Policy
On Date:
At Time:
ip is defined by the of the following options. All criteria must be met for the policy to take effect

. > — : P
@ Identification Profiles and Users: | select One or Mare Identification Profiles v

Identification Profile Authorized Users and Groups || agq 1dentification Profile
@

[ ‘ No Auth ID o lNc authentication required ™
hentication Thormation may ot be available at HTTPS connection time. For transparent

proxy traffic, user agent information is unavailable for decryption policies.

b Advanced | Define additional group membership criteria.

OlOlx| - &= s H2 MY
3.9t H|.Decryption Policies( £ a5 &) I 0|X|2| URL
Filtering(URL ZE{Z)0M O Mf &= ai= H21t oiZ8E &

3 & S=Fch

Decryption Policies

Success — The policy group "DP Pass Through” was added.

Policies

Add Policy...

Order  Group URL Filtering Web Reputation Default Action Clone Policy Delete
DP Pass Through
1 Identification Profile: No Auth 1D (global policy) (global policy) | ] @
Al identified usel

Pass Through: 0
Monitor: 0
Global Poli 4

fcy Decrypt: 0 .
Identification Profile: Al Drop: 0 Wi ecl2an e
Time-Based: 0

Quota-Based: 0

310EHAL 1B H M MHEE URL ZHEl T 2lof| CHEH 2o 2
SIHE MEiELch

Decryption Policies: URL Filtering: DP Pass Through

Custom and External URL Category Filtering

Add, edit, reorder or delete categories in the Custom and External URL Categories list.

Override Global Settings

Settings | Pess Through |Monitor  Decrypt | Drop (7' | Quote-Based | Time-Based
e o (]
Category Category Type  Selectall|  Select all elect all Select all | Select all (Unavailable) | (Unavailable)
€) No Proxy URL Custom (Local) - vy = =

3.10
== —/

o|0lx| - 2t &
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4.2EtA|. Add PolicyE 2216t HM|A HAZ FI}ELICH

4.3CH7| Enable Policy(A&3%H & 443} &QI2t2 AR50 0| &
Mg gdstefct.

4 ATHA|. 1R 3t PolicyName2 & & gFLC}.

4 5EHH. (M AME) HYE FobELICH

4.6t AHlInsert Above Policy EELCHR SS0M 3 #mf
PolicyE =g LICt,

4.7HA  1dentification Profiles and Users(Al8d =
KH)O A 2EH A0l A A AdEH Al = 2 Zlg MERSHL|C},

4.8 ME.

Access Policy: Add Group

Policy Settings
Enable Policy

_—_>[ Palicy Mame: % [2p aiow ]
(eg. my IT policy,

Description:

(Maximum allowed characters 256)

—b Insert Above Policy: 1 (Global Policy)

Policy Expires:

[ set Expiration for Policy
On Date:
At Time: :

Policy Member Definition
is defined by the of the foliowing options, All criteria must be met for the policy to take effect.
Tdentification Profiles and Users: | |~ elect One or More Identification Profiles
Identification Profile Authorized Users and Groups | add Identification Profile

@ s{ No Auth ID v r‘oaumenn:anm required @
» Advanced | Define additional group membership criteria.

O|O|K| - HA|A AIZH AHA

o 1 OO

4 9EFA|. Access Policies( A4 H24) H| O x| 2| URL
Filtering(URL ZE{Z))0l| A1 O] A HAllA X241l A=l 215
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Access Policies

Success — The policy group "AP Allow” was added.

Add Policy.
Protecols and
OrderGroup User Agents  URLFitering | Applications _ Objects Anti-Malware and Reputation  HTTP ReWrite Profile | Clone Policy | Delete

e

Al igentife
Block: 0
Wam: 0
Monitor: 0

o iiow: 0

lobal Policy
Identification Profile: Al e [

aaaaaaaaa
Quota-Based

Not Available | No blocked items | Secure Endpoint: Enabled  None

)
0

0l0|X| - URL HIE{2) A

4.10EH7|. Allow the Custom URL category created for the
URL Category created for the URL Category created on the
URL Category on the Step 10{|A{ 433t URL ZHE| L 2|0i| CH
5 Allow the action( &% URL 7|2 2|0f| CHEF 2] 518
2 MEiEhLICH




Access Policies: URL Filtering: AP Allow

41157 ME.
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https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
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