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SWA_CLI> Togconfig

Currently configured Togs:
1. "accesslogs" Type: "Access Logs" Retrieval: FTP Poll
2. "adc_logs" Type: "ADC Engine Logs" Retrieval: FTP Poll

[Output removed to simplify readability]
55. "welcomeack_logs" Type: "Welcome Page Acknowledgement Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- HOSTKEYCONFIG - Configure SSH host keys.

- AUDITLOGCONFIG - Adjust settings for audit Togging.
[I> new

Choose the log file type for this subscription:
1. ADC Engine Framework Logs
2. ADC Engine Logs

[Output removed to simplify readability]
53. Request Debug Logs

[Output removed to simplify readability]
[1]> 53

Please enter the name for the log:

[1> Request_Debug_Logs

Log Tevel:

1. Critical

2. Warning

3. Information
4

5

[

. Debug
. Trace

Choose modules where enhanced request logging is to be performed.
Multiple selections can be made in the form of a comma separated or range Tlist (e.g. 1,3,4 or 3-7)



Choosing the Default Proxy will enable enhanced logging across modules:

1. Default Proxy

2. Access Control Engine

3. Proxy Configuration

4. Disk Manager

5. Memory Manager

6. McAfee Integration Framework
7. Sophos Integration Framework
8. Webroot Integration Framework
9. Webcat Integration Framework
10. Connection Management

11. Authentication Framework
12. HTTPS

13. FTP proxy

14. WCCP Module

15. License Module

16. SNMP Module

17. WBRS Integration Framework

=
oo

. Logging Framework

19. Data Security Module

20. Miscellaneous Proxy Modules
21. DCA Engine Framework

22. AVC Engine Framework

23. Cloud Connector

24. SOCKS Proxy

25. Advanced Malware Protection
26. ArchiveScan module 1in proxy
27. Web Traffic Tap module in proxy
28. Bandwidth Control

29. Http2 proxy

30. ADC Engine Framework

[1]> 1-30

Please enter the number of requests for which to perform enhanced logging:
[1]> 100

Choose the request criteria for logging:
1. Client IP Address

2. Destination Domain

3. Destination IP Address

[1]1> 1

Specify source IP address
[I> 10.20.3.15

Choose the method to retrieve the logs:

1. FTP Poll
2. FTP Push
3. SCP Push
[1]1> 1

Filename to use for log files:
[Request_Debug_Logs.text]>

Do you want to configure time-based Tog files rollover? [N]>

Please enter the maximum file size:
[10485760]>

Please enter the maximum number of files:
[10]> 50



Should an alert be sent when files are removed due to the maximum number of files allowed? [N]>

Do you want to compress Togs (yes/no)

[n]>

Currently configured Togs:

1. "Request_Debug_Logs" Type: "Request Debug Logs" Retrieval: FTP Poll
2. "accesslogs" Type: "Access Logs" Retrieval: FTP Poll

3. "adc_Togs" Type: "ADC Engine Logs" Retrieval: FTP Poll

[Output removed to simplify readability]

56. "welcomeack_Togs" Type: "Welcome Page Acknowledgement Logs" Retrieval: FTP Poll

SWA_LIC> commit

Warning: In order to process these changes, the proxy
process will restart after Commit. This will cause a brief
interruption in service. Additionally, the authentication
cache will be cleared, which might require some users to
authenticate again.
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
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