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Use Received Headers: Enable Identification of Client IP Addresses using X-Forwarded-For

Trusted Downstream Proxy or Load Balancer Add Row

8

1P address
— *| Range Request Forwarding: [ Enable Range Request Forwarding ]

Cancel
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http://windowsupdate.microsoft.com ===> windowsupdate.microsoft.com
http://*.windowsupdate.microsoft.com ===> .windowsupdate.microsoft.com
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Custom and External URL Categories: Add Category

Edit Custom and External URL Category
@ 1 Category Name:  |windows Update URLS
Comments: 7
@ — ustOrder: [ I
/[ Category Type: | | Local Custom Category ]
r—
Sli= windowsupdate.microsoft.com, .windowsupdate.microsoft.com, Sort URLS
.update.microsoft.com, .windowsupdate.com, Click the Sort URLs button to sort
com, do microsoft.com, all site URLs in Alpha-numerical
.download, windowsupdate.com, wustat.windows.com, order.
ntservicepack.microsoft.com, go.microsoft.com,
@ dl.delivery.mp.microsoft.com, .delivery.mp.microsoft.com

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
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3.3EtA|.Enable Identification Profile(Al8d = 2 El & M35}) & QIEto| A&
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

|

> Name: (7' [MS Update No Auth ]

TETTTY IO,

Description:

User Identification Method

@
)
‘Maximum allowed characters 256)
Insert Above: | 1 (Global Profile) ~

* ion and 1: .20 | Exempt from authentication / identification v
T e T ot Tcation Profile requires authentication on all

o
subnets.

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet:

A
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
@ -;i = Advanced t se the Advanced options to define or edit membership by proxy port, destination (URL Category), or

ser Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected
3.10 »| | URL Categories: Windows Update URLs
User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protocol selection above,
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4.11EHA. Submit(RE)2 Z2IgLct.

Decryption Policy: Add Group
Enable Policy

4.3 { Policy Name: .7 I Bypass MS Update DP ]
TE Ty TT POy,

Description:

.rMaximum alfowed characters 256)
4.5 [ insert Above policy: | 2 (Global policy) ~ ]

icy Expires:

() set Expiration for Policy

On Date

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

4.6 [ Profiles and Users: | | gelect One or More Identification Profiles ]

Identification Profile Authorized Users and Groups Add Identification Profile

[ No authentication required
MS Update No Auth v q
4.7 {LystponteNoun _ ] ] L

Authentication nfarmation may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

se the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
ategory), or User Agents,

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

see Web Security Manager > Defined Time Ranges)

URL Categories: URL Categeries Windows Update URLs in Identification Profile MS Update Ne Auth ]

=

O|0Ix| - &k sl A Y

4.12EHAH| . Decryption Policies(& = 5 X&) I 0| X| 2] URL
Filtering(URL ZE{2)0i|A O] Af &f = al|lS M2 HAZE 23 & ZEF
LICF.

413 H|Microsoft Updates URL 4301 CHEt 242 2 Pass ThroughE
MEASL|CY.

Decryption Policies

Add Policy...
Order Group URL Filtering Web Reputation Default Action Clone Policy Delete
Bypass MS Update DP
1 Identification Profile: MS Update No Auth | Monitor: 1 {global policy) (global policy) ) 1 |
Alldentiied users
Global Poli Monitor: 81
Identification Profile: All Decrypt: 4 =z s
Edit Policy Order.

Decryption Policies: URL Filtering: Bypass MS Update DP

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. Al other categories are not applicable for this policy.

Use Override Global Settings
Sﬂ:i?\;ls Pass Through | Monitor Decrypt = Drop (7 Quota-Based Time-Based
4.13 5] [x] e
Category Category Type  Select all Select all Select all | Select all | Select all (Unavailable)  (Unavailable)
) Windows Update URLs Custom (Local) — v/ - —

Cancel | submit |
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4.12EHA|. Submit(RIE)2 2 2IgtLct.
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5.1t AH|.GUI0I M Web Security Manager(®! 2ot #2IXHE 225t
Access Policy(H M A H2HE MEHFHL|CE

5.2EFH|. Add PolicyE 221504 HM|A HAE F=7tgtLiCt

5.3Et7|. 1R 8t PolicyNameS &S &tL|C}.

5.4EHAH|. (MEH AR MHEE FI7HELICH
5.5E AHlInsert Above Policy EECH2 SE0|AM X B PolicyE MEHE
Ct.

r

5.6CHA Al =21t 3! AF&Xt0of| M Select One or More Identification
Profiles(3tLt O|AtO| Aled = 2 m}Q) MEH)E MEHEHL|C},

5.7 AH|. 3EA[0IM dEEt AlE =z 2
CH.

]
o

MElist T 511EAZ ZAdLEL

5.8EF7 Windows C|O|E0i| CHEH ID Z2LE BHEX| o2 B2
Advanced(ZL &) MM0{| M Custom URL Categories(AH2 A+ X[ URL &
)& MEfgLCt

5.9EH7A[. 2EHAH| 0| A Microsoft (IC|0|EE |5l A8t AL AF X|™H URL
FHE| D 2|18 F7FELIC.

510EHA|. 22 & S EIELICH

511EHAH. MZE.

Access Policy: AP Windows Update

Enable Policy
5.3 —>{ Poiey Name: ¥ [ Wingows Upsate ]
(e.g. my IT policy)

Description:

(Maximum gllowed characts 19}
5.5 {Jnser’t Above Policy: 1 (Global Policy) ]
Policy Expires:

Set Expiration for Palicy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the fallowing options. All criteria must be met for the policy to take effect

@ rL Profiles and Users: | select One or More Identification Profiles ]

Identification Profile Authorized Users and Groups Add Identification Profile

—_—
@ [ MS Update No Auth ) J No authentication required 8
se the Advanced optiens to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL

ategory), or User Agents.

The following advanced membership criteria have been defined:

Protocols: HTTP/HTTPS/FTP over HTTP in Identification Profile MS Update No Auth

Proxy Ports: None Selected

Subnets: None Selected

Time Range: NaTl'N! Ranqg Dgrnlans A alaﬁlﬁ

Defined Time Ranges)

URL Categories: URL Categories Windows Update URLS in Identification Profile MS Update No Aum]

ol0Ix| - HKIA BB A

5.12EHA|. Access Policies( M| A Z4&) T 0| X|2| URL Filtering(URL E E




Access Policies

Add Policy... |

Protocols and
Order | Group. User Agents
AP Windows Update
Identification Profile: MS Update No Auth _(global policy} | M
KT dentied Gser

pplicstions  Objects Anti-Malware 8nd Reputation HTTP ReWrite Profile Clone Policy | Delete

Block: 6 " P
ontor: 31g | (91008l palicy) | {global policy) {global policy) G | ]

5.12 :

‘Web Reputation: Enabled
oL PN s No blocked tems  Manitor: 85 B2 € ' o blocked items | Secure Endpoint: Enabled Nene
3 kor: Anti-Malware Scanning: Enabled

Access Policies: URL Filtering: AP Windows Update

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable far this policy.
Use rride Global Setting:
Glabal 5 S
Settings | Block  Redirecd  Allow Moniter  Warn Quota-Based  Time-Based
5.13 AR |
Category Category Type  Select all | Selectall  Selectal] Selectall [Selectall Selectall (Unavailable) | (Unavailable)
© Windows Update URLs Custom (Local) - - =

O|0[X| - URL HF0il CHEF 2 518 HH

5.15EtA|. Access Policies(4 M|
Ol4%)0lA] O] M A& BT} o738 28 S2AeLIC

Access Policies

Add Policy...
Pratecols and
Order Group User Agents URL Filteri Applications  |Objects Antl-Malware and Reputation HTTP ReWrite Profile  Clone Policy  Delete
AP Windows Update
1 Identification Profile; MS Update No Auth | (global policy) | Allow: 1 Monitor: 324 |(global policy) | {global policy) (glabal policy) [ ] ]

5.15 e ser »

5 - ‘Web Reputation: Enabled

ld!rluf:m\on Profile: Al No blacked items | Monitor: 85 | Monitor: 324 Na blocked items | Secure Endpoint: Enabled None

. Antl-Malware Scanning: Enabled

0|0|X| - Application Visibility and Control =&

5.16E+A|. Edit Applications Settings(OHZ 2710|441 A% T E]) Al Moi| A
Define Applications Custom Settings(OHZ 2|7 0| M ALKt Ho| M- ™
O|)& MEgLICE

5177 Applications Settings(OHZ 2710 A7) AlMoi| M Edit all for
Games application(H & o Z 2|7 0|Mof| CHaH 25 HE)=2 =5t
Action(Xf )2 Block(XIEH 2 & gtL|Ct.

5.18EHA|. Mg Z&lgLCt.




Access Policies: Applications Visibility and Control: AP Windows Update

Edit Applications Settings

I

Define Applications Customn Settings

Applications Settings

| Browse Application Types | Applications Info &

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings
% Blogging ) 22 Monitor
Edit all...
% Collaboration ) 8 Monitor
Edit all
aan Enterprise Applications (:’ 6 Monitor
Edit all...
& Bandwidth Limit: No Bandwidth Limit

an Facebook N
) 10 Monitor

Edit all...
o File Sharing ) 39 Monitor
Edit all
a“,. Games Set action for 6 applications of type: Games

() Leave current settings

| Settings (& Monitor)
5.17 * | ® Block

Edit all...

O|0IX| - oiZ 2|70 &M StLHE AtEH ez dY

19EHA|. o2 2 A 3 23104 Range Request Settings for PoIicy(’é;""—'.*Oil
H?_ He| 2™ M) MMo 2 0|SEh ¥ Forward range requests('H? 2
H )7t MEE|J=X| =l ct.

Total: 324 Applications (6 Blocked, 318 Monitored)

Range Request Settings for Policy
@ Range Request Bypass: | Forward range requests s

For optimum application detection, range requests should be ignored (not forwarded to the web server)
when using AVC. However, this will result in higher bandwidth usage. Exceptions to this setting may be
specified below.

Exception list: (#

Enter a newiline delimited list of clients or . Regular expi are accepted.

 Cancel |

O|0|X| - =30l CHEF <

FO
(0]
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0z

5207 ME

5.21E7|. Access Policies( M| %K) T 0| X| 2| Applications(OHZ 2|7
0|M) of2Hol| A Global Policy(F1<3 &2H) e A2 El I3 & ZF=IFLICt

Access Policies

Add Policy.
Protocols and
Order Group User Agents URL Filtering  Applications  Objects Anti-Malware and Reputation  HTTP ReWrite Profile Clone Policy Delete

AP Windows Update Block: 6

1 Identification Profile: MS Update No Auth | (global policy) | Allow: 1 Monttor, 318 | (@lobal policy) | (global policy) (global policy) G -]
All identified users

Web Reputation: Enabled
f.%".'..':’mu- . No blocked ftems | Monltor: 85 [Manitor: 324)| No blocked items | Secure Endpoint: Enabled Hone
5.21 2 Anti-Malware Scanning: Enabled
Eai

O|OIX| - 7|2 AAMA& A of Z2|7[0|Md U




5.22EHA|. o222 A3 E
CHEH B4 9% AJ%

5104 Range Request Settings for Policy(Z3240|
) MMZ & &LICH Do Not Forward range
requests(H¢ 2B S ME5HX| &t Z)7F MEHE|o] UeX| & lgL|ct,

5.23EH7 HE ALY S FHOAELICH

HMA B £&H

MM A 20| MR Q0| CHEF O BI2 7HAIME S ESE{H O AHSA X|H HEE FIHE =
U&LICH

Z310|HEMA QA3 HO|(HIO|E)E EAIBHL
[22H0I1E M9 = %<H Q] qar [BIEAIM 258 BRiHol2)& EA=
[content= %>Content-Length:] CIREC 2EX 3 7|(HO|E)E EAIELICH

SWA A|A 20 ALBRH XI& TEE R7hste Widof CHEH RHAMISH LISS HAA 2 T0iA A
= Of7ieds M BIgE 25 AAQ.

O] CURL HZ 2 Al25t04{ SWAO e X2 EHL|ct

curl -vvvk -H "Pragma: no-cache™ -x 10.48.48.181:3128 -H 'Range: bytes=0-100"' 'http://catalog.sf.dl.del

CURL 20| HTTP & 0| HTTP/1.1 2062 &rQlgt 4= Q& L|LCt.

GET http://catalog.sf.dl.delivery.mp.microsoft.com/filestreamingservice/files/f263aa64-f367-42f0-9cad
Host: catalog.sf.dl.delivery.mp.microsoft.com

User-Agent: curl/8.7.1

Accept: */*

Proxy-Connection: Keep-Alive

Pragma: no-cache

Range: bytes=0-100

*V VV V V V VYV

Request completely sent off
< HTTP/1.1 206 Partial Content

MM A 230{M TCP_CLIENT_REFRESH_MISS/2060|2t= & YE = &= U&LICH.


https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

1773942471.096 14 10.190.0.206 TCP_CLIENT_REFRESH_MISS/206 860 GET http://catalog.sf.dl.delivery.mp.mic
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