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Custom and External URL Categories: Add Category

Edit Custom and External URL Category
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

J Neme: (2 [upstream Proxy ID Profie
L (e.g. my IT Profile)

Description:
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Authentication Realm| = select a Realm or Sequence: (7 hed
Select a Scheme: se Kerberos or NTLMSSP or Basic v/

Authentication Surrogates: (2 _
® 1p Address

O persistent Cookie

) session Cockie

Membership Definition

is defined by any of the following options. Al criteria must be met for the policy ta take effect.

Define Members by Subnelf 10.0.0.0/8
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(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80.1.:5, 2000:db8::1-2000:db8::10)
Define Members by Protocol: HTTRHTTPS

= Advanced Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or

The following advanced membership criteria have been defined:

Proxy Ports:
URL Categories: | None Selected

User Agents: O eI

The Advanced options may be protocol-specific. For instance, user agent g
for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are nol

strings are applicable only
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applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
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Add Upstream Proxy Group
Proxy Group
3.3 Name: | [upstream Proxy
Proxy Servers:  proxy Address Port Reconnection | Add Row 4—@
Attempts (2
[ [10.48.38.182 [3128 [z -]
3.4
L [10.48.48.183 [3128 [z -]
Host name, 1Py or IPV6 address. Any number
greater than
0.
CT | e ()
Fallure Handling: __Specify how to handle requests if all proxies in this group fail.
O Connect directly
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Certificate Management

Appliance Certificates

Certificate ‘Common Name Issued By Domains. Status Time Remaining Expiration Date Delete
Weak Signature Usage Settings
Restrict Weak Signature Usage: Disabled
Edit Settings
Certificate FQDN Validation Settings
Certificate FQDN Validation Usage: Disabled
Edit Settings
Certificate Lists
Updates
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Sat Mar 07 00:08:32 2026 2.6 Failed to Fetch Manifest
Cisco Certificate Blocked List Success - Sat Mar 07 00:08:32 2026 1.3 Failed to Fetch Manifest
No updates in progress.
Certificate Management
Trust Root Certificates: 246 ertificates in Cisco trusted root certificate list

ustom ce mncalzs ddedt trusted root certificate list

I Manage Trusted Root Certificates...
Certificate Based Authentication/RADSEC Root 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based Authentication/RADSEC Root Certificates...

Blocked Certificates: 19 certificates in Cisco blocked certificate list

View Blocked Certificates...
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Routing Policy: Add Group

Enable Policy

S
policy Name: (2 [ Routing Policy ]
fe.g_my IT polcy)
Description:

(Maximum allowed characters 256)
Insert Above Policy: 1 (Global Policy)

Pou.~v Member Definition

of the following options. Al criteria must be met for the policy to take effect.

Select One or More Identification Profiles

Authorized Users and Groups Add Identification Profile

Upstream Proxy 1D Profie v | ® Al Authenticated Users

O Selected Groups and Users (2
Groups: No groups entered &
Users: No users entered

b Advanced | Define additional group membership criteria
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Routing Policies

Routing Definitions

Add Policy...

Order Members Routing Destination 1P Spoofing Clone Policy Delete

Partial Routing Policy
(global policy)

1 Identification Profile: Upstream Proxy ID Profie
All identified users

Global Routing Policy

(global policy) [ ] @
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