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1.5EHA|. Submit(M &) Z=2lgfLct.

Configuration File

Current Configuration

Configuration File:

Email file to: [

®  Download file to local computer to view or save .—@
O Save file to this appliance (sourceSWA.amojarra.amojarra)
O

sst

es with commas. Maximum alfowed

he Con FI
asked pas: pn not be loaded using Load Configuratio

N: F les with n

L

() Use system-generated file name
®  Use user-defined file name: ~ [Source

-SWh-Before-Migrate
Note: ".xml" will be appended to the specified file-name
automatically.
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2.3, Download Certificate (IBMOREE.)E
Z25t0d HTTPS &% 5llS QIS ME CHR2EEFLICH
23 E %E—!&*L—IEP.

TIPS Proxy Settings

T Ensbi HTTPS Proxy.




O|0|X| - HTTPS &% sliE 2B M

N 2T 0| oo ME E 7HR| 50| HTTPS o5

= QBMI BE EAIT/0o] QlaLich TaL}

HESIToIME 3t 7hX| SO &S £ s
L|C}.
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Certificate Management(2/1& M £2))& £ 2IFLIct.

3.2EH7|. Certificate Management(21& A E2l) Mo
M Manage Trusted Root Certificates(& /& 5= Q=
FE QIEAM #E)E S2IFLct

Certificate Management

Time
Certificate Common Name Issued By Domains | Status | Remaining Expiration Date Delete

SWA Source GUI SWA Source GUI SWA Source GUI May 11 20:14:56 2028
e Certificate Certfi WA | Active | 799 days G L

Edit Settings

Certificate FQDN Validation Settings

Edit Settings

Certificate
Updates
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Fri Feb 27 20:18:56 2026 26 Not Available
Cisco Certificate Blocked List Success - Fri Feb 27 20:18:56 2026 13 Not Available

No updates in progress. Update Now :
ificates.

ates added to Certificate Based Authentication/RADSEC root certificate list

Lists.

3EHA. ALER XIE EB{AE R E 2
SM LHELHZ|

Certificate Based Authentication/RADSEC Root | 0 custom raot certific
Certificates:

Hanage Certificate Based RADSEC Root Certificates... |

% iDF _T,_ : SWA 01| _$_ 7 P AI_I El gEF 9,! E Blocked Certificates: 19 certificates in Cisco blocked certificate list
MEX X|H BE Q15 M7 QloH e
AEHAZE dELLCE
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Certificate Management

l Appliance Certificates

Time
Domains | Status Remaining Expiration Date

Issued By
SWA Source GUI
Certificate

Common Name

SWA Source GUI
Certificate

Export Certificate...

SWA Source GUI May 11 20:14:56 2028
Certificate N/A Active | 799 days v @

Weak Signature Usage Settings

Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings

Certificate FQDN Validation Usage: ~ Disabled

Edit Settings

New Update

Last Update
Success - Fri Feb 27 20:18:56 2026
Success - Fri Feb 27 20:18:56 2026 1.3

File Type

Cisco Trusted Root Certificate Bundle 26 Not Available

Cisco Certificate Blocked List Mot Available

No updates in progress.

246 certificates ot certificat

Trust Root Certificates: in Ciss ted ro
& Custom caruhcates sddedto roseed roat cefate st

Manage Trusted Root Certificates...

Certificate Based Authentication/RADSEC Root | 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:
Root Certicates... |

Manage Certificate Based

Blocked Certificates: | 19 certificates in Cisco blocked certificate list

View Blocked Certificates...
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Enable ISE Service
primary ISE puGra Node: | e
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Authentication

Authentication Realms

Add Realm....
Transparent User Base DN or
Realm Name Server Type. Scheme(s) Servers Identification NetBIOS Domain Delete
ADDS Active Directory | Kerberos, NTLMSSP, Basic | 10.48.48.17 Not Enabled AMOJARRA &/

Global Authentication Settings

Action if Authentication Service Unavailable: | Block all traffic if authentication fails

Secure

it:  SWA

e:  Mar 3 20:31:36 2027 GMT
traints:  Not Critical

Edit Global Settings...
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8.2EtAH|. Zt eI &l E|0o|& 0] CH3l Save Route
Table(ZZ E|O|E XME)S E=8LCt.

Routes

nd Data Traffic (Interface M1: 10.62.131.143, Interface P1: 10.10.10.10, Interface P2: 20.20.20.20)

Add Route...
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SWA E|E2|7|

10EHA|. SWA
=27

10.1EHA|. CcLIof @48k},

10.2EHA|. revertE =35t 1 Enter 7|E F+ELICt

10.3EHALYE =45t Enter 7|1E& = "AISSHAIZELIN? N>
10.4EHHL.YE =5t Enter 7|1& =24 "AISSHAIZIELII? [N]>"
10.5EHH. SE0M E|E & HT0 AFE HE E MENS D EnterE +ELICH

SWA_CLI> revert
This command will revert the appliance to a previous version of AsyncOS.

Warning: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process and should be backed up:
- current system configuration file

- all Tog files

- all reporting data (including saved scheduled and archived reports)

- any custom end user notification pages

This command will try to preserve the current network settings.

Reverting the device will cause a reboot to take place.
After rebooting, the appliance reinitializes itself and reboots

again to the desired version, with the earlier system configuration.

Do you want to continue? [N]> Y
Are you sure you want to continue? [N]> Y

Available versions

1. 12.5.1-011

Please select an AsyncOS version:
You have selected "12.5.1-011".
The system will now reboot to perform the revert operation.
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17.3EtAl. Join Domain(Z=H|Q! o) 25t
A4 5E2 U=gLct.

Add Realm

Authentication Realm

Realm Name:  [ADDS

Authentication Server Type and Scheme(s): irectory (Kerberos, NTLMSSP or Basic Authentication) v/ |

Active Directory Authentication
Active Directory Server: | specify up to three Active Directory servers:
() set source Interface

Source Interface:

10.48.48.17

hostname or IP address

Active Directory Account: | active Directory Domain: (2 [amojarra.amojarra

Computer Account (2
Location:  [Computers
(Example.
Enable Trusted Domain Lookup
Join Domain... ]

Status: Computer account fordwsa125$ not yet created.

0|0/ X[ - Active Directoryo| 7+&!
17 4CH. Submit(RIZ)2 2 2I8tLCH.
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| 42 Hot 9|
—

—
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Authentication

Add Realm...
Realm Name ServerType  Scheme(s) servers Identification NetBIOS Domain Delete
ADDS Active Directory _ Kerberos, NTLMSSP, Basic  10.48.48.17 Not Enabled AMOJARRA @

Global Authentication Settings
Action f Authentication Service Unavailable: Block all traffic if authentication fails

Failed Authenticati ing: Log Guest User by: IP Address.

Re-aut
Basic Authentication Token TTL: | 3600

jon:  Disabled

wea-source.daco ol

oelemle Surrogate Timeout: 3600 seconds

User Session Restrictions:  pisapled

Header Based Authentication: Enabled

Edit Global Settings...
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