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Configuration File

Current Configuration

Email file to: [

iguration File:
®  Download file to local computer to view or save .—@
(O save file to this appliance (sourceSWA.amojarra.amojarra)
O
iresses um alfowe

.
the Configurs l FI

Note: Flas witn masked passpra not be foaded using Load Configuration.
o) system-generated file name
® Use user-defined file name: [Source-SwA-Before-Migrate

Note: ".xmi" will be appended to the specified file-name
aaaaaaaaaa iy
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Certificate Management

Appliance Certificates

Add Certificate. .

Time.
Certificate Common Name Issued By Domains | Status | Remaining Expiration Date

SWA Source GUI SWA Source GUI 'SWA Source GUI May 11 20:14:56 2028
Certificate Certificate Certificate NiA Active | 799 days amT

Export Certificate....

Weak Signature Usage Settings

Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings
Certificate FQDN Validation Usage: | Disabled

Edit Settings

Certificate Lists

Updates
File Type Last Update
Cisco Trusted Root Certificate Bundie Success - Fri Feb 27 20:16:56 2026 26 Not Available
Cisco Certificate Blocked List Suceess - Fri Feb 27 20:18:56 2026 13 Not Available

No updates in progress. Update Now

Current Version New Update

Trust Root Certificates: 246 certificates in Cisco trusted root certificate list

st
€ custom certificates added to trusted root certificate 115t

Manage Trusted Root Certificates.

Certificate Based Authentication/RADSEC Root | 0 custom raot certificates added to Certificate Based Authentication/RADSEC root certificate list

Certificates:
Manage Certificate Based Authentication/RABSEC Root Certificates.

Blocked Certificates: | 19 certificates in Cisco blocked certificate list

View Blocked Certificates...
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3.3EtA|. ZF Custom Trusted Root Certificates(AH& Xt

x| AlRIE & s RE QIFAM)ol o8 22stod

255t 0 Download Certificate(21 5 A CHREZE).. &

Custom Trusted Root Certificates

Import.

Trusted root certificates are used to determine whether HTTPS sites' signing certificates should be trusted based on their chain of certficate
authorities. Certificates imported here are added to the trusted root certificate list. Add certificates to this list in order to trust certificates with

Signing authorities not recognized on the Cisco ist.

Expiration Date OnCiscoList | Delete

‘Organizational Unit:
Country:  US
Basic Constraints: ~ Critical

Download Certificate...

» Jan 29 21:07:33 2036 GMT No *
» DigiCert Global G2 TLS RSA SHA256 2020 CA1 Mar 29 23:59:59 2031 GMT No &
» Jun 3 19:32:54 2041 GMT No ®
» Jun 3 19:32:54 2041 GMT No ®
» Jul 2 12:42:50 2030 GMT No @
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Certificate Management

' Appliance Certificates

Add Certificate...

Time
Domains | Status | Remaining Expiration Date Delete
May 11 20:14:56 2028 o
GMT

Certificate Commeon Name Issued By

SWA Source GUI SWA Source GUI SWA Source GUI
Certificate Certificate Certificate WA | Active | 799 days
Export Certificate...

Weak Signature Usage Settings
Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings
Certificate FQDN Validation Usage:  Disabled

Edit Settings

Certificate Lists
Updates

File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Fri Feb 27 20:16:56 2026 2.6 Not Available
Success - Fri Feb 27 20:18:56 2026 13 Mot Available

Cisco Certificate Blocked List

No updates in progress. [ Update Now |

Certificate Management

Trust Root Certificates: 246 certificates in Cisco trusted root certificate list
6 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates...

Certificate Based Authentication/RADSEC Raot | 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based RADSEC Root Certificates... |

Blocked Certificates: | 19 certificates in Cisco blocked certificate list
View Blocked Certificates... |
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Edit Identity Services Engine Settings
Enable ISE Service.

Primary ISE pxGrid Node: | he web 4
node

amoajira | (Hostrame or Ipv address)

iqned by a Certificate Aul
e Chsi
ipload the certificate o

fcate
1SE pxGrid node to add below.

Certificate: [ Ghoose Fie | Mo file chosen
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ot Critical

Secondary ISE pxGrid Node (0ptiona):  The ek Azl
15 peid e

[1SE2.amejarra.amoajra  (wostrame or 19y address)

1SE pGrig Node Certficat

Download Certifcate.
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7.1EHA| GUIOIA Network(HIERZ)Z 0|55t
Authentication(@!&)2 2=!&fL|C}.
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Authentication

Authentication Realms

Add Realm. ..
Transparent User Base DN or
Realm Name Server Type | Schemet (s) Servers Identification | NetBIOS Domain | Delete
ADDS Active Directory | Kerberos, NTLMSSP, Basic | 10.48.48.17 Not Enabled AMOJARRA '

Global Authentication Settings

Action if Authentication Service Unavailable: Block all traffic if authentication fails

Log Guest User by: IP Address

7. 215 EIC|AM QIB A

n name: SWA Source Authentication Certificate

isc
SWA
T US
te:  Mar 3 20:31:36 2027 GMT
Basic Constraints:  Not Critical
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https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
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19.1EHA. GUINIM Network(WEZ)Z 0|S 3t

1 Authentication(®1&)2 2 =/gfLct.
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19.2EH7. Join Domain(Z=MHI2! =
xl74 e oladsfL|C)

o= HT1H-d

ehE E8lstn

Edit Realm

Authentication Realm
ReamName: | [apDs
Authentication Server Type and Scheme(s): | Active Directory (Kerberos, NTLMSSP or Basic Authentication)
Active Directory Authentication
Active Directory Server: | specify up to three Active Directory servers:
(O set Source Interface
Source Interface

10.48.48.17

hostname or IP address

Active Directory Account: | active Directory Domain: (2 [AMOJARRA AMOJARRA
Computer Account (7
Location:  [Computers

(Example: @
[ enable Trusted Domain Health Check

Status: Computer account wsa1550710§ not yet created.

0|0|X| - Active Directory =H|Ql0{] 7}
19.3EHAl. Submit(MZE)2 Z2IgtLct.
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Authentication
Add Realm...
Transparent User Base DN or
Realm Name Server Type Scheme(s) Servers Identification NetBIOS Domam Delete
ADDS Active Directory | Kerberos, NTLMSSP, Basic 10.48.48.17 Not Enabled AMOJARRA @

Global Authentication

Action if Authenti

Basic Authentication Token TTL: | 3600

Authentication Settings
Credential Encryption: | Enabled
’ HTTPS Redirect Port: 443

Redirect Hostname:

} 19.4

Credential Cache Options: | syrrogate Timeout: 3600 seconds

Client 1P Idle Timeout: 3600 seconds
User Session Restrictions: | pisabled

Header Based Authentication: | Disabled

SRR AT D E i o Common name: SWA Source Authentication Certificate

Organization:  Cisco
Organizational Unit: ~ SWA
us

Mar 3 20:31:36 2027 GMT
: Not Critical

Edit Global Settings. ..
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20.1EtAH|. SMAQ| CLIof| @dZ2&rL|Ct.

1101-

20.2EAl. logconfigE AlgHgtLIC}.
20.3EHH|. HOSTKEYCONFIGE l2dgfL|Ct.

20.4Et7|. DELETEE 245t 11 Enter 7|1E +&
LICt.

20.5EtAH|. =20 oto|2Ei|o|ME SWAS EHE
ZlHS E Q2451 1 OfHAN L &t 2= K|
Enter 7|& +&LIC}.

20.6EHA. commit2 2435t EnterE =24 444
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20.7EHA|. SMA GUIOI A Management
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20.10EHA|. AHE XL O|E 1t &S E &St
Establish Connection(21Z2 4%)2 Z=gLIct.

Edit Web Appliance: Source SWA

olO|X| - SWAO] CHEF A M

= =20

20.11Et 7. Configuration Manager& & & & L|C}

Edit Web Appliance: Source SWA

[ success — Authentication successful. |

Web Appliance Settings
Appliance Name: | [Source SWA

1P Address or Hostname: | [10.48.48.181

Web Appliance Centralized Services: Centralized Configuration Manager

Centralized Reporting
Centralized Upgrades: service disabled (7
Connection Status: | File transfer credentials have been established.

Establish an SSH connection for Centralized Web Services.

Establish Connection... | [ Test Connection

Assign Configuration Manager: (7

Onss

0|0 X| - Configuration Manager

ﬂJ"T"
ol

20.12EHA|. 448 At E XME & 7F{SIgLct.

20.13EHA|(MEH ALE) SWAO] A2 olMHE Al
Alsto HHAEE £ /&Lt

52 2l SMAE OF SWAS| RE H1 W £
Cilo[E & R X[ LICH

port_name &

ez zE o|gL

Configuration File

= =
T'__A—_||TI'

MO

2 ['Management', 'P1', 'P2', 'T1', 'T2'] & &tLt040F &FL|C}.

Configuration File was not loaded. Parse Error on element "port_name" line number 85 column 18

with value "M2":

The network port name must be one of ['Management’, 'P1', 'P2', 'T1', 'T2'] (with

optional "_v6" suffix), or start with "VLAN" or "Loopback”.
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Configuration File was not Toaded. Parse Error on element "port_name" Tine number 85 colu

Error -
Ol 2F = S 21X SWANM 7t4 o= Oto|s|o|4de f gt LICt 7t4 SWAOI= 5702 NICEH
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Configuration File

Error  — Configuration File was not loaded. Parse Error on element "ise_service" line number 548 column 17:
baY4mw.crt.pem ISE certificate not present in /data/db/isecerts/.
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https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance/119188-technote-wsa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance/119188-technote-wsa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance/119188-technote-wsa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance/119188-technote-wsa-00.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/ko_kr/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
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https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/ko_kr/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance/119188-technote-wsa-00.html
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