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Route Details I

Addrez=s Information

Firewall |

Connection Information

Client: 10.0.1.50 Entry: to_3000
Server: 172221108 Tire: 0 day[=), 00:00.23
Bytes Crypto
Recerved: 420 E noryptior: 168-bit 3-DES
Sent: 2470 Authentication: HiAC-MD5
Packets Transport
Encrypted: 17 Tranzparent Tunneling: Active on UDP port 4500
Decypted: ¥ Local LaM: Dizabled
Dizcarded: 0 Comprezsion: Mone
Bypazzed: BB
Reszet
Cloze
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# WPN Client - Yersion 4.0.5 (Rel) =10] x|

Connection Entries  Status Certificates Log Ophions Help

[izable Clear Log Setings  Log 'window
Connection Entries | Certificates LDQJ

Cisco Systims

Cisco Svstems YVPN Chent Version 4,05 Fiekd

Copynight [C] 1938-2003 Cizco Systems, Inc. Al Rightz Rezerved.
Cliert Type|z] Windows, Wind T

Running on: 5.1, 2600 S ervice Pack 2

|I".I|:ﬂ: conneckad.

Cisco Systems VPN Client Version 4.0.5 (Rel)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.

Client Type(s): Windows, WinNT
Running on: 5.1.2600 Service Pack 2

1 14:21:43.106 07/21/06 Sev=Info/6IKE/0x6300003B
Attempting to establish a connection with 172.22.1.106.

I-—— Output 1is supressed. 28 14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005D Client sending a
firewall request to concentrator 29 14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005C Firewall
Policy: Product=Cisco Systems Integrated Client, Capability= (Centralized Protection Policy). 30
14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005C Firewall Policy: Product=Cisco Intrusion
Prevention Security Agent, Capability= (Are you There?). 31 14:21:55.171 07/21/06 Sev=Info/4
IKE/0x63000013 SENDING >>> ISAKMP OAK TRANS * (HASH, ATTR) to 172.22.1.106 32 14:21:56.114

07/21/06 Sev=Info/5 IKE/0x6300002F Received ISAKMP packet: peer

172.22.1.106 33 14:21:56.114

07/21/06 Sev=Info/4 IKE/0x63000014 RECEIVING <<< ISAKMP OAK TRANS * (HASH, ATTR) from
172.22.1.106 34 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x63000010 MODE_CFG_REPLY: Attribute =
INTERNAL_IPV4_ADDRESS: , value = 10.0.1.50 35 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x63000010
MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_NETMASK: , value = 255.255.255.0 36 14:21:56.114
07/21/06 Sev=Info/5 IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SAVEPWD: , value =
0x00000000 !--- Split tunneling is configured. 37 14:21:56.114 07/21/06 Sev=Info/5
IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SPLIT INCLUDE (# of split_nets), value
= 0x00000001 38 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x6300000F SPLIT_NET #1 subnet = 10.0.1.0
mask = 255.255.255.0 protocol = 0 src port = 0 dest port=0 39 14:21:56.124 07/21/06 Sev=Info/5

IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_PFS: ,

value = 0x00000000 40

14:21:56.124 07/21/06 Sev=Info/5 IKE/0x6300000E MODE_CFG_REPLY: Attribute = APPLICATION_VERSION,
value = Cisco Systems, Inc./VPN 3000 Concentrator Version 4.7.2.H built by vmurphy on Jun 29
2006 20:21:56 41 14:21:56.124 07/21/06 Sev=Info/5 IKE/0x6300000D MODE_CFG_REPLY: Attribute =
Received and using NAT-T port number , value = 0x00001194 !--- Output is supressed.
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