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show crypto ikev2 sa
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show crypto ipsec sa
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Set Tunnel ID and Passphrase

To add a wnnel so that you can configure your firewall, you need a Tunnel 1D and
Passphrase. For more information, see Step-by-step Instructions »

Tunnel ID (IP Address/Network)
| SJ - Network - 186.159.146.22 A

Passphrase

ﬂ b - G4 characters, at least | uppercase and 1 lowercase lemer, 1 numeral, no specsl Charactens

Confirm Passphrase

S —— |

E Facsphrases match
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Tunnel ID and Passphrase Confirmed
Please copy and save your Passphrase to your device

Passphrase: Asatunnel123456789 Eb
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tunnel-group <UMB DC IP address .8> type ipsec-121
tunnel-group <UMB DC IP address .8> general-attributes
default-group-policy umbrella-policy

tunnel-group <UMB DC IP address .8> ipsec-attributes
peer-id-validate nocheck

ikev2 local-authentication pre-shared-key 0 <passphrase>
ikev2 remote-authentication pre-shared-key 0 <passphrase>
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show run interface tunnel#

umbrella-profile

7|Z& E{d QIE{H|0|AE E2l5l 1 Umbrella
(@]

show run interface tunnel
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show crypto 1ipsec
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crypto ipsec profile <profile name>
no set trustpoint umbrella-trustpoint
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show run interface tunnel

Interface tunnel#
No tunnel destination <UMBRELLA DC IP address.2>
Tunnel destination <UMBRELLA DC IP address .8>

show run interface tunnel#
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show crypto ikev2 sa

show crypto ipsec sa
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show run tunnel-group
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clear config tunnel-group <UMB DC IP address .2>
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sh run crypto ipsec
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sh run crypto ca trustpoint

3. Q& Mof| CHEt RfMIEF LI 2 2o ChEg BEE ASstAAl2.

show crypto ca certificate <trustpoint-name>
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no crypto ca trustpoint <trustpoint-name>
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Are you sure you want to delete this forever?

This change is permanent and " ASA 5J" will not appear with other items in your list.

| understand and want to delete this tunnel.
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