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SAML S&0| Umbrella®t &3t & Alof CHEH AEMIEH LI 2 047|0iM HEE & EFHAAIL.
Single Sign-Ong A|Zf&fLICt.

Identity Servers )

IDP-Cluster

General « Local | Liberty « SAML 1.1

Trusted Providers| | Profiles
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CISO 20| 7| SAML AHE S0t5t= EHAIE 32 & YUSLICH ID S8 A @7 AL Cisco
Umbrella HIEIC|O|E|{ CtRE2E7F e HHAHE 2t 2518 0] NetlQ 23 X2 E A& AF236tod A
IagojlMdg et28 £ laLct

HIEFE|O|E{= Cisco Umbrella SAML A7H O AH(Settings(42%) > Authentication(21&) > SAML)01|
MEE = A&LCH

Security Type Status

SAML Disabled

1. Choose SAML provider 2. OpenDNS Metadata 3. Upload Metadata

OpenDNS Metadata
For more information on how to do this, please view our SAML setup guides.

Option A: Copy and Paste
Copy this into your SAML provider's configuration

CAQIwgf8wHQYDVROOBBYEFDrNbITxppCIgDDpLx61xPgX8Uj+MIHPBgNVHSMEgccwgcSAFDrNbITxppCIgDDpLx6lxPgX8Uj+oYGgpl
GdMIGaMQswCQYDVQQGEwIVUzETMBE GALUECBMKQZF saWZvemSpYTEWMBOGALUEBXMNUZ FUIEZyYWS jaXNjbzEQMA4GALUEChMHT3B1b
kROUzEUMBIGALUECXMLRWSnaW51ZXJpbmcxEzARBgNVBAMTCKOWZWSETIMgQ1lgxITAfBgkghkiGIwW@BCQEWEMVUZYSjeEBveGVUZG52
LmNvbYIJALzrHoOEBtFKMAWGA1UdEWQFMAMBAF 8wDQY JKoZIhvcNAQEFBQADggEBAApcp6PgcEMopi tp65x1oAiHBHQ] sxePWF+TIkH
8sNE11AFCcRFVDIPQVqLVQFfymadUf GRHBS1K rOsM+529nQqz kWXSnQLR@1RFFABGgASbIXxVv26xr/X1i48yRP1YvNPEvxMaonU++Uot
hxlcriZgX7ZYoxhRZXEcPqVLXaskAAHN@preupeQz2w8agxv/s+2E@NeZ9ehH2 fVIeHbKAY1TuC/RWkVfoN4VvDnzby5C56q]54z1gTR
11jpkgltSTSixeFJOP/IdLKNalY8SM3USfnXcwWawMz tKznE+/b3W+bvmISFYG3210zsCY4aj8GMTLGLhdk4BB2QVpCHAz /xNk=
</ds:X5@9Certificate>
</ds: X5090Data>
</ds:KeyInfo=

~fmd s KevNesrri ntars “

Option B: Download XML File

& DOWNLOAD XML FILE

115001332488

HIEFH| O|E{ Z! Cisco Umbrella QIS M 71X 2 7|

1. ElAE TE7|0{ A Cisco Umbrella HIELC|O|E{(AFH 2 F AtEol CHREEE)E ¥ X509
CIZEME FE¢&tLCt 2183 ME ds:X509Certificate2 A|ZHSt 1 /ds:X509Certificate 2 2L

Ct. B MSFE E7HK| SALSHZ (B 5tE EL(Ch.

2. O| Af YU E CiscoUmbrella.cer2 AMZ&HeFLIC}.

3.x509 QIEME PKCS7/PEM Z HHErefLICt. Ofoi CHEF W2 Chef&tx[Et o]l BH2 Ch&
sgLCt. openssl x509 -in CiscoUmbr ella.cer -out CiscoUmbr ella.pem -outform PEM

4. NetlQO{| A Trusted Roots Of2{0l| A NAMEZ A|ZfghL|Ct.

5. New(MZ BH=7]) > Browse(& 0t 2 7[)& MESt T CiscoUmbrella.pemS 7tX{ZLICt

fjo
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Certificate name: CiscoUmbrella

>

@ Certificate data file (DER/PEM/PKCS7)

No file selected.

115000349367

S48 4y

1. Identity Servers(ID A{HH) > NetlQ NAMS £ O|S & L|C}.
2. Attribute SetsE 2 2/ gL}
3. New(MZ BtE7|)E MEHSt T LDAP S48 o ZELict

CiscoUmbrellaAttributeSet

General Mapping Usage |

New | Delete

[] Local Attribute maps to Remote Attribute Attribute Value Encoding

[] Ldap Attribute:userPrincipalName [LDAP Attribute Profile] <> Email Address Special characters encoded

[] Ldap Attribute:mail [LDAP Attribute Profile] <--> NamelD Special characters encoded
115000349567

M ESHAE SR BHE7|

1. IDP General(IDP g B{© 2 0|5 35t0{ SAML 2.0 MEHELICE.
2. Create New Trust ProviderS MEHELI|CE.

ldentity Servers §

IDP-Cluster

General « Local | Liberty « SAML 1.1

Trusted Providers| | Profiles

115000348788




CiscoUmbrella-S50

Configuration W, 0i<LHis W
Trust | Attributes | Authentication Response | Intersite Transfer Service | Options

Name: CiscoUmbrella-SSO

Security
] Encrypt assertions ] Encrypt name identifiers

Certificate Revocation Check Periodicity: On Startup v -

— S0AP Back Channel Security Method

@ Message Signing
) Mutual SSL

Basic Authentication

115000349827

g M —’—'.‘-’S% MEHSE D Send with Authentication2 ME4EFL|CH Authentication
Response(@!5 S &0l CH3H Post Binding(AtF HI 1), Persistent(X|<5), Transient(& Al%),

Unspecified(DIXIQ)E AMENSL|CE

. LDAP S44 MEH: [LDAP Attribute Profile](LDAP S4 T2 Z)2 HUZ i1 7|27z M

Mot

CiscoUmbrella-SSO

Configuration

Trust | Attributes | | Authentication Response| | Intersite Transfer Service | Options

Binding: Post -
Name Identifier Format Default Value

[V Persistent () Automatically generated

[¥] Transient () Automatically generated

| E-mail () Ldap Attribute:userPrincipalName [LDAP Attribute Profile] ~
| Kerberos ) <Not Specified=> v
I x509 ) <Not Specified> M
Unspecified @  Ldap Attribute:mail [LDAP Attribute Profile] v

Use proxied requests

] Include the Session Timeout attribute in the assertion
Assertion Validity 300 seconds
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. Configuration(Z1I| 124 0| M) > Intersite Transfer Service(AtO|E 7t M& MH|A)Z O[S &L
Ct. Cisco Umbrella SAMLI} Z2 O|E &2 K|35l Cisco Umbrella SSO 219! URLE CHA
O 2 F7}gtL|CH(https://login.umbrella.com/sso).

CiscoUmbrella-SSO

oL el Metadata
Trust | Attributes | Authentication Response | |Intersite Transfer Service

ID: CiscoUmbrella

Target: https://login.umbrella.com/sso
] Allow any target

115000356827

. Configuration(Z1IZ| 224/ 0| M) > Options(=M)Z 0|5 5104 Selected contracts(AME4EH 7H|2F) 2
Kerberos& MEHEFLICE

Identity Servers p IDP-Cluster b

CiscoUmbrella-SS0O

oG E L B Metadata
Trust | Attdbutes | Authentication Response | Intersite Transfer Service |

| 0IOSAML Compliance

—Step Up Authentication contracts

Selected contracts: Available contracts:
Kerberos - Name/Password - Basic
@ Secure Name/Password - Basic
quickhelp
v Secure Name/Password - Form

[#][%]

115000356068

. Cisco Umbrella H|E}C|O|E] ZbUE JLICH EntityDescription E E vailedUntil dateE 2020-
12-10T20:50:59Z(A A 2I4F 0 ZH0))eF 22 O|2H Cllo|EH 2 Y| o|EFLICEH
. NetlQ > Metadata(HIE}E|O|E) 2 =E0t7t 4H|0|EE! HEtH|O|E IS 7HR{SLICH.


https://login.umbrella.com/sso

CiscoUmbrella-SS0

Configuration 0 <T-F150
| Edit | Certificates

Expiration date: December 10, 2020
Metadata |_'t|_ Reimport

= EntityDescriptor
validUntil = 2020-12-10T15:05:36Z
cacheDuration = PT6048005
entitylD = https://login.umbrella.com/sso

= SP550Descriptor
AuthnRequestsSigned = false
WantAssertionsSigned = false
protocolSupportEnumeration = urn:oasis:names:tc:SAML:2.0:protocol

— WA LY

115000357147

9. o{d M0 EHAE FIIELICE Cisco Umbrella assertion0l &
urn:oasis:names:tc: SAM L : 2.0: ac: classes: Passwor dProtected Transpor t
10. Local(2Z) > Contracts(7|2})2 0| S 5t0{ Secure Name/Password(£ ¢t O|S/H|ZHE)E M
EHSt D Allowable Class(31& 2ci4) ol F7t8 CHE 12| FeiA & FItEct

Requested By Do not specify -
Allowable Class itc:SAML: 2.0:ac:classes: PasswordProtectedTransport
If you add more than one X509 method, only the first one will be used and it will automatic
Methods: Available methods:
Secure Name/Password - Form - AD_Login i
E|

q chgpwd
%/ | kerberosMethod
115000357247

11. Identity Services 2! HA|A HO|ES0|E YOIO|ESto] RESHT =& & ENQIX| 2HQIT CHS
NetlQ HIE}C|O|E{E CHR 2 =§LICH.

12. Ct2 2= 8 H|EFC|O|E{E AF8 6109 Cisco Umbrella "Other" SAML OFHAFS AlgHgL|Ct 3E
Ho e HIEHH O|E{E Y= =5HoF & L|Ct.



SAML

1. Choose SAML provider 2. Gisco Umbrella Metadata 4. Validate

Upload Metadata
For mere information eon how to do this, please view our SAML setup guides.

Configure Cisco Umbrella to work with your SAML provider by doing one of the two options.

Option A: Upload XML file

Choose File Mo file chosen

115001186107
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