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DNS Backoff Settings

Backoff Behind Virtual Appliance
Enables the routing of DNS wratfic through the lacal network if 3 vimual appliance is detected. When desabled and a vinual appliance is detected, DNS traffic is routed theough Umbreiia and web traffic is not,

Disabled

Customer Trusted Network

Enables the addiion of a subdomain, which when detected results in all traffic to and from it bypassing Umbrella. Subdomain must retum an [P address in the RFC- 1818 local range.
@) Enabied

Subdomain

Protected Network Detection

Enables the detection by endpoints of Urmbrella registered networis. When detected, Umnbrella is bypassed and endpoints refy on network protection

I AnyConnect Trusted Network Detection I

Enables the gdetection by endpoints of Tusted netwerks, When getected, Umbrella is bypassed and the trusted network is relied on instead, Exe o
@) Enabled

I AnyConnect VPN Detection I
Enables the detection by endpoints that a full-tunnel VPN session is active_ When detected, DINS traffic forwarding to Umbrella is disabled. Cisco WVPMs only

@) Enabled

Secure Web Gateway Backoff Settings

Secure Web Gateway backoff follows DNS backoff
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Backot! Behind Virtual Applance

Ensnles the routing of DN 1raffic theaugh th lossl netwark # 8 virusl sppbancs & detected. Wien dissbled 8nd 8 votusl sppiance i detsctad, DNS wa'fic s rovted traugh Umbrels 8nd wab athe is nex

Customer Trusted Netwark

Secure Web Gateway Backoff Semings

Secure Web Gateway backeff follows DNS backoff
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Secure Web Gateway Backoff Senings

Securs Web Gateway backoff follows DNS backoff

folawing backaff senings indopendent of DNS backe® sattings

Customer Trusted Network

E e detsotion by endpoims of trusted netwarks. When detsetsd, Umbrslls i bypsesed and the trustsd ne! elisd on instesd. Specific 1o Ciseo Sseurs Clant o nd srcludss dynsmic gp veling
Trusted Server (https:/l<gerver>:<port=)
ADD
Cartificato Hash
AnyConnect Trusted Network Detection
Ensblse the detsction by endpointe of trusted networks. When detected, Umbrslls iz bypsesed and the trusted network iz relied o zzd. E = mic split tunneling
unngl VPN so8ion is ative. When detested, Web treffic forwanding 1o Umbrells is disebled. C h by,
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